UNI TED

NATI ONS D

7R United Nations Conference

"‘s.‘ )
WS/ on Trade and Development Distr.
GENERAL

TD/ B/ COM 3/ 17
22 Septenber 1998

Oiginal: ENGLISH

TRADE AND DEVELOPMENT BOARD

Conmmi ssi on on Enterprise, Business
Facilitation and Devel opnment

Third session

Geneva, 23 Novenber 1998

Item 4 of the provisional agenda

| MPLI CATI ONS FOR TRADE AND DEVELOPMENT
OF RECENT PROPCSALS TO SET UP A
GLOBAL FRAMEWORK FOR ELECTRONI C COMVERCE

Report by the UNCTAD secretari at

Executive Summary

Thi s docunent exam nes some of the elements presented in recent proposals
by the European Union, Japan, the United States and the OECD secretariat, for a
gl obal framework for electronic commerce and their potential consequences for
trade and devel opnent. In order to facilitate the identification of comon thenes
in the proposals, the issues raised by them are considered under the follow ng
headi ngs: financial issues, (including fiscal aspects), |egal issues (including
intellectual property, security and market access aspects) and access for snal
and nmedi um si zed enterprises.

The docunent concentrates on identifying the opportunities for devel oping
countries (and their enterprises) to benefit from the proposals if they are
i mpl enented. Priorities are identified which could enable such countries to
maxi m ze the benefits and limt the risks associated with the proposals. The main
findings are: (1) further evaluation is needed of the potential inpact of a duty-
free Internet trade zone on trade and devel opment; (2) devel opi ng countries shoul d
be offered greater support in the area of capacity-building and training for
el ectronic comerce; and (3) government policies regarding the provision of a
supportive legal and regulatory framework for tel econmunications and information
services will have a direct inmpact on how neasures taken at the internationa
level will affect their own trade performance and the conpetitiveness of their
enterprises in electronic nmarkets.
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Backgr ound:

1. Trade anpng nations is on the threshold of a fundamental transformation
as a result of advances in information and tel ecomuni cations technology. The
ability of the Internet to bring together distant parts of the world in a gl obal
el ectronic market place and information exchange offers far-reaching benefits
to devel opi ng and industrialized econom es aliKke.

2. Today, there are an estimated 148 mllion Internet users, w th double-digit
growh rates in many emergi ng econonmes. There are some 37 mllion Internet
hosts worldwi de, facilitating a dramatic increase in the volunme of trade and
econom c information avail able online. Connectivity has significantly inproved
in many parts of the developing world - for exanmple, nearly every capital city
in Africa enjoys sone |evel of Internet access today. However, there are stil
significant disparities in the level of Internet penetration across regions,
whi ch can have profound inplications on an individual country's ability to
participate in the global electronic market place.?

3. The overall level of electronic comerce, or business transactions
conducted via the Internet and private conmmercial networks, was estimated at US$
8to 9 billion in 1997. Researchers have forecast that this figure could rise
to as nmuch as US$ 400 billion by 2002, as businesses and consuners throughout

the world expand their online comrercial activities. This dramatic growth in
el ectronic commerce is being driven by the marketing and cost reduction benefits
that many busi nesses are realizing through this new nedi um

4, To help ensure that the benefits of the Internet and online comerce
continue to expand to all parts of the gl obal econony, a nunber of Governnents
and i ntergovernmental organizations have put forward proposals to create a gl oba
framework for electronic commerce. Although there are differences between the
various strategies presented, a consensus is energing in the United States,
Europe and Japan that the private sector should take the lead role in devel oping
this global framework. International coordination in the adaptation of existing
commercial laws and regulations will be necessary in order to provide a
consi stent and transparent |egal environment for electronic conmerce. However,
self-regul ation by the private sector is being encouraged as an alternative to
i ncreased government regulation in areas such as standard setting, information
security and content managenent.

5. An aspect that is not addressed in the proposals is the need to ensure that
t he devel opnent dinmension is an integral and positive part of the electronic
comerce debate at an early stage. For electronic comerce to beconme a truly
gl obal instrunment of growth and prosperity, inequalities in access, connectivity,
cost, financial and human resources need to be properly identified and swiftly
addressed by the international comrunity. This document is a first step in that
di rection.

! This document is being published sinultaneously on the UNCTAD website
(http://ww. unctad.org). Many of the references to institutions, enterprises, documents
and so on are identified as “hyperlinks” in the electronic version of the docunent, so that
the user can click on the highlighted text to go directly to the relevant website.

2 This topic is addressed in document TDYB/COM 3/16 (“Policy issues relating to
access to participation in electronic comerce”)
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Section | - MAIN I SSUES
A. Introduction: four converging proposals
6. A nunber of individual Governnents and intergovernnmental organizations have

taken steps to address the policy issues relating to the establishnent of a
gl obal framework for electronic comrerce. The follow ng analysis focuses on
proposal s made by the United States, the European Union, Japan and the OECD
The first three have put forward policy proposals concerning electronic conmerce
in areas such as customs and taxation, devel opnent of the |egal franmework, and
mar ket access issues. The OECD is conducting extensive research into a nunber
of policy issues relating to electronic comerce and has published a nunber of
policy guidelines.?

7. It should be noted that the various proposals were not devel oped under
common ternms of reference and therefore do not address all the sane issues at
the sanme | evel of detail. Nevertheless, in general a strong consensus energes

fromthe four proposals that the private sector should take the lead role in the
devel opnent of the Internet and el ectronic comerce. Also, self-regulation by
i ndustry should be the norm unless a clear need for governnent action or
i nternational agreenents is identified. It is generally recognized that there
is a need for a sinple, transparent and predictable |egal environment for
el ectronic conmerce on a national and international |evel and that Governnents
shoul d avoi d pl aci ng undue restrictions on electronic conrerce in order to avoid
conpetitive distortions.

8. According to these proposals, cooperation anmong Governments, using
establ i shed venues for negotiation such as OECD, WO, W PO and UNCI TRAL, should
be actively pursued in order to ensure participation by Governments in
establishing the necessary agreenents and mnodel legislation to buttress the
overal | framework. The private sector should have a say in how the present |ega
envi ronment shoul d be adapted to neet the new inperatives posed by electronic
conmer ce. Changes to the legal and institutional framework relating to
el ectronic conmerce should be technol ogy-neutral to avoid discrimnation and
encour age inter-operability.

9. The various policy papers published by the four actors nentioned above set
out a number of financial proposals (e.g. on custons, taxation, electronic
payments), |egal proposals (e.g. on a comrercial code, intellectual property,
copyright and trademark, privacy and security) and market access proposals (e.g.
on telecommunications infrastructure, information technology, content and
techni cal standards). They al so address issues related to hunan resources* and
smal | and nmedi um si zed enterprises (SMEs).

3 O her organizations which have weighed in on particular issues or on the regional
di mrensi ons of electronic comerce include the Wrld Trade Organi zation (WO, the Wrld
Intellectual property (WPQO, the United Nations Econom ¢ Commi ssion for Europe (UNECE-
CEFACT) , the International Trade Center (I'TC UNCTAD WO, the International
Tel econmuni cation Union (ITU), the International Chanber of Commerce (1CC, the United
Nati ons Conmi ssion on International Trade Law (UNCI TRAL), the Inter-Anerican Devel opnent
Bank (1DB), the International Bank for Reconstruction and Devel opnent (I1BRD), the Asia-
Pacific Econom c Cooperation Forum (APEC), the G 7, the United Nations Educational,
Scientific and Cultural Organization (UNESCO and the International Organization for
St andardi zation (1SO), anong others.

4 This aspect is addressed in document TD/B/COM 3/EM 6/2 “Training in the area of
el ectroni ¢ commerce: needs and possibilities”
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B. Financial issues
1. Custons and taxation in electronic comrerce
10. Across the four proposals, there is agreenent that the present tariff-free

envi ronment for goods and services delivered by the Internet and other electronic
channel s should be perpetuated, but this does not extend to physical goods
purchased through the Internet and delivered by traditional methods, where
existing tariff rules should continue to apply.?

11. The taxation of electronic conmmerce, in “virtual goods”, such as
i nformati on and services, and physical goods is a conplex issue. The position
of the United States is that no new taxes should be inposed on electronic
commerce, and that taxing jurisdictions should coordinate their activities to
ensure that taxation systens are sinple to admnister and do not hinder or
di stort conmerce.

12. The European Union has traditionally levied VAT on virtual as well as
physi cal goods but is evaluating the definition of the current tax systems (both
direct and indirect) within nenber States on issues of definition, control and
enforceability. Al four actors share the position that fairness in the taxation
of electronic goods as conpared with that of physical goods (i.e. “tax
neutrality”) is essential, and that the CECD (and the European Union for European
countries) should be a key forum for the discussion of policy issues relating
to international taxation. The OECD has already begun a programe of policy
research on taxation issues in electronic comrerce

2. I mplications of new el ectronic paynment nethods

13. El ectronic paynent is an area of energing technol ogy that has potentially
significant ramfications in the areas of nonetary policy and gl obal banking.
There is a recogni zed need to nonitor closely devel opnents in this area, although
none of the four actors has proposed any increase in government regulation as
yet. However, the United States and others have recogni zed that future action
may be necessary to ensure the long term security and soundness of electronic
payment and international financial systens.?®

C. Legal |ssues’

1. Devel opnment of a commercial code for electronic comrerce

14. All four actors recognize the need to adapt the current framework of
comercial codes and | egislation governing comrercial transactions to address
the complexities introduced by international electronic commerce. There are
numerous efforts under way to establish the legal validity of electronic

5 This point has been reflected in the WO Mnisterial Declaration of May 1998 in
which Mnisters agreed that, at least until the next WIO M ni sterial Conference of 1999,
menbers woul d “continue the current practice of not inposing custons duties on electronic
transm ssi ons”

6 Some of these paynent technologies are further described in Section Il A bel ow.

7 A recent UNCTAD docunent entitled “Electronic commerce: lLegal considerations”
(UNCTAD/ SDTE/ BFB/ 1) has identified the main issues surrounding the legal aspects of
el ectronic commerce. Hence this section will limt itself to the legal issues which are
addressed in the four proposals nentioned.
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documents and the acceptability of digital signatures and other authentication
procedures used in comercial transactions, although legislation is still pending
in many countries. Japan and the United States stress the need to ensure the
adm ssibility of electronic data in dispute resolution, which is also being
addressed in the alternative dispute settlenment systenms of the ICC. The European
Uni on enphasi zes that there should be no regul ation for regulation’s sake, that
regul ati ons shoul d be based on all Single Market freedonms, and that regul ations
nmust take account of business realities and nust achieve their objectives
effectively and efficiently. The European Union also recently adopted a
directive on contracts negotiated at a distance which will address electronic
comer ce transactions.

15. The UNCI TRAL Model Law on El ectronic Conmerce is cited as an exanpl e of
i nternational cooperation in establishing a common | egal framework which shoul d
be supported and pursued in other areas as well. Also, the ICC is devel oping
a database of electronic conmerce term nology which can be incorporated into
comercial contracts used in electronic comerce

2. Intellectual property protection

16. The two recent international treaties concluded under WPO (the WPO
Copyright Treaty and the W PO Performances and Phonograms Treaty) have received
broad support, and the United States, the European Union and Japan have pl edged
to pursue their pronpt ratification. The inplenentation of the Agreement on
Trade- Rel ated Aspects of Intellectual Property Rights (the TRIPS Agreenent) is
al so encouraged, particularly by the United States and the EU. In addition, the
European Union is in favour of concluding another WPO treaty on the |ega
protection of the substantial investnent made in databases. Japan recognizes
the difficulty of distinguishing between the private use and the comercial use
of digital content and the need to bal ance intellectual property protections
against the “right to know edge” of individuals, as well as the need to avoid
t he obstruction of content distribution by excessive regulation

3. Tradenmar ks and donmai n names

17. Al t hough the Domai n Name System (DNS) of assigning website nanes has so
far been dom nated by the United States, as the pioneer of the Internet, it is
broadly recogni zed that a new market-driven governance arrangenent w th broader
international participation is essential. As domain nanmes are not yet fully
protected under nost trademark regines, there is scope for msuse by externa
parties which can dilute the value of the trademark. The United States, in
particular, is supporting the devel opment of international agreenents extending
full trademark protection to domain nanes.

4. Privacy on the Internet

18. The United States has produced the followi ng two sets of principles on the
privacy of personal information and activities relating to electronic conmerce:
(a) Consuners shoul d expect that data-gatherers wll:
(i) I nform consuners what information they are collecting and how
the intend to use such data; and
(ii) Provide consuners with a nmeaningful way to limt use and re-
use of personal information
(b) Personal information acquired, disclosed and used online shoul d:
(i) Respect the individual’s right to privacy;
(ii) Not be altered or destroyed; and
(iii) Be accurate, tinely, conplete and relevant for the purposes
for which it is provided and used.

19. The United States is currently supporting private-sector efforts to
i npl enment self-regulatory privacy reginmes, but recognizes that it may have to
intervene in certain areas (e.g. child protection) if self-regulatory neasures
are not sufficiently rigorous.
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20. Japan has al so endorsed the devel opnent of a private-sector-driven regine
for privacy protection, although it recognizes that |egislative solutions my
be necessary in certain instances. The Japanese Governnent has al so published
gui delines for the protection of personal data and has undertaken initiatives
to educate online users on privacy issues, encourage voluntary neasures by
busi nesses to protect personal data and pronote technol ogies which enhance
privacy protection online. Japan also endorses international cooperation to
ensure worl dwi de consistency in privacy protection

21. The European Union has taken a nore hands-on approach to privacy protection
and has adopted a number of directives on the processing and transm ssion of
personal data. It will soon inplenment a directive which prohibits the transfer

of personal data to countries that, in its view, do not extend adequate privacy
protection to European Union citizens. This directive is raising some concern
anong the European Union’s trading partners, particularly the United States.

22. The OECD publication Cuidelines on the Protection of Privacy and
Transborder Flows of Personal Data recomrends that cross-border flows of personal
i nformati on should not be restricted, except when the destination country does
not substantially observe the guidelines or where the re-export of such data
woul d circunvent donestic privacy |egislation

5. Security on the Internet

23. Efforts are under way in a nunmber of countries to provide a framework for
t he devel opnent of market-based standards, public key management services and
key-recoverabl e encryption products. There is broad agreenent that the online
environnent should allow for a nunber of security-related technologies (e.g

encryption, authentication, password controls, firewalls), supported by
trustworthy, market-driven key and security managenent infrastructures. The OECD
has al so published guidelines on cryptography and security of information systens
addressing the mgjor security and key managenent issues. There is agreenent that
legitimte | aw enforcement access to encrypted data should be permtted. The
United States Government, however, continues to oppose the export of strong
encryption technol ogi es on | aw enforcenent and national security grounds.

D. Mar ket access i ssues

1. Tel ecommuni cations infrastructure and informati on technol ogy policies

24, The United States and European Union policy papers both recognize the
i mportance of |iberalized tel econmunications policies at the national |evel to
t he devel opnent of an advanced, high-capacity global information network. In

particular, the United States position sets out four principles which it believes
shoul d be the foundation for governnent policy:
(a) Private-sector investment should be encouraged by privatizing
Government -control | ed tel econmuni cati on comnpani es;
(b) Conpetition should be pronoted and preserved by introducing
conpetition to nmonopol i stic phone mar ket s and ensuring
i nterconnection at fair prices;
(c) Open access to networks shoul d be guaranteed on a non-di scrimnatory
basi s;
(d) Pro-conpetitive and flexible regulation which keeps pace wth
t echnol ogi cal devel opnents shoul d be inplenented via an i ndependent
regul at or.
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25. The four proposals stress that the effective inplementation of the WO
Agreenment on Basic Tel ecommuni cati ons Services and the Agreenment on Information
Technol ogy Agreement will have a beneficial effect on the devel opment of the
technol ogy infrastructure underlying the global information network. In
addition, the United States and the European Union al so support the streanlining
of product certification procedures through Mitual Reduction Agreements (MRA)
that allow for the international recognition of certification awarded by nati ona

standards | aboratories.

2. Regul ati on of content on the Internet

26. Across the four sets of positions there is a strong consensus that rules
on responsibility for content should be based on a set of common principles so
as to ensure a level playing field. The United States and the European Union
positions both endorse the view that intermediaries such as network operators
and Internet service providers should not be subject to unreasonable or
discrimnatory rules concerning the content they host or transmt on behalf of
their custoners. Japan recognizes that sone content is either illegal or not
acceptable to society but generally discourages government regul ation of content.
However, the Japanese Government is developing the Platform for Internet Content
Sel ection (PICS), which allows the user to set the desired filtering paraneters,
in cooperation with a private-sector consortium

27. The United States has expressed concern over the regul ati on of adverti sing
on the Internet. Depending upon the country, advertising is subject to a w de
variety of restrictions and requirenents on support for advertising clainms. Some
Covernnents regul ate advertising, while others rely on industry self-regulation
The United States Government recomends a “country-of-origin” approach to the
regul ation of Internet advertising in order to avoid regulatory overlap and
possi bl e trade barriers.

28. The United States supports industry self-regulation of content, including
t he devel opnent of rating systens and encourages the devel opment of filtering
technologies. It is in favour of international cooperation in the areas of
consuner protection and of coordination of policies on content which address the
cultural, social and political differences between nations.

3. Devel opnment of technical standards

29. In these proposals, there is broad agreenment that the private sector shoul d
take the lead in the devel opnent of open technical standards, in cooperation with
Governments and international standards organizations. There is commn
recognition that technol ogical and commercial inter-operability will be vita

in the future devel opnent of the global infornation network. However, it is also
true that many Governnents thensel ves nandate standards, which could cause a
country to fall behind technologically and result in non-tariff barriers to
trade.

4, Access for small and nedi um sized enterprises

30. The European Union, Japan and the United States have all been aggressively
pursui ng the devel opment of programmes to ensure that SMEs can participate fully
in the global information network. The progranmes include human resource
devel opnent initiatives to address the skills gap that many SMES experience in
i npl ementing technology within their businesses. The European Union is

encouragi ng the devel opnment of a European venture capital industry and has
instituted a nunmber of programes to dissem nate information, encourage the
devel opnent of standards and provide training to SMES. In addition, the G7
countries are cooperating within the framework of the “G 7 d obal Marketpl ace
for SMES” to pronote policy dialogue with the business community and spotlight
prom sing “test-bed” projects which can provide products and services to support
the participation of SMEs in global electronic comerce.
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SECTION |1 - | MPLI CATI ONS FOR TRADE AND DEVELOPMENT

A. Inplications for conpanies: opportunities and barriers

31. The business opportunities arising from electronic comerce vary
significantly from sector to sector - as well as from country to country -
dependi ng on the conposition of trade, the population of Internet users in the
| ocal market place and other factors. In addition, the use of electronic
comrerce offers a nunmber of non-revenue benefits such as increased efficiency
and reduced operating costs.

32. In taking decisions on the extent of their investnment in electronic
commerce for both donestic and international trading activities, nanagers shoul d
take into account a nunber of factors, including the follow ng:

(a) The target market and geographi cal focus of the business;

(b) The products and services currently offered, and those to be offered
via el ectroni c channels;

(c) The suitability of Internet-based trade opportunity and supply chain
systems as a busi ness devel opnent t ool

(d) The availability of the requisite technical know edge and experti se;

(e) The availability and cost of Internet access/hosting services;

(f) The availability and cost of information on both product markets and
counterparties;

(9) The availability of financing, risk nmanagement and paynent
alternatives.

1. Target market and geographi cal focus of the business

33. The vast mpjority of SMEs today focus primarily on their |ocal markets.
Wth the possible exception of trading houses, npst exporters also serve a
significant domestic market in addition to their foreign custoners. Expanding
into new foreign markets through electronic channels generally requires
substantial changes in a conmpany’s entire approach to doing business in terns
of how it markets its products, how it develops and nanages customer
rel ati onshi ps, delivers products and provi des custonmer support in the electronic
mar ket pl ace.

34. The dilemma for SMEs is that they generally do not have the resources to
cope with changes to all aspects of their business at once. Many therefore
approach the Internet in an experinental fashion or initially focus on the
enhanced dat a-gathering and conmuni cati ons opportunities available to themto
carry out market research or exchange information with custoners and business
partners.

35. The International Finance Corporation (IFC) recently surveyed 113 firns
in 16 developing countries regarding the extent to which they utilized the
Internet in their business activities.® Over 75 per cent of the respondents
either had Internet access or were in the process of having it installed. The
nost positive features of the Internet that were cited included inproved access
to business information (nmobst often marketing and technical data) and the
enhanced connectivity provided by e-mail, which 89 per cent of respondents were
using to conmunicate with custoners. Forty-five per cent of the industria
conpani es and 100 per cent of the financial firns responding maintai ned a hone

8 See J. Daly and R Mller, “Corporations’ use of the Internet in devel oping
countries”; |FC Di scussion Paper 35 (1998)
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page on the web, although nost of the honme pages appeared to contain only conpany
and product descriptions and were rarely “conmmerce-enabl ed”. An Internet survey
of small business in the United States® found that 19 per cent of snmall
busi nesses which had online capabilities utilized e-mail to solicit custoners
and that 45 per cent intended to do so in the coming year. A survey of SMEs in
the United Kingdom also indicated that e-nail was a critical tool for them?°
Thus, many SMES in developing countries begin their foray into electronic
commerce by utilizing e-mail or a sinple website as marketing tools, before
devel oping their Internet comrerce capabilities if this seens justified by the
percei ved benefits. This is also the sequence foll owed by UNCTAD s Trade Poi nt
programe, which has built its initial growh around e-mail (ETOs).

2. Products and services offered, via electronic channels

36. Conpani es in devel oped econom es already have significant experience in
determning the viability of selling specific products and services through
websites and other electronic channels. Electronic comerce is particularly well
suited to products and services where information adds significant value to the
products or services being purchased. Books, computers, travel services,
software and el ectroni c goods are anong the products which have been successfully
sold through the Internet, particularly when related information (e.g. book
reviews or information on product availability) is also presented.

37. Commodi ty products are generally not considered suitable for direct sale
through the Internet, except through auction, barter or trade | ead systens which
enabl e buyers to collect conpeting bids. A Panos briefing! cited the exanple
of a California-based conpany called Earth MarketPlace, which utilized a website
to market organic agricultural products (such as teas, coffees and spices) and
crafts sourced directly from producers in devel oping countries to consunmers in
the United States. The pronoters found that the web was not a suitable channe
to use for reaching buyers of these products and discontinued their Internet site
in favour of other marketing approaches.

3. Suitability of Internet-based trade opportunity and supply chain systens
as a business devel opment too

38. As noted above, many nmanufactured or commodity products are not well-suited
for direct sale through the Internet due to the limted nunber of buyers who are
likely to access the vendor’s website, the custom zed nature of the product (e.qg.
parts or machines made to customers’ blueprint specifications), the commdity
nature of the product (e.g. oil or grains) or other marketing constraints. In
t hese cases, participation in a supply chain network or trade opportunity system
may be a viable alternative for marketing products, internationally through
el ectroni ¢ channel s.

39. One such option is UNCTAD s SEAL (Secure Electronic Authentication Link)
initiative, which provides a secure electronic environnment where internationa
trading partners can identify and qualify trading counterparties, conclude
transactions and arrange for trade-rel ated services.

40. Many firms wll continue to sell their products overseas through
traditional channels, such as |ocal agents and distributors in the target
countries. This is often necessary for industrial or office products which
consune supplies or require |ocal -based technical services. These channel s may

9 Http://wwmv. cyberdial ogue. conli ndex_4. ht m
10 purlacher Quarterly Internet Report, Q/98, London, August 1998.

11 The Internet and Poverty, Panos Media Briefing N° 28, April 1998.
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also be a cost-effective alternative to direct exporting where there is
significant |ocal market potential or a wder distribution capability is
required. In these cases, the trade opportunity networks, as well as the conpany
directory services available through the Internet, are useful resources for
i dentifying and qualifying potential agents and distributors in new markets.
If suitable nmarketing resources are avail abl e, such as conpany directories giving
e-mai | addresses for purchasing departments, a direct marketing strategy
utilizing e-mail may be effective.

4, Avail ability of the requisite technical know edge and expertise

41. The lack of in-house technical know edge and expertise has |ong been
recogni zed as a major barrier for conpanies, particularly SMEs in devel oping
countries, which are attenmpting to develop their international trade and
el ectronic commerce capabilities. Wth only a few exceptions, both industrialized
and devel oping countries are experiencing shortages of skilled workers and
managers in most technol ogical disciplines. Part of the problem stens fromthe
sheer speed of advances in technol ogy, which are outstripping the ability of
academ c institutions in devel opi ng countries, and some devel oped econom es, to
adapt their curriculum A survey of Latin American electronic commerce
activities found that virtually no universities in the region offer degree
programres whi ch focus on electronic comerce. ! The survey concluded that much
know edge transfer in the region was taking place through industrial conferences
and sem nars sponsored by business associations, technical journals, Internet
services providers as well as hardware and software vendors.

42. UNCTAD recently convened an expert meeting which focused on human resource
capacity-building in the area of electronic comerce®®. The UNCTAD secretari at
has al so undertaken initiatives focused on human resource devel opment, in the
area of electronic comerce such as TRADEFORTRADE/ eTr ade cour ses.

Section |1

43. Many | nternet services providers in Latin America provide website design
and comrerce-enabling services in addition to basic Internet access. It is
likely that many firns in devel oping countries, especially SMES, will need to

out source their website devel opnment and nmanagement to specialist firns while this
skill shortage persists.

5. Availability and costs of Internet access/hosting services

44, The availability of Internet access is inproving throughout nost of the
devel oping world, as evidenced by the African connectivity analysis presented
in Annex |l of docunment TD/B/COM 3/16 and the regional statistics on Internet
user popul ations presented in Annexes I, [V, V, VI of the same docunent.
However, the cost of access remains a significant hurdle, in Africa in
particul ar. Where reasonably priced Internet access is available, conpanies

wor | dwi de are finding e-mail to be a |ow cost alternative to tel ephone and fax
communi cati ons, which helps to explain why e-mail use by SMEs is quite high, as
previ ously not ed.

45, Devel opnent and mai nt enance costs for a website vary enornously, depending
on its size and conplexity. Sinple online catal ogues can be desi gned and hosted
for under US$ 1,000 a year, although a comerce-enabled site can be significantly
nmore expensive. Sonme Trade Points are operated by technol ogy-based conpani es
whi ch provide a variety of technical and training services for their clients as
wel | as hosting online product catal ogues on their websites.

12 C. Davis, “Electronic comerce in Spanish-speaking Latin America: Actors, issues
and chal | enges” University of New Brunsw ck, 1998.

13 See docunents TDY B/ COM 3/ 13 and TDY B/ COM 3/ EM 6/ 3.
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46. The costs of devel oping and hosting | arge comrerce-enabl ed websites can
run into the hundreds of thousands or mllions of dollars. Therefore the size
and sophi stication of a business website shoul d be bal anced agai nst the forecast
revenues and return on investnment; many |large Internet-based retailers, are not
expected to turn a profit for their next few years of operations.

6. Avail ability and cost of information on markets and counterparties

47. One of the primary advantages which SMEs can derive fromthe Internet is
the ability to access a rich variety of business information in a number of key
categories. For exanple, many Trade Points operate websites which provide free
or fee-based trade information. |In addition, many governnments and international
agencies involved in trade pronotion, such as the United States Comrerce
Department, Industry Canada, the Japan External Trade Organization and the
Organi zation of Anerican States, provide free access to a great deal of usefu
information on international markets. Also, many publishers of trade-rel ated
i nformati on have established websites where their reports can be purchased and
downl oaded. Some mar ket research conpani es, such as Eurononitor, will even sel
their product market research reports in sections to custonmers who do not w sh
to spend thousands of dollars on the full report. The International Trade
Centre’s website provides hyperlinks to many of these free and fee-based trade
i nformati on resources.

48. One of the significant chall enges in doing business internationally is to
determne the creditworthiness of a potential trading partner. Many of the mgjor
international credit reporting firms, such as Gaydon International and Dun &
Bradstreet, now sell credit reports on conpanies throughout the world via their
websites or accept requests for credit checks on specific firnms.

49. The cost of certain fee-based information services, particularly in-depth
mar ket research reports and credit reports on conpanies in devel opi ng countries,
can still pose an obstacle to SMEs. In the long run, however, the ability to
easily retrieve useful information on markets and counterparties will help SMEs
to better identify their target markets and potential customers, select the
appropriate distribution channels, investigate the inpact of |egal and regul atory
requirements in foreign countries on their export activities, and assess the
busi ness and credit risks, as well as identify providers of financing, risk
management and | ogi stics services.

7. Availability of financing, risk managenment and paynent alternatives

50. The Internet provides firnms with a nunber of benefits in the area of
financing, risk managenent and paynment alternatives. First, firns can use the
Internet to identify nore easily the providers of these services and, in many
cases, exchange transactional information online. Also, organizations can
comrerce-enable their websites to allow their customers to order and pay for
products in a secure environment. 1In addition, initiatives such as Bolero and
TradeCard™ will facilitate the electronic transm ssion of the trade documents
which are normally required before paynent can be nade.

14 See Box 1.
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Dematerializing trade docunentation: a few exanples
Project Bolero was one of the first initiatives wundertaken to
dematerialize international trade docunentation, has the objective of
creating an electronic bill of |ading, and eventually el ectronic versions

of other trade documents, that will be accepted throughout the global trade
community. This effort began in the early 1990s and has now addressed nmany
of the conplex |egal, financial and technical issues involved in devel oping
a viabl e approach to dematerialization. Bolero Operations Ltd., which is
a joint venture between S.WI.F. T. and the Through Transport Cl ub (a nutual

insurer), is now preparing for the initial |launch of the service in late
1998, which will feature secure nmessaging services via the Internet and a
centralized Title Registry for bills of lading that will elimnate the need
for paper documents. Participants in the systemnust all agree to observe
the terms of the Bolero Rule Book, which is a contractual nmechanism
designed to deal with the above-nentioned differences between nationa

tradi ng regul ati ons.

UNCTAD s SEAL lInitiative Represents a mmjor effort to develop a secure
online environnment for firms engaged in international trade. It is a cross
certification system providing secure, private and authenticated el ectronic
comuni cati ons anong nations for expediting inport/export transactions.

The World Trade Centers Association's TradeCard service is another
initiative to facilitate the electronic exchange of valid trade docunents,
as well as provide trade financing services. This facility, which operates
through GEI'S instead of the Internet, enables inporters and exporters to
exchange orders electronically; prepare, transmt and verify shipping-
rel ated documents online in a secure environment; and arrange for an inport
line of credit which is imedi ately drawn upon when the conpl eted docunent
set is received by the facility’'s admnistrator. Currently TradeCard is
being marketed to inporters in the United States, Canada and France,
al though it is expected to expand to include the Netherlands, United
Ki ngdom and Latin Arerica in the near future. This service also relies on
contractual agreenments regarding the validity of electronic docunents
rat her than national conmercial regul ations.

Asian Sources a specialized publisher of nmgazines for the electronics
i ndustrie, has recently announced a new service which wll allow
participants in international trade transactions to send and recei ve EDI -
based docunents through the Internet.

Online providers of financial services

51. For larger trade transactions, many of the traditional financial and risk
managenment tools, such as letters of credit, factoring and export credit
i nsurance, will continue to be needed. However, many of the | eading providers
of these services have devel oped secure online capabilities for conmunicating
with their customers, thus shortening the required lead tinmes and reducing
docunentary errors.

52. Trade-rel ated financial service providers with a website include:
(a) Trade finance and letters of credit: ABN-AMRO Bank (Netherl ands),
First Union Bank (United States), Bank of America (United States);
(b) Export credit insurance: Anerican Credit Indemity (United States),
Trade Indemity (United Kingdom, COFACE (France);
(c) Factoring: Factors Chain |International
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Onl i ne Paynent Systens

53. There are a nunber of electronic paynment systens and security protocols
bei ng devel oped to facilitate secure web transactions. Mny are oriented towards
retail transactions although some will have applications in business-to-business
conmerce as well. “Session |evel protocols for secure comuni cations”, are not
el ectroni ¢ paynment systenms as such but mechanisnms for transmitting informtion
over the Internet in a secure manner. One of the earliest Internet Security
Protocol s, the Secure Socket Layer (SSL) protocol, is currently the nost popul ar
protocol for the secure transfer of information over the Wrld Wde Wb. SSL
whi ch was devel oped by Netscape, can be used to provide security not just for
paynments over the Internet but also for other types of server-to-client
communi cations. Its popularity as a secure transm ssion protocol has all owed
it to becone the nost popul ar nmethod of conducting financial transactions over
the Worl d Wde Web, with over 65,000 SSL-enabl ed hosts.

Credit and debit cards

54, The mgpjor credit card conpanies are developing their own approach to
enabl i ng secure paynents over the Internet. The major initiative is the Secure
El ectroni ¢ Transactions (SET) protocol, which was jointly devel oped by MasterCard
and Visa with the backing of Mcrosoft, Netscape, |IBM and a nunber of other
technology firms. The stated goal of this consortiumis "to develop a single
met hod that consumers and nerchants will use to conduct bankcard transactions
in cyberspace as securely and easily as they do in retail stores today". SET
is an open standard, nultiparty protocol for conducting secure credit card
paynments over the Internet. The SET specification is based on public key
cryptography and digital certificates.

55. Credit card-based paynent alternatives wusing SSL, SET and other
technol ogi es are bei ng marketed by Cybercash, Open Market and Checkfree, anong
ot hers.

El ectroni ¢ cash and m cropaynent systens

56. The term"el ectronic cash” defines a category of electronic payment systens
that attenpt to replicate the benefits of cash in the off-line world.
M cropayment systens are intended to facilitate the online purchase of
information and services in very small denom nations, usually bel ow the m ni mum
charge anmounts permtted by the credit card conmpanies. Typically, these systens
require the consuner to purchase the electronic currency fromthe m cropaynment
vendor or the content provider. This bulk purchase is paid for with a credit card
and the currency is then stored in a smart card, or in a "wallet" which resides
in the user’s hard drive or at the mcropayment vendor or content provider’s
website. Each tine a consuner nakes a purchase from a content provider, their
wal l et is debited the appropriate anount of currency. Major providers include
Di gi cash, Mondex and Cyber Cash. UNCTAD SEAL Initiative will also incorporate
smart card technology in its nmenu of services.

57. Many of these paynment technol ogies are not yet available in the devel oping
world or face legal and institutional obstacles in their use within certain
countries. For exanple, many credit card providers in devel oping countries still
require a handwitten signature to process a credit card transaction. Also
financial institutions in many parts of the world do not have the capability to
support these electronic paynent options. Therefore it may be sone tinme before
enterprises in these countries can operate fully conmerce-enabl ed websites.
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B. Inplications for Governments

58. In order to ensure that their citizens can realize the trade and economc
benefits accruing from the global information network, governnents need to
evaluate their | egal system telecomunications and technol ogy environnment, trade
regul ati on regi ne and other key aspects of their comercial econony. Ideally
this should be undertaken in partnership with the private sector so that the
Governnent gains a better understanding of the commercial opportunities and
constraints facing firms. Mitual understanding of the key issues can then | ead
to the devel opnent of an agreed strategy and prioritized plan of action to
address the key issues.

59. Some of these key issues are:

(a) Pronotion of a competitive tel ecomuni cations services environment.
The rapid spread of networks, wi th adequate bandw dth and conpl ete
inter-operability, requires a tel ecomunications environment which
features conpetition in services (and their resale), facilities and
i nfrastructure. An independent teleconmmunications regulator is
usually needed to ensure that conpetitors can access essential
facilities and interconnection services on fair terms and
condi tions. Wthout a conpetitive market and open access to
services, the resulting higher costs will inhibit the effectiveness
and cost-conpetitiveness of the |ocal business comunity in the
i nternational market place. Many devel oping countries may find it
more difficult than others to stinulate the enmergence of such a
conpetitive market, for exanple if they do not have the critica
mar ket size to attract a sufficient nunber of operators. Adequate
external support and assistance should be considered in such cases
by relevant institutions and international donors.

(b) Devel oprment of a suitable |legal framework for el ectronic comrerce.
Governnents need to adapt their current legal and regulatory
framework to address the wunique characteristics of electronic
commerce and enable business to take full advantage of the
opportunities for increased trade. Information technol ogy
applications in international trade, featuring electronic docunents
and secure transm ssion and authentication methods, have enornous
potential to | ower operational costs and speed the transaction (and
payment) cycl e. These benefits transl ate into i ncreased
responsi veness by local exporters to their overseas custoners and
the ability to compete for business in the fast-paced just-in-tine
envi ronnment which characterizes much of international comerce
today. However, when setting up the “global rules” that electronic
conmerce requires, it will be inportant to ensure that the specific
characteristics and constraints of devel opi ng econom es are properly
under st ood and addressed.

(c) Pronoti on of open standards and inter-operability of networks. Many
Governments are heavily involved in the standard-setting process,
which requires significant efforts and expertise to keep in step
wi th technol ogi cal advances. VWhere possible, Governnments should
assess the merits of devolving this responsibility to qualified

private-sector bodies. Many key elenents within the electronic
comrerce environnent, such as security and electronic paynent
technol ogies, are still emerging. Therefore Governnents coul d put

| ocal businesses at a disadvantage by endorsing standards which are
proprietary or inconsistent with those of their trading partners,
and could create barriers to free trade.
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(d) Creation of a duty-free area in cyberspace. Governnments need to
carefully consider the ram fications before inposing custons duties
or new taxes on electronic conmerce, particularly in the case of
“virtual” goods. One of the defining characteristics of electronic
comerce is the ease with which business and retail consuners can
make conpari sons as they shop for goods and services; this neans
that conpetitive distortions created by tax and tariff barriers
become readily apparent. Such barriers can reduce the ability of
local firms to win business abroad and could drive technol ogy-based
busi nesses to countries with nore favourable tax regines. At the
same time, the disruptive effects which duty-free Internet-based
el ectronic comrerce could have on weaker econom es should be
carefully wei ghed and, if possible, measured.

(e) CGovernnents as participant in electronic conrerce. Governments too
can realize significant cost savings through the use of the Internet
in procurement as well as other aspects of public admnistration.
Covernnents can act as a catalyst for the devel opnment of a critica
mass of |ocal consumers and businesses buying and selling through
el ectronic channels, which will attract increased private-sector
i nvestment in electronic commerce capabilities.

() Participation in international fora on intellectual property rights,
conmerci al regul ations, Internet content control and privacy. There
is a need to continue the efforts already under way to safeguard
intellectual property rights and harnonize other elenments of
i nternational trade |aw. In addition, Governnents would benefit
from participating in efforts to deal with problenms concerning
Internet content and the privacy of personal data, since these are
emerging areas of international concern which could result in
uni ntended trade barriers if not addressed in a consistent manner

(9) Devel opnent of support programmes to help enterprises and
i ndividuals to becone involved in electronic comerce. SMEs
continue to experience difficulties in devel oping the training and
expertise required to participate effectively in international trade
and el ectronic commerce. Covernnents need to consider the benefits
of increasing investrment in human resource devel opment in technol ogy
and business-related disciplines. Trade Points in many countries
have provi ded these support capabilities, but require nore resources
to neet the latent demand in nost of the economies in which they
oper ate.

Concl usi ons

60. From the point of view of developing countries, access to participation
in electronic conmerce raises several types of policy issues, in this context
the foll owi ng could be considered as appropriate policy objectives:

61. Offering the proper regulatory, fiscal and economc framework to nodify
the current cost structure of Internet wusage: stinulating awareness anong
potential users (especially small- and nmediumsized enterprises), enhancing

conpetition anong Internet Service Providers (ISPs), attracting conpetence from
the nore experienced players, and fostering capacity building (including through
training) of |ocal players;

62. G anting priority to the provision of those el ectronic-based products and
services which are nost likely to enhance |ocal trade efficiency (e.g in the area
of procurenent, custons operations, or payments) or conpetitiveness (e.g. through
the identification of niches, or global dissem nation of electronic catal ogues
or ETOs).



