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I NTRODUCTI ON

1. The past few years have w tnessed a revolution in electronic

conmuni cati on technol ogy. The rapid devel opnent of el ectronic data

i nterchange (EDI), electronic mail and the Internet are radically affecting
the way trade transactions are being conducted. More and nmore EDI and ot her
el ectroni ¢ neans of comuni cation are repl aci ng paper docunents. There were
about 100, 000 users of EDI operating to national and international standards
in 1995, and it is estimated that the nunber has been increasing by about

25 per cent every year. 1/ There are over 50 countries in the process of
transition from paper-based docunmentation to the EDl trade facilitation
system 2/

2. Until recently, electronic commerce was confined to a

busi ness-to-busi ness activity on closed proprietary networks, but it is “now
rapi dly expanding into a conplex web of conmercial activities transacted on a
gl obal scal e between an ever-increasing nunber of participants, corporate and
i ndi vi dual, known and unknown, on gl obal open networks such as the

Internet”. 3/

3. El ectroni ¢ neans of communi cati on present new business opportunities as
wel | as chall enges. Accommpdating the fast-nmoving el ectronic conmerce, in
terms of both | egal and technol ogical structure, is a challenge for all those
involved. In order to enable traders to benefit to the maxi mum extent from
the opportunities offered by electronic commerce, there is a need for an
appropriate | egal basis.

4, The new energi ng technol ogi cal innovations, however, have not yet been
accommodated in domestic |aws or international |egislation. The existing

| aws, based on paper docunents, do not facilitate or prompte el ectronic
commerce. On the contrary, the requirenents under certain national |aws or

i nternational conventions, applicable to international trade transactions, for
“written”, “original” or “manual signature” create serious obstacles to the
use of electronic neans of conmunication in international trade. The

i nternational comunity and national authorities are gradually working towards
creating a |l egal environnent appropriate to electronic trading. Some
countries have adopted, or are in the process of preparing, |egislation

1/ R Schware and P. Kinberley, “Information Technol ogy and Nati ona
Trade Facilitation”, Wrld Bank Techni cal Paper No. 317, World Bank
Washington D.C., 1995, p. 19

2/ Ibid., No. 316, p. 17.

3/ See “A European Initiative in Electronic Comerce”,
http://ww.ispo.cec. be/ Ecormerce, April 1997.
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covering certain aspects of electronic comerce. International instrunents
adopted in recent years contenplate the use of alternatives to paper-based
net hods of communi cation. 4/

5. The survey conducted by the United Nations Econom ¢ Comnr ssion for
Europe (ECE), however, confirnmed that on the whole the current rules
concerning international trade transactions did not satisfactorily acconmodate
the reality of EDI and electronic trading, as in many instances EDI nessages
remai ned potentially unacceptable as |egal nmeans of communication. 5/ Thus,
there is a need for an overall legislative franework to renove the existing

| egal inpedinments to the use of el ectronic means of conmunications in

i nternational trade

6. A nunber of devel opnents are taking place, at the national and
international level, to nmake electronic trading a reality. 6/ Mre and nore
maj or tradi ng conpanies are using el ectronic nmeans of communi cation. Traders
from devel opi ng countries are under pressure to adopt the new trading
patterns. As the World Bank report concl uded:

“Al ready some organizations will only accept new suppliers if they can
denonstrate an EDI capability. There are cases of conpanies,
particularly traditional, small, older firns, who have gone out of

busi ness because of inability, or unwillingness to comply or disbelief
in the need to conply. This has been particularly true of sone

m ddl emen occupati ons.

Utimately there is an even harder fact to consider. There is no |onger
any choi ce about conpliance; the market has nmade the decision for
everyone. The remaining choices involve timng, to a dimnishing
extent, and the level of participation. It may be possible to adopt a
cosnetic approach, or mninum|level conpliance. But that represents
consi derable pain for linmted, and transient gain. Market conditions
will, in tinme, demand mexi mum participation and the adoption of best
practice for survival. At the nonent there are still opportunities for
conpetitive advantage.” 7/

4/ See the United Nations Convention on Contracts for Sale of Goods,
1980, article 11, and the United Nations Convention on the Liability of
Operators of Transport Terminals in International Trade, 1991, article 4,
par agraphs (3) and (4), and article 1, paragraphs (e) and (f).

5/ See, “Legal Aspects of Trade Data |Interchange: Review of
Definitions of "Witing', 'Signature' and 'Docunent’ Enployed in Miltilatera
Conventions and Agreements Relating to International Trade”
TRADE/ WP. 4/ R. 1096, 1994, paragraph 1.6.

6/ See chapter |

7/ Schware and Ki nberley, op. cit., No. 317, p. 19.
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7. A nunber of devel opi ng countries have already |aunched a programre for
accommdating electronic cormerce. As far as legislative reforns are
concerned, however, there have been very few devel opnents. 8/ It is suggested
t hat devel oping countries begin to take stock of their existing |aws and
regul ati ons, and consi der enacting |egislation which would prompte el ectronic
commerce. Unless they take appropriate |egislative measures to accommodat e

el ectronic comerce, they run the risk of being excluded fromparticipation in
international trade in the future

8. The subject of electronic commerce has been debated on a number of
occasions within UNCTAD. The Expert Meeting on Tel ecommuni cati ons, Busi ness
Facilitation and Trade Efficiency, having stressed the need for further

exam nation of the issues related to electronic commerce and the inportance of
an appropriate | egal franmework, reconmended the conveni ng of an expert neeting
on the | egal dinensions of electronic commerce. 9/ |In Decenber 1997 the
CGeneral Assenbly of the United Nations, taking note of the increasing

i nportance and application of electronic commerce in international trade,
urged UNCTAD, in cooperation with other relevant parts of the United Nations
system to assist developing countries, particularly the | east devel oped
countries, and in this regard, also noted the needs of the countries in
transition. 10/

9. The present study is not intended to provide a conprehensive account of
all legal issues relevant to electronic commerce. It focuses only on issues
directly affecting international trade. It is prepared with the aim of
creating awareness and assisting developing countries in their efforts to
accomodat e electronic trading. It gives an account of recent internationa
devel opnents ainmed at facilitating electronic commerce, and reviews | ega

i ssues which are considered to constitute inpedinents to the use of electronic
means of communication in international trade, with an analysis of the
solutions provided in the UNCI TRAL Mbdel Law on El ectronic Comerce and ot her
existing legal texts. 1In addition, it includes a nunber of suggestions and
proposal s for consideration by Governments and comercial parties.

8/ In the Republic of Korea, the Act on Pronotion of Business
Aut omat i on was passed in 1991 (Law No. 4479 of 31 Decenber). See ECE
docunent TRADE/ WP. 4/ R. 872. See al so the Col onbian Draft Law on El ectronic
Commerce and Digital Signatures, Septenber 1997, and the Mal aysian Digita
Signature Bill, 1997.

9/ See the Report of the Expert Meeting on Tel ecommuni cati ons,
Busi ness Facilitation and Trade Efficiency, TD/ B/ Com 3/7, COctober 1997
para. 7.

10/ See Ceneral Assenbly resolution 52/182, para. 8.
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Chapter |
| NTERNATI ONAL EFFORTS TOWARDS FACI LI TATI ON
OF ELECTRONI C COMVERCE
A. UNCI TRAL Model Law on El ectronic Commerce

10. The United Nations Commi ssion on International Trade Law (UNCI TRAL), as
the body within the United Nations system responsible for promoting the

har moni zation and unification of international trade |aw, undertook major work
on |l egal aspects of electronic comerce, |leading to the adoption of the Mde
Law on El ectronic Commerce (hereinafter referred to as the Mdel Law) in

June 1996. The main objective of the Mddel Lawis to facilitate el ectronic
trading by providing a set of internationally acceptable rules which can be
used by States in enacting legislation to overcone |egal obstacles and
uncertainties which may exist in relation to the use of electronic neans of
conmuni cation in international trade. It also provides guidelines to

i ndi vi dual traders, when preparing their contractual agreements, for renoving
some of the legal barriers to electronic trading. 11/

11. The increased use of electronic means of conmunication, such as
el ectronic data interchange (EDI), electronic mail and the Internet, has
rai sed concerns about their legal effect, validity and enforceability. 1In

nmost countries the existing national |aws do not contenplate the use of npbdern
means of communi cation. There are national and international |aws which

i npose restrictions on the use of electronic conmuni cation techni ques by
requiring “witten”, “signed” or “original” docunents. Enacting |egislation
on the basis of the Mbdel Law would renpve a nunber of these restrictions.

12. The Mbdel Law is acconpanied by a “CGuide to Enactnent”, which ains at
assisting legislators and users of electronic nmeans of conmunication by
provi di ng explanation and clarification as to the neaning and intent of the
provi sions of the Mbdel Law. Furthernore, a nunber of issues not covered by
the Mbdel Law are addressed in the Guide so as to provide gui dance to enacting
States. 12/

13. Al t hough the title of the Mbdel Law refers to electronic comerce, no
definition of the termis provided in the text. Article 2 (b), on the other
hand, defines EDI. Indeed, until a very late stage in its preparation the
title of the draft Mddel Law referred to “Legal Aspects of the Electronic Data
I nterchange (EDI) and Rel ated Means of Conmmuni cation”. Use of the term

“el ectroni c conmerce” was consi dered the npst appropriate way to describe the
broad range of conmunication techni ques covered by the Mbdel Law. The termis
used to include any el ectronic neans of communi cation such as EDI, i.e. the

11/ Wth regard to the objective of the Mbdel Law, see the UNCI TRAL
Model Law on El ectronic Conmerce with Guide to Enactnent, 1996, paras. 2-6.

12/ See the Guide to Enactnment of the UNCI TRAL Mbdel Law on El ectronic
Comrerce, 1996, para. 1.
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conput er-to-conputer transm ssion of data in a standard format, electronic
mail, the Internet, as well as |ess sophisticated techniques of tel ecopy and
fax. 13/

14. Article 1 of the Mbdel Law, dealing with the scope of application
states that it “applies to any kind of information in the formof a data
message used in the context of commercial activities”. The definition of
“data nessage” in article 2 (a) makes it clear that any informati on generated,
sent, received or stored by electronic, optical or simlar neans, including,
but not restricted to, EDI, electronic mail, telegram telex or telecopy, is
included. Alternative texts are provided for States that mght wish to limt
the application of the Mddel Law to “international data nmessages” or to extend
its applicability beyond the scope of conmercial activities. Also, it is
suggested that the word “comercial” in article 1 should be given a w de
interpretation to cover matters arising fromall relationships of a commercia
nature, whether contractual or otherw se. 14/

15. The Mbdel Law conprises two parts. Part one covers provisions
applicable to el ectronic commerce in general and part two deals with specific
areas of electronic comrerce

16. Chapter Il of the general provisions of the Mbodel Law sets out the
application of legal requirenents to data nmessages. It includes what may be
regarded as the key elenents required in order to give data messages the sane
status as paper docunents. Article 5 clearly sets out the fundanenta
principle that the validity and enforceability of information nmust not be
deni ed sinply because it is provided in the formof a data nmessage. 15/ It
does not, however, interfere with the substance or |egal effect of the
information itself but nerely states that the formin which information is
provi ded should not result in denial of its validity. The purpose of the
article is to overcone problens arising fromrequirements under certain

national |aws, such as the requirenent for “witing” or an “original”. 16/
17. Articles 6, 7 and 8 set out requirenents which a data nessage shoul d
meet in order to be treated as “witing”, “signature” and “original”. In

ot her words, they do not attenpt to extend definitions of those terns to

i nclude the concept of electronic comruni cations; instead, they adopt what is
called a “functional equivalent” approach. That is to say, they identify the
purposes and functions of paper-based-formrequirenments with a viewto

13/ See the Report of the United Nations Commr ssion on Internationa
Trade Law on its twenty-ninth session, 28 May-14 June 1996, O ficial Records
of the General Assenbly, Fifty-first Session, Supplenent No. 17 (A/51/17),
paras. 174-177; see also Cuide to Enactnent of the Mddel Law, paras. 7-8.

14/ See footnotes to article 1.

effect, validity or enforceability solely on the grounds that it is in the
formof a data nessage”.

15/ Article 5 provides that “Information shall not be denied | ega

16/ See CGuide to Enactnent of the Mbdel Law, para. 46.
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determ ning the criteria which a data nmessage nmust nmeet in order to be given
the sane | egal recognition as a paper docunent. 17/ These provisions are
essential for renoving sone of the main obstacles to the devel opnent of

el ectronic trading as a result of legal requirenents for the use of

traditi onal paper-based docunentation. Provisions dealing with the

adm ssibility of data nessages as evidence in | egal proceedings and their
evidential value, as well as provisions regarding the storage of data
nmessages, are set out in articles 9 and 10.

18. Chapter 111 includes provisions of a type often found in trading partner
agreenents. They deal with issues such as formation and validity of

contracts, recognition and validity of data nmessages as between the parties,
attribution of data nessages, acknow edgenment of receipt, and tinme and pl ace
of dispatch and recei pt of data nessages. These provisions are to apply in
cases where trading parties have onitted to address such issues in their
comuni cation agreement; alternatively, they may be used for the preparation
of such agreenments, or in the absence of a communi cation agreenment, such as
for conmunication in an open network. 18/ The parties are therefore permtted
to nmodi fy the provisions of chapter 111 between thensel ves, provided that they
do not affect rights and obligations of third parties. 19/

19. Part two of the Model Law, dealing with electronic conmerce in specific
areas, currently includes only one chapter covering carriage of goods. It is
expected that in future other chapters may be added to deal wi th other areas.
The adoption of specific provisions for carriage of goods is not intended to
exclude the application of the remaining provisions of the Mbdel Law to
transport docunents. Articles 16 and 17 contain provisions ainmed at
overcom ng problenms and uncertainties arising fromthe replacenent of
transport docunents by electronic equivalents and fromtransfer of rights in
goods through negotiable bills of Iading.

20. Article 16 sets out the range of activities to which the provisions of
the chapter are to apply. It includes a non-exhaustive list of actions
expected to be carried out in the context of carriage of goods, such as

furni shing marks, nunber, quantity or condition of goods, delivery, notice of
| oss or damege to goods, transferring or negotiating rights in goods, or
acquiring or transferring rights and obligations under the contract.

Article 17 sets out functional equivalents of paper docunents in relation to
actions listed in article 16, and the functional equival ent of transfer of
rights and title to goods through comruni cati on of data nessages. 20/

21. In this context the crucial issue has been to establish the identity of
t he exclusive hol der or the uniqueness of the nmessage to be relied on in
delivering the goods, so as to ensure that a right is transferred to one

17/ I bid., paras. 15-18.

18/ I bid., paras. 19-21.

19/ See article 4.

20/ See article 17 (1) and (2).
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person only. The requirenent of uni queness of the nmessage is therefore made

a precondition for transfer of rights by neans of a data nessage. 21/

Provi sions are nmade to avoid duplication by ensuring that transfer of rights
and obligations or title to goods is not conducted through the use of both
dat a nessages and paper docunents sinultaneously. In other words, where data
messages are used to effect any such action, no paper docunent used for the
sanme purpose is valid unless the use of data nessages has been term nated, and
repl aced by the use of paper documents. 22/ Finally, provisions are also

i ncluded to ensure that conpul sory application of certain laws to contracts
for carriage of goods by sea, such as the Hague, Hague-Vi sby or Hanburg Rul es,
is not excluded by the fact that data nessages are used instead of paper bills
of lading. 23/

22. The provisions of articles 16 and 17 apply to all nodes of transport,
including road, rail, air, sea and multinodal transport, and to all transport
docunents, whether negotiable or non-negotiable.

23. One of the main objectives of the Model Lawis “to facilitate the use of
nmodern comruni cati on techni ques and to provide certainty with the use of such
techni ques where obstacles or uncertainty resulting fromstatutory provisions
coul d not be avoided by contractual stipulations”. 24/ It does not, however
provi de a conprehensive set of rules covering every aspect of the use of

el ectroni c neans of communication. It is considered a “framework” |aw
requiring additional procedural rules and regul ations necessary for

i mpl enenting such comuni cation techniques in enacting States. 25/

B. I nt erchange agreenents

24. In the absence of a specific regulatory franmework governi ng EDI - based
transactions, “interchange agreenents” or “trading partner agreenents” have
been devel oped to overcone uncertainties arising fromthe existing

| aws/ | egi sl ation regarding the use of EDI. |Interchange agreenents are

contractual arrangements ai ned at addressing a nunber of |egal and technica
i ssues associated with the use of EDI between the trading partners, including
the role and responsibilities of the respective parties.

25. A nunber of national trade facilitation bodies, bar associations, and
regi onal and international organizations have been engaged in preparing nodel

i nterchange agreenents. Some of these agreenents are designed to be used
purely at the national level and often reflect the relevant national |ega
system Simlarly, regional agreements are prepared with a view to respondi ng
to the particular |egal requirenents of the region concerned.

21/ See article 17 (3) and (4).

22/ See article 17 (5).

23/ See article 17 (6).

24/ See @Guide to Enactnent of the Mddel Law, para. 21
25/ I bid., para. 13
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26. The first international attenpt to harnonize ED practices was the
preparation of the Uniform Rul es of Conduct for I|Interchange of Trade Data by
Tel etransmi ssion (UNCID) in 1987 under the auspices of the Internationa
Chanber of Commerce (1 CC). 26/ The UNCID Rules were prepared by a Joint
Special Commttee of the ICC with the participation of a nunber of interested
organi zati ons such as UNCI TRAL, UNCTAD, the United Nations Econom ¢ Comr ssion
for Europe (ECE), the Organisation for Econom c Co-operation and

Devel opnment (OECD), the International Organization for Standardization (I1SO,
t he Custons Co-operation Council (now the Wrld Custons Organization), the
Commi ssi on of the European Communities, the Organization for Data Exchange by
Tel e Transmi ssion in Europe (ODETTE) and the European Insurance Comittee.

27. The UNCI D Rul es established an agreed Code of Conduct which the parties
may choose to apply to their EDI relationship. They are not neant to serve as
a nodel interchange agreenent, and they expressly provide that they do not
apply to the substance of trade data transfers. 27/ They have a limted
scope, including provisions requiring the parties to ensure transfer, and
capability to receive, correct and conpl ete nessages; identification of the
parties; acknow edgenent of receipt, if required; confirmation of the contents
of the nessage; and protection of trade data and | oggi ng and storage of data.

28. The drawi ng up of the UNCID Rul es, however, was an inportant step for

t he devel opnent of a |legal franmework for EDI communi cations. The introductory
note recogni zes the need for further conmmunication agreements and outlines the
followi ng elenents that should be considered in addition to the UNCI D Rul es
when fornul ati ng an agreenent:

“1. There is always a risk that sonething may go wrong - who shoul d
carry the risk? Should each party carry its owmn or would it seem
possible to link risk to insurance or to the network operator?

2. If damage is caused by a party failing to observe the rul es, what
shoul d be the consequences? This is partly a question of limtation of
liability. It also has a bearing on the situation of third parties.

3. Should the rules on risk and liability be covered by rules on

i nsurance?

4. Shoul d there be rules on tinmng, e.g. the tine within which the

receivers should process the data, etc.?

5. Shoul d there be rules on secrecy or other rules regarding the
subst ance of the data exchanged?

6. Shoul d there be rules of a professional nature such as the banking
rul es contained in SWFT?

26/ See | CC publication No. 452, 1988.

7/ Article 1.
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7. Shoul d there be rules on encryption or other security neasures?
8. Shoul d there be rules on 'signatures'?

It would al so seeminportant to have rules on applicable |law and dispute
resol ution.”

29. A nunber of nodel interchange agreenents and gui deli nes have been
prepared since the publication of the UNCID Rules - for exanple, the Standard
EDI Agreements prepared by the EDl Associations of the United Kingdom and

New Zeal and; Model EDI Agreenents prepared by the EDI Council of Australia and
the Centre International de Recherches et d' Etude du Droit de |I'Informatique
et des Tél éconmunications (CIREDIT) in France; ED Trading Partner Agreenents
prepared by the ED Council of Canada; the Mddel EDI Trading Partner Agreement
prepared by the Anerican Bar Association (to be used only in connection with
the sal e and purchase of goods) (hereinafter referred to as the ABA Mde
Agreenent); and the |Interchange Agreenment prepared by Norsk EDI PRO

(Norway) . 28/

30. Furthernore, the European Mbdel EDI Agreement was prepared in 1994 by

t he Conmi ssion of the European Conmunities; 29/ and the Mdel |nterchange
Agreenent for the International Commercial Use of EDI was adopted by the ECE
in 1995 (hereinafter referred to as the ECE Model Interchange Agreenent). The
| atter was devel oped as part of a project under the Action Programre on the
Legal and Commerci al Aspects of EDI adopted by the ECE Working Party on
Facilitation of International Trade Procedures (“WP.4”) in 1991
Recommendati on No. 26 adopted by the Working Party 30/ specifically calls upon
the international conmunity of EDI users, including comrercial parties
deciding to use EDI in connection with EDI transactions, to apply the Mde
EDI Agreenent in order to increase the |legal security of their trading

rel ationships. Also, it recommends that Menber States of the United Nations
take into account the terns and provisions of the Mdel Interchange Agreenent
when introducing legislative and regulatory reforms so as to ensure their
consi stency wi th business practices. It was further reconmended that the
Model | nterchange Agreenent be incorporated into part 3 of the United Nations
Trade Data I nterchange Directory (UN TDI D) and be part of the reconmendations
relating to UN EDI FACT. 31/ It has, however, been proposed to include in the
wor k progranme of the Legal Working Group of the newy established Centre for
the Facilitation of Procedures and Practices in Administration, Comerce and
Transport (CEFACT) the revision of the Mdel Interchange Agreenent and

28/ Version 3.0 of the agreenment was circul ated as
docunent TRADE/ WP. 4/ R 1282, 3 February 1997, at the ECE Wrking Party on
Facilitation of International Trade Procedures, March 1997.

29/ See Oficial Journal of the European Comrunities, No. L338/105,

28 December 1994, annex 2

0/ ECE/ TRADE/ WP. 4/ R. 1133/ Rev. 1.

31/ See paragraphs 1, 2 and 4 of the Recomendati on
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consi deration of extending the scope of Reconmendati on No. 26 to cover in
addition electronic comerce and a nodel technical annex which woul d
eventually result in a revision of the Recommendation. 32/

31. Al l interchange agreenents aimat creating |l egal certainty and security
by providing a set of provisions to govern the relationshi ps between EDI
users, including the terns and conditions under which they operate. Most

i nt erchange agreenents specifically state that they are to apply to the
parties' comruni cation relationships and not to the contractual obligations
arising fromthe underlying comercial transactions carried out through the
use of EDI. 33/ For exanple, the Comrentary to the ECE Model I nterchange

Agr eenment enphasi zes that “the Agreenent does not set forth rul es governing
the rel ated conmercial transactions for which EDI mght be enployed since

t hose transactions involve their own bodies of applicable |legal rules: for
exanpl e, sales transactions, shipping contracts, insurance contracts, storage
arrangenents and similar relationships”.

32. It is, however, recognized that to conmuni cate or trade electronically
may al so affect the underlying comrercial transaction. Thus, a nunber of
nodel agreenents, including those limting the scope of the agreenent to
comuni cation issues, contain provisions (such as contract formation, termns
and condi tions) which have an inpact on the underlying contractua

rel ati onshi ps. 34/

33. Model interchange agreenents address a nunber of issues of basic
concern, and the parties are usually pernmitted to make the necessary

nmodi ficati on and adaptation, depending on the nature of the transaction

i nvol ved. 35/ Sone nodel agreenments have been prepared for specific types of
transactions. For instance, the ABA Mdel Agreenent is designed to be used
only in connection with donestic sale and purchase transactions invol ving
goods, 36/ while others cover a broader range of transactions. Exanples of
the latter are the United Kingdom and New Zeal and Mbdel Agreements, which are

32/ Report of the Joint CE.1 and GE. 2 Session on Legal and
Commerci al Aspects of Trade Facilitation, Septenber 1997,
docunent TRADE/ CEFACT/ CGE. 1/1997/11, annex B

33/ See, for exanple, the ECE Mbdel Interchange Agreenent,
section 1.1; the European Mddel EDI Agreenent, article 1.3; and the Conmentary
to the United Kingdom and New Zeal and Standard | nterchange Agreenents.

34/ See the ECE Mbdel [|nterchange Agreenent, section 4.3; the European
Model EDI Agreenent, article 3.3; and the ABA Mddel Agreenent, section 3.1.
For further discussion on the subject, see Anelia H Boss and
Jeffrey B. Ritter, “Electronic Data |Interchange Agreements”, |CC publication
1993, pp. 36-38

35/ The ABA Mbdel Agreenent and the Commentary strongly encourage the
parties to use independent judgenent as to the effectiveness of the provisions
and the advisability of their use in particular transactions.

6/ See the Commentary to the ABA Mbdel Agreenent.
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specifically designed for the supply of goods and/or services. There are also
i nterchange agreenents of a general nature which cover all types of comercia

or administrative uses of EDI, such as the ECE Mddel |nterchange Agreenment for
the International Commercial Use of EDI. It states that appropriate revisions
will be required if it is to be used with administrative or official agencies

or for consumer transactions.

34. Model agreements are normally designed for use by two tradi ng partners.
Sone nodel agreenents, however, permt their provisions to be adapted for
nultilateral use anobng nultiple trading partners or by a community of ED
users. 37/ Most nodel agreenents are acconpanied by a comentary to be used
in conjunction with the Agreenent to explain the purpose and the intended
effect of the provisions of the Agreement, and to provi de guidance in
preparing the actual interchange agreenent. 38/

35. There are consi derabl e variations anpng interchange agreenents as to the
extent and scope of their coverage of the technical and | egal issues as wel

as the manner in which such issues are addressed. The follow ng are exanples
of the main issues covered by npst interchange agreements:

- techni cal and operational specifications, such as maintenance of
the appropriate equi pnment, software and comuni cati on system the
structure and format of data nessages to be transmitted (for
exanpl e, the use of the UN EDI FACT Standards, etc.), means of
conmuni cation, the choice of third-party service providers, etc.

- message processing, acknow edgement or verification of receipt of
data nessages (if required), tine limt for sending the
acknow edgenent, the | egal consequences, etc.

- security measures against the risks of unauthorized access,
alteration, loss or destruction of EDI nessages, obligation of the
parties to adopt reasonable security procedures/specification of
particul ar security nmeasures such as el ectronic signatures;

- provi sions on confidentiality of data nessages, if required;

- recordi ng and storage of EDI nessages transmitted for tax,
accountancy, audit, evidence and other |egal or administrative
purposes; time linmts (variations in national |aws), format of
storage/storage in original format, etc.

- validity and enforceability of contracts formed by the use of EDI,
adm ssibility and evidential value of data nessages in case of
di spute, contract formation, etc.

37/ See the Commentaries to the ECE Mddel I|nterchange Agreenent and
t he European Model EDI Agreenent.

38/ See the ABA Mbdel Agreenment and Conmentary, and the Commentary to
t he ECE Mbdel Interchange Agreenent.
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- liability for failure to perform obligations under an interchange
agreement, exclusion of liability for certain | oss or damage,
liability for acts or omi ssions of third-party service providers;
- provi sions for resolution of possible disputes, such as an
arbitration or jurisdiction clause;
- t he choi ce of |aw governing the interchange agreenent.
36. Through the use of interchange agreements, trading parties have been

able to minimze the risks and uncertainties arising fromoperations which
have not been addressed by law. It should, however, be recalled that

i nterchange agreenents are contractual in nature. Consequently, there are
[imtations on the use of such agreenents, for exanple:

- ol igations arising frommandatory | egislation cannot be overcone
by contractual arrangenents. Were the requirenent for a paper
docunent, a handwitten signature or negotiability, etc. arises
froma mandatory law, the solution is not through contractua
provi sions of interchange agreenments but by change of | egislation

- Provi sions of a contract are binding only on the parties to the
contract and cannot regul ate the rights and obligations of third
parties that are not parties to that agreenent. An interchange
agreement between the carrier and the shipper of goods wll not
bi nd the subsequent buyer of the goods or an endorsee claimnm ng
under the bill of | ading.

- Contractual provisions are appropriate for resolving | ega
uncertainties arising fromconmunication through EDI in a closed
network, but they are unlikely to provide suitable solutions to
the |l egal problens arising fromcomunication in an open
envi ronnent where no prior contractual relationship exists. 39/

37. It is evident that contractual arrangenents such as interchange
agreenents do not solve once and for all the |legal problens raised by the use
of nodern el ectronic means of conmunication. They were primary nmeasures to
bring el ectronic comunications within | egal boundaries to the extent
possi bl e, without renoving the existing barriers. Clearly, the ultimte
solution would be through legislative action. An appropriate |egal framework
woul d ensure the validity and enforceability of electronic transactions in al
circunstances and create certainty in such an inportant area of |aw.

C. CM Rules for Electronic Bills of Lading

38. The Comité Maritinme International (CM), a non-governmental organization
wor ki ng towards contributing to unification of maritime |aw, adopted in 1990
the Rules for Electronic Bills of Lading. The objective of the CM Rules is
to establish a mechanism for replacing the traditional negotiable paper bil

39/ See UNCI TRAL docunent “El ectronic Data Interchange”
A/ CN. 9/ 350, 1991, para. 66; and Boss and Ritter, op. cit., pp. 122-123.
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of lading with an electronic equivalent. The CM Rules do not have the force
of law. they are entirely voluntary and require a “comuni cati on agreement”
bet ween trading partners for their application. 40/ They do not interfere
with the |law applicable to the contract of carriage, such as the Hague,
Hague- Vi sbhy or Hanburg Rules. They clearly state that “the contract of
carriage shall be subject to any international convention or national |aw

whi ch woul d have been compul sorily applicable if a paper bill of |ading had
been issued”. 41/ The CM Rules attenpt to imtate the function of negotiable
bills of lading in an electronic environment. 42/ Under the systemthe
parties agree that the carrier does not have to issue a bill of lading to the
shi pper. Upon receiving the goods fromthe shipper, the carrier sends a
notice of receipt (“recei pt nessage”) of the goods to the shipper at his

el ectroni c address, containing information which would have been included if a
paper bill of |ading had been issued, such as the nane of the shipper, the
description of the goods with any reservations, the date and place of receipt
of the goods, a reference to the carrier's terms and conditions of carriage,
and a secret code or what is called a “private key” to be used in subsequent
transm ssions. 43/

39. The “private key” nmay be any technically appropriate form such as a
conbi nati on of nunbers and/or letters, which the parties may agree for
securing the authenticity and integrity of a transm ssion. 44/ The shi pper
upon confirm ng the recei pt nessage to the carrier, is considered to be the
“hol der” of the private key. The holder of the private key is the only party
that can claimthe delivery of the goods, nom nate the consignee or substitute
a nom nated consignee for any other party, transfer the right of control and
transfer to another party, and instruct the carrier on any other subject

concerning the goods as if he were the holder of a paper bill of Iading. 45/
40/ See Rule 1.
41/ Rul e 6.

42/ The first attenpt to facilitate the bill of |ading process
el ectronically was through the Sea Docs Registry |aunched by the Chase
Manhattan Bank following an initiative by the International Association of
I ndependent Tanker Omers (Intertanko). This system provided for a centra
regi stry of docunents instead of their free circulation. The original paper
bills of |ading having been issued woul d be deposited with the Registry, which
acted as agent for the parties in transactions. Any transfer of ownership
woul d be carried out through the Registry by electronic neans. Simlarly,
information regarding the bills of |lading were nade available to the parties
by the Registry electronically. The project, however, was eventually
abandoned.

43/ See Rule 4.

44/  See Rule 2 (f).

IN

5/ See Rule 7 (a).
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40. The transfer of the right of control and transfer is effected in the
followi ng way: the current holder of the private key notifies the carrier of
the intention to transfer to another person the right of control and transfer
the carrier, having confirned that notification, transnits to the proposed new
hol der the description and particulars of the goods; upon acceptance by the
proposed new hol der of the right of control and transfer, the carrier cancels
the current private key and issues a new private key to the new hol der. 46/
The sane procedure is followed in respect of subsequent transfers. The Rules
ai mat producing the same effects as those produced by the transfer of such
rights under a paper bill of lading, without relying on the physical transfer
of a piece of paper. 47/ It has, however, been questioned whether the
parties' agreement would be sufficient to ensure the validity and
enforceability of such transfer of rights in all jurisdictions. “It wll
depend upon the applicable law to what extent their agreenent is given effect
not only between thenselves but also in relation to third parties”. 48/

41. The carrier nust accept instructions from and deliver the goods only
to, the party disclosing the valid private key. The private key is unique to
each successive holder and is such that his position is the same as it would
be as if he had possession of the original paper bill of |lading. The private
key is not transferable by the hol der and nust be kept secret in order to
prevent its use by unauthorized persons. 49/ The carrier is under an
obligation to notify the holder of the private key of the time and place of
delivery, and the latter is then required to nom nate a consignee, if other
than himself, and to give delivery instructions. The delivery of the goods
automatically cancels the private key. The carrier is further under an
obligation to exercise reasonable care to ascertain the identity of the party
that clainms to be the consignee, otherwise he will be liable for msdelivery
of the goods. 50/ “The carrier assunes liability for any financial |oss

i ncurred by shipper, transferor or transferee resulting froma breach of any
of his afore-nmentioned obligations and according to the same rul es which would
have applied if a bill of |ading had been issued and unauthorized instructions
had been followed or cargo delivered to the wong party”. 51/

42. The CM Rules also allow the parties to opt out of the electronic
system in which case the procedure under the Rules is stopped and the private
key is cancelled by the issuance of a paper bill of lading. 52/ This is in

46/ Rule 7 (b).
7/ See Rule 7 (d).

48/ See the proceedings of the CM Paris Conference, and the

expl anatory notes to the CM Rules, Paris Il, 1990, p. 226.
49/ See Rule 8 (a).
50/ See Rule 9.
51/ Expl anatory notes to the Rules, Paris Il, p. 218.
52/ See Rul e 10.
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conformity with international rules (such as the Hague, Hague-Vi sby and
Hanburg Rul es) or their corresponding national enactment mandatorily
applicable to bills of lading, which allow the shipper to demand an ori gi na
paper bill of |ading.

43. In addition, problenms which may arise fromthe requirenent, under any
national |aw, that the contract of carriage be evidenced in witing are
addressed by provisions which stipulate that electronic recording or a
conputer printout would satisfy that requirenent. The parties are assumed -
by their adopting the CM Rules - to have agreed not to raise the defence that
the contract is not in witing. 53/ Again, the legal effect and validity of
such contractual provisions will depend on the applicable |aw.

44, The CM Rul es have been subject to sone criticism for exanple for
pl aci ng excessive liability on the carrier, for failure to address the
allocation of liability for system breakdown, 54/ and (by the banking
comunity) for the |ack of any specified security system 55/

45. It should be recalled that the CM Rul es do not address technical issues
relating to the inplenentation of electronic bills of Iading, and the
carrier's liability for msdelivery is intended to be the same as that under a
paper bill of |ading.

46. Al t hough their legal effect and validity in producing electronic
negotiable bills of lading will depend on the applicable law, the CM Rul es
constitute an inportant devel opnment in that direction. In jurisdictions in

whi ch physi cal endorsenment of a docunent of title is required, by mandatory
| egislation, for the transfer of the ownership of goods, paperless
transactions under the CM Rules will have no | egal effect. 56/ The CM

Rul es, however, provide useful nechanisns for achieving negotiability with
regard to el ectronic transport documents, and in conjunction with an
appropriate legislative framework will ensure the validity of such
transacti ons.

D. Bol ero Project

47. The Bolero Systemains to provide a platformfor a secure exchange of
el ectronic trade docunmentation through a central data application. A unique

53/ See Rule 11

54/ See “General Report”, in A N Yiannopoulos (ed.), “Ccean Bills of
Lading: Traditional Fornms, Substitutes and EDI Systens”, The Hague
I nternational Acadeny of Conparative Law, Kluwer Law International, 1995,
p. 13.

55/ See Ceorge F. Chandler, I1l, “Maritine electronic commerce for the
twenty-first century”, paper presented at the CM Centenary Conference,
Antwer p, June 1997, p. 23.

56/ For further discussion on the subject, see Yiannopoulos, op. cit.,
pp. 37-38.
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feature of the Bolero Systemw |l be its ability to transfer rights fromthe
hol der of a bill of lading to a new holder and thus replicate the functions of
the traditional paper-based negotiable bill of lading. The Bolero Project is
bei ng devel oped by SSWI.F. T., the bank-owned cooperative responsible for

i nter-bank paynment nessaging, and the Through Transport Club (TT Club), a

mut ual insurance conpany representing carriers, freight forwarders, term na
operators and port authorities. Bolero started life as a cross-industry
initiative in 1992 and received sone European Union funding in its early

st ages.

48. In brief, the Bolero Systemis to provide an infrastructure platform
which will enable users to send information to other users in a confidentia
and uncorrupted manner. It will work by affixing a user's digital signature
to each nessage which is sent to Bolero. Bolero will send on this message to
the intended recipient. 1In addition, different nessage types, conbined with a
guarantee that the messages are original (usually terned “singular” or
“unique” in electronic terns), will allow users to transfer rights. It is the
intention of Bolero to link all participants in the international trade chain.
It will interface and work in partnership with established networks and
software suppliers so that users' existing proprietary solutions will be
enhanced, not repl aced.

49. A user's digital signature will work on a public/private key basis.

Each user, when registering to use the system wll be provided with a

conmput er-generated algorithmc private key that only the user knows.
Reci pi ents of nmessages froma particular user will be able to verify that the
user is who he says he is by using his public key. Thus all nessages sent via
Bol ero can be seen to have authenticity and integrity and will be incapabl e of
repudi ati on.

50. The Bol ero Association Ltd (BAL) represents interested potential users
of a Bolero Service and consists of inporters, exporters, carriers, freight
forwarders, banks, port authorities, term nal operators and insurance
conpanies. It is likely that BAL will forma User Goup for the channelling
of information between users and the Bolero Service when the latter is

est abl i shed.

51. The Bolero Service will be based on a binding | egal framework,
consi sting of a Rule Book and a Service Contract. A conprehensive
responsibility and liability policy will be incorporated into these two
central contracts.

52. The Rule Book is a nultilateral contract between all users of the Bolero
System and binding on them Its purpose is to allow users to replicate the

| egal results currently achieved in the paper environnent when using

el ectroni c nessages instead of docunents. The Rule Book will not interfere
with the underlying contracts (such as sale, carriage, insurance, settlenent
and financing contracts) between users except where provisions to replicate
the I egal effects of these contracts in an electronic environment so dictate.

53. The Rul e Book includes, in addition to general terms and conditions,
provisions normally found in interchange agreenents, covering validity and
enforceability, adm ssibility of electronic nessages as evidence before courts
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or other tribunals, security, data protection and applicable law. In keeping
with its aimof non-interference with underlying contracts between users the
Rul e Book contains a non-exclusive jurisdiction clause which will allow the

parties to continue to select the forumfor resolution of trade disputes. The
key el enents of the Rule Book are the clauses which ensure that the handling
and transfer of negotiable bills of |ading through the Bolero System are

| egal Iy binding and reproduce the sane legal results as in the case of paper
docunents.

54. Service contracts will cover issues relating to the use of the Bol ero
Service, governing |levels of service, security, confidentiality,
responsibility and liability. The relationship between the Bol ero Service
and third-party suppliers will also be set out.

55. The Bolero Service is intended to provide a responsibility and liability
policy to protect users' underlying business transactions and ensure
confidence in the operations of the System Although the details are not yet
finalized, it is proposed that the Bolero Service will be responsible for
delay in transm ssion of a nessage, m sdelivery of a nessage and breach of
confidential information

56. The Central Title Application will govern the ability to transfer rights
under a bill of lading. The Title Application will maintain a record of who
has rights to a particular docunent, but for reasons of confidentiality this
information will be available only to those authorized by the hol der of the
rights.

57. The Bolero bill of lading will replicate the functions of a traditiona
bill of lading through a series of electronic nessages. Also, the Bolero
Service will permt the use of electronic non-negotiable bills of |ading and
el ectronic waybills. The Bolero bill of lading will (i) act as a receipt for
the goods fromthe carrier; (ii) contain the terns and conditions of the
carriage contract; and (iii) give the holder the exclusive right to control
allowing himthe right of transfer to a new holder and, ultimtely, as the
party entitled to possession, the right to give the carrier instructions
regarding delivery. The Bolero bill of lading will be capable of granting a
pl edge over the goods to a bank; hence, it will be able to be used by banks as
security for |loans made in connection with international trade.

58. Most international transport conventions require a witten docunent, but
these conventions will not apply to Bolero bills of lading by force of |aw

For exanple, the Hague and Hague-Visby Rules will apply only if a bill of

| adi ng has been or is intended to be issued. Since the Bolero bill of Iading
will not satisfy the formalities required, the Rul e Book provides that any
international |law or international convention which would have applied had the
docunent been produced in paper formwll be incorporated into the carriage
contract if Bolero electronic nessages are used instead.

59. For a system such as Bolero to succeed a number of central issues
relating to confidentiality and the rights and liabilities of both the users
and providers of the service will need to be satisfactorily addressed. It is
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hoped that current consultations with the trade industry will assist the
Bol ero Project Teamin finding appropriate solutions to the issues
i nvol ved. 57/

E. Aut hentication/digital signatures

60. Information security and nessage authenticity are of paramunt

i nportance in an electronic environment. The absence of a paper docunent and
a handwitten signature nmakes it difficult to distinguish the original message
froma copy. The fact that el ectronic nmessages can be easily altered w thout
detection increases the risk of fraud. The need for sone form of security
procedure is even nore pressing in the context of open network comrunication
systens such as the Internet. 1In a closed network, contractual relationships
and the systenls security procedures provide assurance as to the identity of
the trading partners or the integrity of the information. Such nechanisns are
insufficient or irrelevant in relation to a public infrastructure such as the
Internet, where a transaction takes place between conplete strangers from
different parts of the world. Thus the increased use of open comunication
networks will also mean increased risk of fraud and unauthorized access.

61. As the Commruni cati on adopted by the Comn ssion of the European
Comunities, in Cctober 1997, on digital signatures and encryption 58/ states:

“Overall, the increasing use of open networks offers the possibility to
create new busi nesses, new channels of distribution and new nethods of
reaching the custoner. It also opens up opportunities to re-engi neer

busi ness conduct itself.

However, the realisation of such devel opnents are hanpered by the
noticed insecurities typical to open networks: nessages can be

i ntercepted and mani pul ated, the validity of docunments can be deni ed,
personal data can be illicitly collected. Fraud is already increasing
in several forms. Therefore, today, inportant electronic documents are
usual ly only exchanged in so-called 'closed networks', that is,

i nvol vi ng users between whom contractual relationships and nutual trust
al ready exist. This nodel cannot be transferred to open networks
because of the absence of such relationships between users. As a
result, the attractiveness and advantage of el ectronic comrerce and
conmuni cati on cannot be fully exploited.

In order to nmake good use of the conmercial opportunities offered by

el ectroni c communi cati on via open networks, a secure and trustworthy
environnent is therefore necessary. Cryptographic technologies are
nowadays w dely recogni sed as the essential tool for security and trust
in electronic comunication. Two inportant applications of cryptography
are digital signatures and encryption. Digital signatures can help to

57/ A fuller description of the Bolero approach can be found at the
Bol ero Project Website at ww. bol eroproj ect.com

58/ See “Towards a European Framework for Digital Signatures and
Encryption”, http://ww.ispo.cec.be/eif, Cctober 1997.
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prove the origin of data (authentication) and verify whether data has
been altered (integrity). Encryption can help keeping data and
conmuni cati on confidential.”

62. The existence of reliable security nechanisns is therefore crucial for
t he devel opnent of a trustworthy el ectronic environnent. Various techniques,
such as “digital signature” techniques and other fornms of electronic
signatures (any electronic synbols, characters or sinmilar means), are
currently used, or being devel oped, to performthe functions of handwitten
signatures in an electronic environnent.

63. The creation of a | egal regime governing such signatures is considered
to be a key to the growth of electronic commerce, including transferability of
rights in goods through electronic means of comunication. Considerable work
is currently under way to address the | egal issues of digital signatures at
the national, regional and international |evel. 59/

64. There are various ways of signing a docunent electronically. Electronic
si gnatures based on “public-key cryptography” or “dual -key cryptography” are
known as digital signatures. They enploy an algorithmusing two different but
mat hematically related keys. The so-called private key is used only by the
signer to create a digital signature, and the public key can verify the
digital signatures created by the private key. Wile the private key is known
only to the signer and must be kept secret, the public key nust be avail abl e
to those who need to verify the signer's digital signature. Although the
public and private keys are mathematically related keys, it is not possible to
di scover the private key by knowi ng a given public key. The public key can
therefore be publicized, for exanple through a public directory, wthout the
ri sk of disclosure of the private key and its use to forge digita

si gnatures. 60/

59/ Some countries/jurisdictions have already enacted laws on digita
signatures or electronic signatures, and others are in the process of
preparing | egislation on the subject. The Anerican Bar Association has
published the “Digital Signature Guidelines” (1996). The Internationa
Chanber of Commerce (1CC) issued in Novenmber 1997 a set of guidelines for
ensuring and certification of digital nessages known as “General Usage in
International Digitally Ensured Commerce (GUIDEC)”. The UNCI TRAL Wbor ki ng
Group on Electronic Comrerce is currently working towards the el aboration of
draft uniformrules on digital signatures and certification authorities. The
CECD adopted “Cuidelines for Cryptography Policy” in March 1997. For a
summary of draft and enacted digital signature legislation within the
United States of Anmerica (currently around 40 States) and a number of other
countries, see www. nmbc. com

60/ See the ABA Digital Signature Cuidelines, pp. 8-9; and the
UNCI TRAL report entitled “Planning of Future Wrk on El ectronic Conmerce:
Digital Signatures, Certification Authorities and Rel ated Legal |ssues”
(hereinafter referred to as “the UNCI TRAL report”), A/CN. 9/WG | V/WP. 71
31 Decenber 1996, paras. 18-25.
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65. Digital signatures allow the recipient to verify the authenticity and
the origin of the data as well as its integrity and the fact that data has
remai ned unaltered since its creation

66. Through the process of verification, the recipient of a digitally signed
nessage can accurately establish that the digital signature was created by the
signer's private key corresponding to the public key, and that the nessage has
not been altered since it was digitally signed. 61/ To verify a digita
signature, there is a need to have access to the signer's public key and an
assurance that it corresponds to the signer's private key.

67. The verification process, however, does not necessarily establish the
identity of the owner of the public key. The recipient of a data nmessage wl |
al so need to know with a degree of certainty that the sender is in fact the
person he clainms to be. A public and private key pair being sinply a pair of
nunbers, a reliable mechanismis necessary to link a particular person or
entity with the key pair. This is done through the use of trusted third
parties, or what is often referred to as “certification authorities”.
Certification authorities play a crucial role in ensuring acceptability and

| egal recognition of digital signatures. Therefore, the |legal basis for their
operation, including their duties and responsibilities, is invariably
addressed in recent national |laws on digital signatures.

68. To associate a key pair with a prospective signer, a certification
authority issues a certificate, an electronic record which lists a public key
as well as other details and confirnms that the prospective signer identified
in the certificate holds the corresponding private key. The main function of
a certificate is to bind a key pair with a particul ar subscriber. A recipient
of the certificate can use the public key listed in it to verify that the
digital signature was created with the correspondi ng private key, and that the
message has not been changed since it was digitally signed. The certificate
must be digitally signed by the certification authority, whose signature can
al so be signed by another certification authority, and that certificate can in
turn be verified until the authenticity of the certificate is assured. 62/

69. A certificate issued by a certification authority can include
information on the identity of the signer and of the certification authority
issuing it, the signer's public key, the date of expiry of the certificate,
and limts of liability or other information, depending on the purpose and
type of transactions for which the key is to be used. A certificate may be
i nval i dat ed because of nisrepresentation of material facts, such as the
identity of the signer. Also, it may be suspended or revoked by the
certification authority if the private key is “conprom sed” for exanple as a
result of the signer's loss of control of the private key.

70. Digital signatures are recognized as providing a solution to questions
of authentication and integrity of electronic nessages, particularly in the

61/ See the ABA Digital Signature Cuidelines, pp. 11, 58.

62/ See the ABA Digital Signature Cuidelines, pp. 13-15; and the
UNCI TRAL report, A/CN.9/WG | V/WP. 71, paras. 28-45
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context of transactions conducted through open network systens where parties
are total strangers and have no prior contractual relationships. However,

wi der use of digital signatures requires adaptation in national |ega
framewor ks so as to enable such technol ogies to achieve the intended objective
of providing a truly reliable and trustworthy el ectronic environment. There
is a need for a legal infrastructure setting out all the relevant rules and
regul ations pertaining to digital signatures, certification authorities and
rel ated issues, including the legal effect of such signatures, the rights and
duties of the parties, certification authorities, their liability to those who
rely in good faith on the certificates they issue, criteria to be fulfilled by
certification authorities and whether they should be government-controll ed,
accredited, licensed or freely operated commercial entities, and internationa
recognition of certificates.

71. The establishnment of certain requirenments for operation of certification
authorities through a |icensing nechani smor governnental authorization is
consi dered necessary for pronoting confidence in, and greater use of, digita
signatures. |Indeed, some recent national |laws and draft |egislation set out
criteria for public authorization or licensing of certification authorities.
In debating the subject the UNCI TRAL Worki ng Group adopted a dual approach of
accomuodat i ng both publicly |icensed and non-1licensed certification
authorities within the future uniformrules. It was considered, however, that
the difference between the two situations would be the |legal effect given to
digital signatures in one or the other case. 63/

72. The recent national |aws and draft |egislation ained at addressing the
| egal issues pertaining to digital signatures and certification authorities
of ten adopt varying approaches to the questions involved. The devel opnment of
di verse and disunified | egislative approaches, however, can effectively work
as deterrents to the growh of international electronic cormerce. The work of
i nternational and intergovernnental organizations such as UNCI TRAL can assi st
in creating international uniformty and harnonization of the |laws on the
subj ect. The deliberations within the UNCI TRAL Worki ng Group on El ectronic
Commerce for the preparation of draft uniformrules on the subject are stil
at a prelimnary stage. It is expected that common principles for the

devel opnent of future |aws and regulations will be established. 64/

73. At the European |evel, however, the Comruni cati on adopted by the
Conmi ssion of the European Communities on digital signatures and encryption in
Cct ober 1997, and the Bonn M nisterial Declaration of July 1997, 65/ stressed

63/ See UNCI TRAL docunent A/ CN.9/437, March 1997, para. 48.
For detail ed discussions on the subject within the UNCI TRAL Worki ng Group
on Electronic Comrerce at its thirty-second session, see docunent A/ CN.9/446,
11 February 1998

64/ For detailed information on the work of UNCI TRAL on digita
signatures and certification authorities, see UNCI TRAL reports
A CN. 9/WG | VIWP. 71, A/CN.9/437, A CN 9/WG I V/WP. 73 and A/ CN. 9/ 446.

65/ See the European M nisterial Conference Declaration
http://ww. echo. | u/ bonn/ Conf erence. htm .
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the necessity of a legal and technical franework for digital signatures at

Eur opean | evel. The policy actions proposed by the Communi cation included the
need for a Conmunity framework for digital signatures and action by the
European Union. Referring to detailed regulations being prepared in sone
Menber States (such as France, Gernany, Italy, Dennark and Belgium, it states
t hat :

“Whi | st the devel opnent of a clear framework is wel coned, the very

di vergent | egal and technical approaches which have al ready appeared and
the absence of any legal environment in other Menber States - al so
possibly justified - might constitute a serious barrier to doing

busi ness and conmuni cati ng throughout the European Union .... In order
to stinulate electronic commerce ... and to facilitate the use of

digital signatures across national borders, a comon framework at
comunity level is urgently needed and should be put in place at the

| at est by the year 2000.” 66/

74. The proposed goal of any Conmunity initiative would be “to encourage
Menmber States to rapidly inplenment appropriate measures to build trust in
digital signatures”. The Conm ssion therefore considered proposing, in the
context of the Amsterdam Treaty, first-pillar |egislation on the basis of the
Conmruni cati on. The scope of a Community franmework would include: (i) Conmon
| egal requirenents for certification authorities. It is considered that by
establishing common criteria for the activities of certification authorities
a franmework would be put in place allowing certificates issued by a
certification authority in one Menber State to be recognized in all other
Menmber States. (ii) Legal recognition of digital signatures. To achieve

as wi de as possible acceptance of digital signatures, national |egal systens
may need to be adapted to ensure that they offer the same recognition

and treatnent to digital signatures as to conventional signatures.

(iii) International cooperation. Electronic comrunication being
international, it is proposed that once a Conmunity position has been
established, a framework be established at an international |evel, including
Europe's participation in international initiatives and forums. 67/

F. Activities of the United Nations Econom ¢ Comr ssion for Europe

75. The programe of work adopted in March 1991 by the Working Party on
Facilitation of International Trade Procedures (WP.4) of the United Nations

66/ . cit., section IV.1.1. The Conmi ssion has proposed a Directive
on a common franmework for electronic signatures (COM 1998)297/2).

67/ I bid., section IV.1.2. In March 1997, the OECD adopted
“Qui del i nes for Cryptography Policy” setting out principles to be foll owed by
Governnents in fornulating their policies for the use of cryptography. The
recommendati on of the OECD Council recognizes that “cryptography can be an
effective tool for the secure use of information technol ogy by ensuring
confidentiality, integrity and availability of data and by providing
aut henti cati on and non-repudi ati on nmechani sns for that data”
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Econom ¢ Commi ssion for Europe, 68/ the body responsible for the devel opnent
of UN EDI FACT, focused on the |egal issues pertaining to the use of EDI in
international trade. The programme, in addition to the devel opment of a nodel
i nterchange agreenent for international conmercial use of EDI, 69/ covered
separate projects ained at elimnating any constraints on international trade
t hrough problens of a |l egal or comrercial practices nature. It included the

i ssues of negotiability and transferring rights through the use of negotiable
docunents such as bills of lading, as well as means of achieving electronic
negotiability; identification of existing |egal barriers to the use of EDI and
sim |l ar technol ogi es through the devel opnment of a questionnaire |eading

to appropriate recommendati ons and actions; 70/ and the devel opnent of uniform
definitions of “witing”, “docunent”, “signature” and other appropriate termns
to include nessages transnmitted by ED . 71/

76. However, in the light of the near conpletion of the current work
programe and the nove to the new Centre for Facilitation of Procedures and
Practices for Adm nistration, Comrerce and Transport (CEFACT), it was proposed
that a permanent working group naned the CEFACT Legal G oup be established “to
address the |l egal issues of international trade practices and procedures
supported by the use of new technol ogi es including electronic conmerce and

EDI ”. 72/ The Legal Goup is to identify the relevant |egal issues, analyse
the key issues to determne actions to be undertaken, and propose sol utions
and practical tools to address the legal inpedinents identified. 73/ It was
suggested that any future work should take into consideration all forms of

el ectronic comerce, including both structured and unstructured nessage
formats, as well as the inpact of the rapid growth of the Internet and its
interface with the EDI process. 74/

8/ See docunent TRADE/ WP. 4/ R. 697

69/ For discussion on the ECE Mbdel |nterchange Agreenent, see
par agr aphs 30-34 of the present docunent.

70/ For further information on the questionnaire, see docunent
TRADE/ WP. 4/ R. 1007/ Rev. 1.

71/ See document TRADE/ WP. 4/ R 1096, 22 July 1994, which reviews
definitions of “witing”, “signature” and “document” enployed in nultilatera
conventions and agreements relating to international trade.

72/ See the draft mandate of the CEFACT Legal Group, Report of the
Fifty-fifth Session of the Meeting of Experts on Data El enments and Automatic
Data I nterchange, TRADE/ CEFACT/ GE. 1/1997/1, April 1997, annex |

73/ | bi d.

74/ I bid., Future Work Progranme, para. 8.
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77. | ssues proposed for inclusion in the work progranme of the CEFACT Lega
Worki ng Group are as foll ows:

(a) Model | nterchange Agreenment: the Legal Working G oup in review ng
the Model Interchange Agreenment will consider extending the scope of
Recomrendati on No. 26 to cover in addition electronic comerce and a nodel
techni cal annex which would eventually result in a revision of the
Recomrendat i on;

(b) Nati onal |egal and conmercial barriers to international trade:
continuation of the ongoing analysis of responses to the questionnaire;

(c) El ectroni ¢ authentication: updating the inventory of
i nternational trade and transport conventions and agreenents, including
references to “signature”, “witing” and “docunent”, 75/ and extending the
scope of the study to cover other international instruments relevant to
international trade law. The critical issues outlined include “the difficulty
of re-negotiating well-established international conventions that dealt with
substantive | egal issues and went far beyond establishing formrequirenents;
the desirability and feasibility of preparing yet another convention to
interpret existing formrequirenents, which mght result in conplex issues of
conflicting conventions; alternatively the possibility of pronoting the
UNCI TRAL Model Law on El ectronic Commerce as a tool for interpreting existing
instruments”; 76/

(d) Data protection: preparation of practical guidelines for users;

(e) Private international law. a nunber of inportant issues such as
jurisdiction and dispute settlement in the context of the devel opnent of the
Internet, needing to be addressed at the international |evel; 77/

(f) Model Intermediary Agreenment: the elaboration of a new
UN Recommrendati on on the subject could be envisaged;

(9) | CC E-Terms Repository: nonitoring the progress of work wthin
the I CC and providing guidance to users, as it could be relevant to the
revi sion of the Mddel |nterchange Agreenent;

75/ Docunment TRADE/ WP. 4/ R 1096

76/ See Report of the Joint GE.1 and GE. 2 Session on Legal and
Commerci al Aspects of Trade Facilitation, TRADE/ CEFACT/ GE.1/1997/11, annex B
para. 3 (c).

77/ A col l oqui um on jurisdiction and applicable law on the Internet
was organi zed by the Hague Conference on Private International Law in
June 1997.
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(h) Educati onal tools: increasing awareness and facilitating
under st andi ng of |egal issues linked to electronic conmerce and EDI through
for exanple, Websites, videos and ot her educational tools;

(i) Legal review of UN EDI FACT nessages. 78/
78. Priority is, however, to be given to the review of the ECE Mde
I nterchange Agreement, electronic authentication and other itens, depending on
the progress made. Certain issues such as negotiability or the requirenment
for certification authorities are no longer included in the new work programre
because of a lack of resources or work being carried out in other
i nternati onal organizations. 79/

G Activities of the International Chanber of Conmerce

79. To devel op and pronpte an electronic alternative to paper-based nethods
of trade transaction, the International Chanmber of Comrerce (ICC) devel oped
the so-called E-100 project. It included working parties on electronic

credit, electronic transport docunents, open account trading, |egal and

regul atory matters, e-terns and digital authentication. The E-100 project has
now been restructured and replaced by the El ectronic Comrerce Project (ECP).
This includes three working groups: (i) Electronic Trade Practices,

(ii) Information Security and (iii) E-Terns. The Working G oup on Electronic
Trade Practices is to develop a self-regulatory framework for electronic trade
paynments, through cooperation with other relevant organi zati ons. The Worki ng
Group on Information Security has devel oped a set of guidelines “to enhance
the ability of the international business comunity to execute secure digita
transactions”, known as “General Usage in International Digitally Ensured
Commerce (GUIDEC)”. 80/ The CGUI DEC establishes “a general framework for the
ensuring and certification of digital nessages, based upon existing |aw and

practice in different |legal systems”. It applies to the use of public key
cryptography for digital signatures and the role of trusted third parties,
referred to as “certifiers”. It adopts the term“ensure” to describe what
el sewhere is called “digital signature” or “authentication”, in an attenpt to

remove the el ement of anmbiguity inherent to other terms. 81/ Finally, the
Working Group on E-Terns is developing a new | CC service providing a centra
el ectronic repository for legal ternms applicable to electronic transactions.

78/ See the report of the Joint GE.1 and GE.2 Session on Legal and
Commerci al Aspects of Trade Facilitation, TRADE/ CEFACT/ GE. 1/1997/ 11,
annex B, para. 3.

79/ | bid., para. 4.

0

0/ http://ww. i ccwbo. org

0

1/ I bid., Preface, p. 2.
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H. Activities of the Conmi ssion of the European Comunities

80. The Conmm ssion of the European Conmunities as part of its TEDI'S (Trade
El ectronic Data Interchange System progranme conducted a nunber of studies
aimed at pronoting the devel opment of EDI and el ectronic trading.

81. The first phase of the TED S programe included a study of |ega
obstacles to the use of EDI in the 12 Menber States. The study, entitled

“The Legal Position of the Menmber States with respect to Electronic Data

I nterchange” (hereinafter referred to as the TEDI S Study), 82/ after anal ysing
the situation in various |legal systenms identified the follow ng as the
principal types of |egal constraints on devel opment of EDI:

- The obligation, inposed in certain jurisdictions, to make out,
produce, send or preserve signed paper documents either as a
condition of validity of a |legal transaction, or as a valid proof
of a legal transaction or fact;

- The transience of information transmtted by electronic data
i nt erchange and the consequent difficulty in produci ng evidence of
the transacti on;

- The difficulty in determning the moment and place at which the
transaction effected by el ectronic data interchange was
concl uded. 83/

82. A simlar analysis was then conducted in relation to the position in
the Menber States of the European Free Trade Association (EFTA). The
concl usi ons reached were sonewhat simlar to those of the study on the
position in the 12 European Community Menber States. 84/

83. The Conmi ssion has al so published, under the TEDI S progranme, specific
reports on various issues, including reports on “the formati on of contract by
El ectronic Data Interchange”, 85/ “an electronic alternative to negotiable
docunents”, 86/ “the |egal constraints and i nadequacies relating to the use of

82/ Commi ssi on of the European Communities, Brussels,
Sept enber 1989

3/ pp. 277-291.

84/ See “The Legal Position in the EFTA Menber States regarding
Trade El ectronic Data Interchange”, TED S, Commi ssion of the European
Conmunities, July 1991, reprinted 1993, pp. 93-107.

5/ July 1991, reprinted 1993.

0

6/ Fi nal report, April 1995.
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EDI in the field of accounting” in the Menmber States of the European Conmunity
(1993) and in EFTA Menber States (February 1994), “risk analysis in ED ", 87/
and “aut hentication, storage and use of codes in EDI nessages”. 88/

84. The work carried out under the second phase of the TEDI S programe al so
i ncluded the preparation of the European Model EDI Agreenent, together with an
official commentary, in 1994. 89/ The objective of the Mddel Agreenment, as
with other interchange agreenents, is to provide a contractual |egal framework
to govern the EDI relationship between the parties, including their ternms and
conditions of operation.

85. In addition, the Comm ssion published Comruni cati ons on el ectronic
comerce in April 1997, 90/ and on digital signatures and encryption in
Cctober 1997. 91/ It has also proposed a Directive on a conmon framework for
el ectronic signatures (COM 1998)297/2). The aim of the European Initiative in
El ectroni ¢ Conmerce was “to encourage the vigorous growh of electronic
comerce in Europe”. It stressed the inportance of creating a favourable
regul atory framework as an essential elenent for the devel opment of electronic
conmerce, stating that:

“The pace and the extent to which Europe will benefit fromelectronic
comerce greatly depends on having up-to-date legislation that fully
neets the needs of business and consuners. The objective of the
Commission is to inplenent the appropriate regulatory franmework by the
year 2000.”"

86. It put forward a set of action-oriented proposals for advancing
el ectronic commerce in Europe. Suggestions for creating a favourable
regul atory framework include:

- I dentifying single-mrket barriers and | egal uncertainties
affecting el ectronic comerce;

87/ Fi nal report, 1993.

88/ Reports by Menber States and EFTA countries, vol. 11,
[11/2137/95.

89/ See Oficial Journal of the European Comrunities, No. L338/105,
28 Decenber 1994

90/ See “A European Initiative in Electronic Comerce”,
http://ww.ispo.cec. be/ Ecormerce, April 1997.

91/ For further infornmation, see paras. 73-74 of the present
docunent .
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Launching regulatory initiatives in the areas of electronic
paynments, contracts negotiated at a distance for financial
services, copyrights and nei ghbouring rights, |egal protection
of conditional access services, and digital signatures;

Assessing the need for further initiatives covering single-market
hori zontal questions, regul ated professions, comerci al

comuni cations, contract |law, accounting, fraudul ent use of

el ectronic paynents, data security, data protection, industrial
property, direct and indirect taxation, and public procurenent;

Rei nforcing international dialogue in the appropriate nultilatera
and bilateral forums to achi eve an adequate gl obal regul atory
framework for electronic comrerce, in particular in data security,
data protection, intellectual property rights, and taxation
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Chapter 11
REVI EW OF LEGAL | SSUES
87. A survey of the provisions of international conventions and agreenments

applicable to international trade and transport, conducted as part of the
action programme on | egal aspects of trade data interchange of the ECE Wrking
Party on Facilitation of International Trade Procedure (WP.4), confirned that
“the current rules concerning international trade transactions may not
satisfactorily accommodate the reality of EDI. In many instances, under these
rul es, EDI messages renmmin potentially unacceptable as |egal neans of

conmuni cation”. 92/ The existing requirenents, under national |aws and
certain international conventions applicable to international trade
transactions, for witings, documents or nanual signatures are regarded as
constituting major obstacles to the devel opnment of el ectronic comerce at

gl obal I evel

88. Fol l owi ng a decision by the ECE Wrking Party, a detailed questionnaire
has been circulated with the aimof identifying the |egal and comrercia
practices which inpose barriers to the use of EDI and simlar electronic neans
of conmuni cation. 93/ The analysis of the replies to the questionnaire, when
finalized, will provide a good indication as to the nature of |ega

requi renents which nay hanper the international devel opment of electronic
comer ce

89. The study of the legislation of the European Community Menber States,
under the TEDI' S programme, identified the requirenments for witten docunents
and manual signatures, as well as the legal requirenents relating to evidence,
as major |legal inpediments to the use of EDI. However, investigations carried
out by the UNCI TRAL secretariat concluded that at the global |evel there were
fewer problens with the use of data stored in conputers as evidence in
litigation than m ght have been expected. But nore serious |egal obstacles

to the use of conputers and conputer-to-conmputer teleconmunications in

i nternational trade arose out of requirenents that docunments be signed or that
they be in paper form 94/ |ndeed, the UNCI TRAL Model Law was prepared on the
basis of the recognition that |egal requirements prescribing the use of

traditi onal paper-based docunentation constituted the main obstacle to the
devel opnent of nodern nmeans of conmuni cation. 95/

92/ See “Legal Aspects of Trade Data |Interchange: Review of
Definitions of "witing', 'signature' and 'docunent’ Enployed in
Mul til ateral Conventions and Agreenents Relating to International Trade,
TRADE/ WP. 4/ R. 1096, July 1994, section 1.6.

93/ See “Legal Aspects of Trade Data |Interchange: Internationa

Trade - National Legal and Commrercial Practice Barriers”
TRA/WP. 4/ R 1007/ Rev. 1, August 1994,

94/ See the UNCI TRAL secretariat report “Legal Value of Computer
Records”, A/CN.9/265, February 1985.

5/ See CGuide to Enactnent of the Mddel Law, para. 15.



UNCTAD/ SDTE/ BFB/ 1
page 32

90. This chapter attenpts to exam ne sone of the |egal issues which are
regarded as creating obstacles or uncertainties in relation to the use of
el ectroni ¢ nmeans of comunication in international trade, and need to be
addressed if electronic commerce is to becone a wi despread practice. In
addition, it reviews solutions adopted by the rel evant nodel |aws and
provisions as well as by nodel trading partner agreenents.

A Requi rement for a “witten docunment”
91. Most national |laws and international conventions include provisions

requiring certain transactions to be concluded or evidenced in witing or
certain information to be presented in witing. A witing my be required for

variety of reasons. |If it is required as a condition of validity of the
contract, failure to conmply with the requirement would render the transaction
null and void. |If, on the other hand, a witing is required by |aw for

evidentiary purposes, the absence of a witing will not generally affect the
validity of the contract but its enforceability in the event of

litigation. 96/ As pointed out in the study published by the Comm ssion of
t he European Comunities:

“The requirement of witing as a condition of validity of a |lega
transaction clearly represents an absolute a priori inpedinent to the
devel opnent of EDI. Electronic data interchange cannot be used to
acconplish legal transactions for as long as this remains a
requirenent.” 97/

92. I nternational conventions adopted in recent years do not contain
provi si ons inmposing formrequirenents, such as requirements for witing or

si gned paper docunents. The United Nations Convention on Contracts for
International Sale of Goods, 1980, specifically provides that “a contract of
sal e need not be concluded in or evidenced by witing and is not subject to
any other requirement as to form It may be proved by any neans incl uding

W t nesses”. 98/ Sone conventions such as the Hanburg Rul es and the Ml ti nodal
Transport Convention provide an extended and non-exhaustive definition of
“writing” to include telegramand telex. 99/ Simlarly, under the UNNDRO T

96/ See the UNCI TRAL report “Prelimnary Study of Legal |ssues
Rel ated to the Formation of Contracts by Electronic Means”, A/ CN. 9/ 333,
May 1990, paras. 10-14.

97/ “The Legal Position of the Menber States with respect to
El ectroni ¢ Data | nterchange”, p. 278.

98/ Article 11. The Convention, however, permts contracting
States to override these provisions in respect of contracts connected with
their territory by declaring that all contracts nust be made in witing.
See articles 12 and 96.

99/ See the United Nations Convention on the Carriage of Goods by
Sea, 1978 (Hanmburg Rul es) and the United Nations Convention on Miltinoda
Transport of Goods, 1980, article 1.
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Convention on International Factoring, 1988, the definition of “notice in
witing” “includes, but is not linmted to, telegrans, telex and any ot her
t el ecomruni cati on capabl e of being reproduced in tangible forni. 100/

93. National or international |egislation, however, often refers to
“writing” or “docunent” w thout providing a definition of these ternms. 1In
such a case, it is assumed that a witten docunent was envi saged by the
drafter, as that was the only format then avail able. 101/

94. A nunber of countries/jurisdictions have either enacted or are in the
process of preparing legislation to acconmodate el ectroni c comrerce by
elimnating formrequirenments in their donestic |laws. The UNCI TRAL Mbdel Law,
whi ch ains at providing guidance to enacting States in this respect, includes
provisions to that effect.

95. Article 6 of the Mddel Law, which deals with the issue of “writing”,
does not attenpt to extend the definition of that termso as to enconpass

el ectroni c neans of communication. 1t adopts what is called the “functiona
equi val ent approach” by setting out the basic conditions which a data nessage
must fulfil in order to be considered as neeting a national |aw requirenent
that information be retained or presented in “witing”, in a “docunent” or

ot her paper-based instrunent. 102/ It provides as follows:

“(1) Wiere the law requires information to be in witing, that
requirenent is net by a data nmessage if the information therein is
accessible so as to be usable for subsequent reference.

(2) Par agraph (1) applies whether the requirenment therein is in the
formof an obligation or whether the |aw sinply provi des consequences
for the information not being in witing.

(3) The provisions of this article do not apply to the followi ng ..

96. The UNCI TRAL Gui de to Enactnent of the Mbdel Law explains that a data
message in and of itself cannot be regarded as an equival ent of a paper
docunent in that it is of a different nature and does not necessarily perform
all the conceivable functions of a paper docunment. That is why the Mddel Law
adopted a flexible standard, taking into account the various |ayers of

exi sting requirenents in a paper-based environnment: when adopting the
“functional - equi val ent” approach, attention was given to the existing

hi erarchy of formrequirenents, which provides distinct |levels of reliability,
traceability and unalterability with respect to paper-based docunents.

For exanple, the requirenents that data be presented in witten form

(which constitutes a “threshold requirenent”) are not to be confused with nore

100/ Article 1 (4) (b).
101/ See ECE docunent “Legal Aspects of Trade Data Interchange:

Revi ew of Definitions of 'Witing', 'Signature' and 'Docunment’' Enployed in

Mul til ateral Conventions and Agreenents Relating to International Trade”

TRADE/ WP. 4/ R. 1096, 1994, para. 1.13.

102/ See Cuide to Enactnent of the Mddel Law, para. 47.
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stringent requirenents such as “signed witing”, “signed original” or
“authenticated | egal act”. 103/

97. Article 6, therefore, does not lay down a requirenment that, in al

i nstances, data nessages fulfil all conceivable functions of a witing. It
only focuses on the basic notion of the information being reproduced and read,
by providing that information contained in a data nessage nust be “accessible
so as to be usable for subsequent reference”. The term “accessible” is used
to inply that “information in the formof conputer data shoul d be readabl e and
interpretable, and that the software that night be necessary to render such

i nformati on readabl e should be retained. The word 'usable’ is not intended to
cover only human use but al so conputer processing”. 104/

98. Article 6 (3) permts enacting States to exclude certain situations from
its application. An exanple of such an exclusion nay be the case of witing
formalities required pursuant to international treaty obligations of the
enacting State and other areas of |aw that are beyond the power of the
enacting State to change by neans of a statute. It is, however, enphasized

t hat numerous exclusions fromthe scope of article 6 and other provisions of

t he Model Law would frustrate the objectives of the Mddel Law in pronoting

el ectronic commerce. 105/

99. In the absence of a legislative franework, interchange agreenents are
used by trading parties to address questions of validity and enforceability

of contracts formed through the use of EDI instead of traditional witten
docunents. Alnpst all interchange agreenments contain provisions to that
effect, although varyi ng approaches are adopted. Some nodel agreenents define
el ectronic transm ssions, in accordance with the interchange agreenent, to be
within the definition of “witing”. For exanple, the ABA Mdel Agreenent
states that:

“Any document properly transmtted pursuant to this Agreement shall be
considered ... to be a "witing" or '"in witing'; and any such docunent
when containing, or to which there is affixed, a signature ('signed
docunents') shall be deened for all purposes (a) to have been 'signed
and (b) to constitute an 'original' when printed fromelectronic files
or records established and nmaintained in the normal course of business.”
(Section 5.3.3.2)

100. Some nodel agreenents adopt a different approach: they provide that the
parties agree to waive their right to contest the validity or enforceability
of EDI nessages. The European Mbddel EDI Agreenment provides as foll ows:

103/ Ibid., para. 17; see also para. 49.
104/ 1bid., para. 50.

105/ Ibid., paras. 51-52
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“The parties, intending to be |egally bound by the Agreenent, expressly
wai ve any rights to contest the validity of a contract effected by the
use of EDI in accordance with the terns and conditions of the Agreenent
on the sole ground that it was effected by EDI.” (Article 3.1)

101. Simlarly, the ECE Mdel Interchange Agreenent states:

“The parties agree that valid and enforceabl e obligations nay be created
by the communication of nessages in conpliance with this Agreement. The
parties expressly waive any rights to object to the validity of a
transaction solely on the ground that comuni cati on between the parties
occurred through the use of Electronic Data Interchange.” (Section 4.1)

B. Requi rement for “signature”

102. Signature or other forns of authentication is normally required to
establish the identity of the signatory and his intention to associate hi nsel f
with, or be bound by, the contents of the docunment. The nmpbst conmon form of
aut hentication required by law is nanual signature. The nore recent nationa

| aws or international conventions, however, permt the required signature to
be made by other fornms of authentication, such as stanp, perforation or
facsimle, or by electronic neans. The Hanburg Rules, for exanple, provides
that “the signature on the bill of lading may be in handwiting, printed in
facsimle, perforated, stanped, in synbols, or nade by any other mechanical or
el ectronic neans, if not inconsistent with the Iaw of the country where the
bill of lading is issued”. 106/ The Convention on Liability of Operators of
Transport Term nals takes a different approach. It allows the required
signature to be in the formof “handwitten signature, its facsinle or an
equi val ent authentication effected by any other means”. 107/

103. Investigations carried out by a nunber of organizations, such as

the ECE, UNCI TRAL and the Conmi ssion of the European Communities, have
identified the | egal requirenent for a signature on docunents used in
international trade as a nmjor obstacle to the growth of electronic comerce.
The fact that this requirenment is closely linked with the use of paper
docunents of itself poses a barrier to the use of electronic neans. 108/

104. Thus, attenpts have been and are being nmade to encourage the renoval of
the mandatory requirenents in national and international |egislation for
handwritten signatures. As long ago as 1979 the ECE Wrking Party on
Facilitation of International Trade Procedures recomended “Governments and

106/ Article 14 (3). The Miultinodal Transport Convention contains
an identical provision (see article 5 (3)).

107/ Article 4 (4).
108/ For further discussion of the requirement for signature, see

the ECE publication “Trade Data El enents Directory”, vol. I1]

“Aut hentication of Trade Docunents by Means O her than Signature”

ECE/ TRADE/ 200, pp. 86-94. See al so UNCI TRAL docunents A/ CN. 9/ 265,

paras. 49-58; A/CN.9/933, paras. 50-59; A/CN. 9/350, paras. 86-89; and

A/ CN. 9/ WG. | V/ WP. 53, paras. 61-66.
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i nternational organizations responsible for relevant intergovernnenta
agreenments to study national and international texts which enbody requirements
for signature on docunents needed in international trade and to give

consi deration to anendi ng such provisions, where necessary, so that the

i nformati on which the docunents contain may be prepared and transmtted by

el ectronic or other automatic nmeans of data transfer, and the requirements of
a signature may be net by authentication guaranteed by the means used in the
transm ssion”. 109/ Simlarly, in 1985 the UNCI TRAL Conm ssi on recomended
Gover nnment s:

“To review |l egal requirenents of a handwitten signature or other
paper - based nmet hod of authentication on trade related docunments with a
view to permtting, where appropriate, the use of electronic nmeans of
aut hentication.” 110/

105. To provide a practical guide to enacting States in adapting their
exi sting |l aw and the necessary legislative reform article 7 of the UNCI TRAL
Model Law specifically deals with the issue of signature. It provides that:

“(1) where the law requires a signature of a person, that requirenment
is met inrelation to a data nessage if:

(a) a method is used to identify that person and to indicate
t hat person's approval of the information contained in the data nessage;
and

(b) that method is as reliable as was appropriate for the
purpose for which the data nessage was generated or communi cated, in the
light of all the circunstances, including any rel evant agreenent.”

106. Article 7 ainms at ensuring that a data nessage is not denied | ega
validity on the sole ground that it was not authenticated in a manner peculiar
to paper docunments. “It establishes the general conditions under which data
messages woul d be regarded as authenticated with sufficient credibility and
woul d be enforceable in the face of signature requirenents which currently
present barriers to electronic commerce”. 111/ |In adopting the
“functional -equi val ent” approach, article 7 focuses on the main functions of

a signature, nanely the identification of the author of a docunent and the

i ndi cation of the author's approval of the contents of the nessage.

“Paragraph 1 (a) establishes the principle that, in an electronic environment,

109/ Recommendati on No. 14, ECE/ TRADE/ 200, TRADE/ WP. 4/ TNF. 63.

110/ Oficial Records of the General Assenbly, Fortieth Session
Suppl enment _No. 17 (A/40/17), para. 360.

11/ @uide to Enactnment of the Mbdel Law, para. 56.
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the basic legal functions of a signature are perforned by way of a nethod that
identifies the originator of a data nmessage and confirns that the originator
approved the content of that data nmessage.” 112/

107. Article 7 (1) (b) does not prescribe a particular method of
authentication. It adopts a flexible approach, allow ng any nethod which is
as “reliable” as is “appropriate” for the purpose for which the particul ar
data nessage is generated or comunicated in the light of all rel evant

ci rcunstances. Thus, conditions laid down under article 7 are net if a
reliable and appropriate nethod is used to identify a person (originator of a
data message) and to indicate that person”s approval of the information
contained in the data nessage. In deterni ning whether the nethod used is
appropriate all relevant circunstances of the case, including the |egal
techni cal and conmercial factors, must be taken into consideration. 113/

108. Wth a view to providing guidance as to the manner in which the
principles enmbodied in article 7 may be inplenmented, the work w thin UNCI TRAL
is taken further through the preparation of uniformrules on digita
signature. 114/ The UNCI TRAL Worki ng Group on El ectroni c Comrerce, charged
with preparing draft uniformrules, agreed that although its work initially
focused on digital signature techniques, that work should not discourage the
use of any other technique that would provide a reliable and appropriate

nmet hod of authentication under article 7. 115/

109. Most nodel interchange agreenents address the issues of authentication
and verification of data nmessages. The approaches adopted, however, are by no
means uni form Sonme nodel agreenents deal with the subject as part of the
overall security procedure. Ohers address the question separately in an
acconpanyi ng User Manual. There are nodel agreements which require the
parties to adopt an electronic synbol or code as an authenticati on neasure.
Some agreenents nerely require procedures allow ng verification of the
identity of the sender. 116/

=

12/ 1bid.

113/ See the Guide to Enactnent of the Mddel Law, which sets out a
detailed list of issues that may be taken into account (see also, nore
specifically, para. 58 of the Guide).

114/ See the reports of the UNCI TRAL Working Group on El ectronic
Commerce at its thirty-first and thirty-second sessions, A/ CN. 9/437;

A/ CN. 9/ 446.

115/ See docunent A/ CN.9/437, para. 22

15
116/ For a full discussion of these matters, see Boss and Ritter

El ectroni ¢ Data | nterchange Agreenments, pp. 72-78.
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110. The European Mddel EDI Agreenent, in dealing with the security of ED
nessages, provides as foll ows:

“Security procedures and neasures include the verification of origin,
the verification of integrity, the non-repudiation of origin and receipt
and the confidentiality of ED nessages.

Security procedures and neasures for the verification of origin and the
verification of integrity, in order to identify the sender of any ED
nessage and to ascertain that any EDI nessage received is conplete and
has not been corrupted, are nandatory for any EDI nessage. \Where

requi red additional security procedures and neasures may be expressly
specified in the Technical Annex.” 117/

111. The ABA Agreenent takes a different approach. It states that:

“Each party shall adopt as its signature an electronic identification
consi sting of synbol (s) or code(s) which are to be affixed to or

contai ned in each docunent transnitted by such party ('signatures').
Each party agrees that any signature of such party affixed to or
contained in any transmtted docunent shall be sufficient to verify such
party origi nated such docunent. Neither party shall disclose to any
unaut hori zed person the signatures of the other party.” 118/

112. Some nodel agreenents also pernmit the parties to agree upon different
| evel s of authentication to verify the conpleteness of the nessage. The
Standard EDI Agreenent of the United Kingdom for exanple, states:

“All messages nust identify the sender and recipient(s) as provided in
the User Manual and nust include a neans of verifying the conpl et eness
and authenticity of the nessage either through a technique used in the
message itself or by sone other neans provided for in the adopted

pr ot ocol

Parties may by Agreenent also use higher |evels of authentication to
verify the conpl eteness and authenticity of the nessage.” 119/

113. It should be recalled, however, that the contractual provisions of

i nt erchange agreenents are not effective in overcom ng uncertainties and

probl ems arising frommandatory | egal requirenments for signature or other
forms of authentication.

=

17/ Article 6. 2.

/ Section 1.5.

118
119/ Section 4. Section 4 of the New Zeal and Standard EDI Agreenent

contains identical provisions.
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C. Requi rement for an “original”

114. The requirement that certain information or docunents be presented in an
original formis regarded as creating an obstacle to the devel opnent of

el ectronic commerce. Indeed, since the concepts of “witing”, “signature” and
“original” are closely interlinked, the requirenent is often for a witten,
signed, original paper docunent. An original may be required in order to
ensure the integrity of a document and that the information presented in a
document has not been altered. In the context of documents of title and
negoti abl e docunents, such as bills of |ading, where rights are attached to

t he physical possession of the docunent, it is essential to ensure that the
original docunment is in the hands of the person claimng the title to the
goods represented therein.

115. In an electronic environnent the distinction between an original and a
copy is an artificial one. “If a nessage is transnmitted fromone conputer to
anot her, the bit string which nmight be called the original, and the one which
is the copy cannot be distinguished.” 120/ What is essential in an electronic
context is that a data message which has been created by a particul ar person
has not been altered; in other words, it is essential to establish the
integrity and authenticity of the data nmessage. Various techni ques are now
avail abl e (such as digital signature technique) to confirmthe integrity and
authenticity of a data nessage.

116. To overcone the uncertainties arising fromthe requirenent for an
original under national |aws, the UNCI TRAL Mbdel Law specifically addresses
the subject. Article 8 provides:

“(1) where the law requires information to be presented or retained in
its original form that requirement is nmet by a data nessage if:

(a) there exists a reliable assurance as to the integrity of the
information fromthe tine when it was first generated in its final form
as a data nessage or otherw se; and

(b) where it is required that infornmation be presented, that
information is capable of being displayed to the person to whomit is to
be presented.”

117. Simlar to the approach adopted in relation to the requirements of
“writing” and “signature”, article 8 (1) sets out the m nimum acceptable form
requirenents to be net by a data nmessage for it to be regarded as the

functional equivalent of an original. Paragraph 3 goes on to set out the
criteria for assessing the integrity and reliability of a data nessage. It
provi des:

120/ TEDI'S, Phase Il, “Report on Authentication, Storage and Use of

Codes in EDI Messages”, vol. 1, 1995, p. 10.
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“(3) For the purposes of subparagraph (a) of paragraph (1):

(a) the criteria for assessing integrity shall be whether the
i nformati on has renmai ned conplete and unaltered, apart fromthe addition
of any endorsenent and any change which arises in the normal course of
conmuni cati on, storage and display; and

(b) the standard of reliability required shall be assessed in
the Iight of the purpose for which the informati on was generated and in
the Iight of all the rel evant circunstances.”

118. “Article 8 enphasizes the inportance of the integrity of the infornmation
for its originality and sets out criteria to be taken into account when
assessing integrity by reference to systematic recording of the information,
assurance that the infornmation was recorded w thout |acunae and protection of

data against alteration. It links the concept of originality to a method of
aut hentication and puts the focus on the nmethod of authentication to be
followed in order to neet the requirenent. It is based on the follow ng

elements: a sinple criterion as to 'integrity' of the data; a description of
the elements to be taken into account in assessing the integrity; and an

el ement of flexibility, i.e., a reference to circunmstances”. 121/ Thus,
according to paragraph 3 (a), the necessary additions to a data nessage, such
as endorsenent and notarization, do not affect the originality of the data
nmessage, as long as the information contained in the nmessage remains conplete
and unal tered.

119. Like articles 6 and 7, article 8 permts enacting States to excl ude
certain situations fromits application. 1t is enphasized, however, that this
approach, which is adopted in order to pronpte wi der acceptability of the
Model Law, should not be used to establish bl anket exceptions, frustrating the
obj ectives of the Model Law. Since articles 6 to 8 (provisions dealing with
“writing”, “signature” and “original”) include certain fundamental principles
whi ch require general application, the existence of nunerous exclusions from
their scope would create obstacles to the devel opnent of el ectronic

conmer ce. 122/

120. Some nodel interchange agreenents specifically address the issue of
originality of data nessages. For exanple, under the ABA Mddel Agreement any
docunent properly transmtted pursuant to the Agreenment “when containing, or
to which there is affixed a signature ('signed docunent’') shall be deened for
all purposes (a) to have been signed and (b) to constitute an 'original' when
printed fromelectronic files or records established and maintained in the
normal course of business”. 123/

121/ See Cuide to Enactnent of the Mbdel Law, para. 65.
122/ 1bid., para. 69

123/ Article 3.3.2.
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D. Evi denti al value of data nessages

121. The issue of the admissibility and evidential weight of electronic
messages in judicial and administrative proceedings plays a central role in
the devel opment of electronic commrerce. While the rules governing the

adm ssibility of evidence in certain jurisdictions are rather flexible, there
are | egal systens which adopt a relatively strict approach to the subject and
exclude el ectroni c nessages as acceptabl e evidence. The studies on |ega
rules for admissibility of evidence, carried out by the Conm ssion of the

Eur opean Comunities in the context of the TEDI S programe, 124/ generally
concl uded that requirenents relating to evidence were a potential obstacle to
the devel opment of EDI. The investigations carried out by the UNCI TRAL
secretariat cane to the conclusion that, at a global level, there were fewer
problems in the use of data stored in conputers as evidence in litigation than
m ght have been expected. 125/ The UNCI TRAL Comnri ssion therefore recomended
Gover nment s:

“To review the legal rules affecting the use of conmputer records as
evidence in litigation in order to elimnate unnecessary obstacles to
their adm ssion, to be assured that the rules are consistent with
devel opnents in technol ogy, and to provide appropriate neans for a
court to evaluate the credibility of the data contained in these
records.” 126/

122. Sonme countries have revised or are in the process of revising

donmestic legislation to allow the adm ssion of el ectronic-based evidence. 127/
To provide guidance to States in renoving obstacles to the use of

el ectroni c-based evidence, the UNCI TRAL Mbdel Law | ays down provisions
addressing both the adm ssibility and the evidential value of data messages
in legal proceedings. Article 9 provides as follows:

“(1) In any legal proceedings, nothing in the application of the rules
of evidence shall apply so as to deny the adm ssibility of a data
nmessage i n evidence:

124/ See “The Legal Position of the Menmber States with respect to
El ectronic Data I nterchange”, TED'S, Septenber 1989, pp. 277, 283-288; “The
Legal Position in the EFTA Menber States regarding Trade El ectronic Data

I nterchange”, TEDI'S, July 1991, reprinted 1993, pp. 98-102.

125/ See document “Legal Value of Conputer Records”, A/ CN.9/265,
February 1985. For further discussion on the subject see the follow ng
UNCI TRAL reports: A/CN. 9/333, paras. 29-41; A/CN. 9/350, paras. 79-83;
A/ CN. 9/ WG. | V/ WP. 53, paras. 46-55; A/CN. 9/WG | V/ WP. 55, paras. 71-81
A/ CN. 9/ 360, paras. 44-59

126/ O ficial Records of the General Assenbly, Fortieth Session
Suppl enment _No. 17 (A/40/17), para. 360.

127/ See TEDI S studies (in footnote 124); see al so UNCI TRAL report
A/ CN. 9/ 360, paras. 44-50.
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(a) on the sole ground that it is a data nessage; or

(b) if it is the best evidence that the person adducing it could
reasonably be expected to obtain, on the grounds that it is not inits
original form

(2) Information in the formof a data nessage shall be given due
evidential weight. |In assessing the evidential weight of a data
nessage, regard shall be had to the reliability of the nmanner in which

t he data nessage was generated, stored or conmunicated, to the
reliability of the manner in which the integrity of the information was
mai ntai ned, to the manner in which its originator was identified, and to
any other relevant factor.”

123. Paragraph (1) clearly states data nessages should not be denied

adm ssibility on the sole ground that they are in electronic form The
reference to the best evidence rule (which requires that only the origina
docunents be presented as evidence) is considered necessary for certain commn
law jurisdictions. As stated in the Guide to the Enactnent of the Mdel Law,
“the notion of 'best evidence' could raise a great deal of uncertainty in

| egal systens in which such a rule is unknown. States in which the term would
be regarded as neani ngl ess and potentially m sl eading nmay wi sh to enact the
Model Law without reference to the 'best evidence' rule contained in

paragraph (1)”. 128/

124. Paragraph (2) establishes the principle that due evidential weight nust
be given to information presented in the formof a data message. It sets out
certain criteria to be applied in assessing the evidential weight of a data
message, including the reliability and credibility of the method by which the
dat a nessage was generated, stored, conmunicated or maintained, as well as the
met hod of identification of the originator and any other relevant factors.

125. The issue of the adm ssibility of EDI nessages is usually addressed by
the parties in their interchange agreenment. Mdel interchange agreenents
adopt varying approaches to the questions. They often provide that the
parties accept el ectronic nessages as evidence, or that they agree not to
contest the admi ssibility of electronic evidence, or to give the same
evidential value to electronic evidence. Some nodel interchange agreenents
address specific donestic rules of evidence. For exanple, the ABA Mdde
Agreenent addresses the “hearsay evidence rule” and the “best evidence rule”
found in sonme comon |aw jurisdictions which may constitute obstacles to the
adm ssibility of electronic evidence. |t provides that:

“Nei ther party shall contest the adm ssibility of copies of Signed
Document s under either the business records exception to the hearsay
rule or the best evidence rule on the basis that the Signed Docunents
were not originated or naintained in documentary form” (Section 3.3.4)

126. It nust be noted, however, that the validity of contractual agreenents
between parties to an interchange agreenent on the adm ssibility of electronic

128/ Para. 70.
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evidence will depend on the nature of the rules of evidence in a particular
jurisdiction. To the extent that provisions regarding evidence are nandatory,
contractual arrangenents will not be effective. Again, such contractua
provisions cannot be relied upon in litigation involving third parties that
are not privy to the agreenent. Simlarly, contractual provisions will not be
effective where there is a legal requirenent for a witten document for tax,
accounting or other regulatory purposes, unless there is special perm ssion by
the public authorities regarding the use of electronic records.

127. The European Mddel EDI Agreenent and the ECE Model |nterchange Agreement
clearly acknow edge the limt of the parties’ agreenent to the extent
permtted by national law. The fornmer states:

“To the extent pernmitted by any national |aw which may apply, the
parties thereby agree that in the event of dispute, the records of

EDI nmessages which they have maintained in accordance with the terns and
conditions of this Agreenent, shall be adm ssible before the Courts and
shal | constitute evidence of the facts contained therein unless evidence
to the contrary is adduced.” 129/

E. St orage of data nessages

128. The requirenents for storage of certain docunents or information in
paper formfor accounting, tax, audit, evidence and other |egal or

adm ni strative purposes constitute barriers to the devel opment of electronic
trading. The UNCI TRAL Model Law provides |egislative guidance for renoving
such barriers by ensuring that the keeping of electronic records is given the
sanme status as the keeping of paper records. Article 10 therefore provides

t hat :

“(1) where the law requires that certain docunents, records or
i nformati on be retained, that requirement is nmet by retaining data
messages, provided that the follow ng conditions are satisfied:

(a) the informati on contained therein is accessible so as to be
usabl e for subsequent reference; and

(b) the data message is retained in the format in which it was
generated, sent or received, or in a format which can be denonstrated to
represent accurately the information generated, sent or received; and

(c) such information, if any, is retained as enables the
identification of the origin and destination of a data nessage and the
date and tine when it was sent or received.”

129. The above paragraph |lays down the conditions which data messages shoul d
meet in order to satisfy requirenents for storage of information that m ght

129/ Article 4; see also section 4.2 of the ECE Mddel Interchange
Agreenent for the International Commercial Use of EDI. For a discussion on
treatment of the issue of admi ssibility and evidential nature of electronic
evidence in interchange agreements, see Boss and Ritter, op. cit., pp. 98-101
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exi st under national |aws. Subparagraph (a) sets the sanme requirements as in
the case of “witing”, nanely that information contained in data messages nust
be accessible and usable for subsequent reference. 130/ Subparagraph (b)
provi des that a data nessage nmust be retained either in the same format as it
was generated, sent or received, or in any other format so long as it
accurately reflects the information as it was generated, sent or received. It
does not require that data nessages be stored unaltered since data nmessages
are usually decoded, conpressed or converted in order to be stored. 131/
Subpar agraph (c) ainms at covering all the information which may be stored in
addition to the data nmessage itself, nanely certain transmttal infornmation
necessary for the identification of the nessage in ternms of its origin
destination and the date and tine it was sent or received. Thus, there is no
obligation to store those elenments of transmittal information which have no
rel evance to the data nessage and “the sole purpose of which is to enable the
nmessage to be sent or received’. 132/

130. Article 10 (3) provides that the services of an internmediary or

any other third party may be used in neeting the obligations set out in
paragraph (1), provided that the conditions inposed by subparagraphs (a), (b)
and (c) are net.

131. Most interchange agreenents address the question of recording and
storage of EDI messages. Article 8 of the European Mddel EDI Agreenent
provi des that:

“8.1. A conmplete and chronol ogical record of all EDI nmessages exchanged
by the parties in the course of a trade transaction shall be stored by
each party, unaltered and securely, in accordance with the tine limts
and specifications prescribed by the legislative requirenments of its own
nati onal law, and, in any event, for a mninmmof three years follow ng
the conpl etion of the transaction

“8.2. Unless otherwi se provided by national |aws, EDI nessages shall be
stored by the sender in the transnmtted format and by the receiver in
the format in which they are received.

“8.3. Parties shall ensure that electronic or conputer records of

the EDI nmessages shall be readily accessible, are capable of being
reproduced in a human readable form and of being printed, if required.
Any operational equipnent required in this connection shall be

mai nt ai ned.” 133/

132. Some nodel agreenents, following article 10 (e) of the UNCI D Rul es, go
further by requiring the parties to ensure that the person responsible for the

130/ See paras. 95-97 of this report.

131/ See Cuide to Enactnent of the Mddel Law, para. 73.

132/ See article 10 (2).

133/ See also section 2.6 of the ECE Model |nterchange Agreenent.
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data processing systemor a third party certifies the correctness of the trade
data | og and of its reproduction. 134/ The Norsk EDI PRO | nterchange Agreenent
(version 3.0) requires that the parties nust take precautions to ensure that
EDI messages are stored in such a way that they can later be printed out on
paper. 135/

F. Documents of title/negotiability

133. The nost chal |l engi ng aspect of the inplenmentation of electronic
transport docunents is the replacenment of negotiable docunents of title, such
as bills of lading, by an electronic equivalent. To appreciate the conplexity
of the subject, it may be useful to describe briefly the functions performed
by a traditional paper bill of Iading.

134. The United Nations Convention on the Carriage of Goods by Sea, 1978
(Hamburg Rul es) defines a bill of |ading as “a docunment which evidences a
contract of carriage by sea and the taking over or |oading of the goods by the
carrier, and by which the carrier undertakes to deliver the goods agai nst
surrender of the docunent. A provision in the docunent that the goods are to
be delivered to the order of a named person, or to order, or to bearer

constitutes such an undertaking”. 136/ Thus, a traditional bill of |ading
serves three nmain functions. First, it is a receipt issued by a carrier for
the goods received fromthe shipper for shipment. It normally contains

statenents as to the description of the goods, their quantity, apparent order
and conditions, as well as a pronise to deliver the goods to the consignee at
the port of destination. Second, a bill of lading is evidence of the contract
of carriage between the parties. It does not constitute a contract of
carriage since the contract is entered into before the bill of lading is
signed. Third, the unique feature of a bill of lading is that it is a
docunent of title and its possession, as a rule, is equivalent to possession
of the goods it represents. As a docunent of title, the bill of Iading
enabl es the holder to claimdelivery of the goods at the port of destination
and during transit it confers on the holder an exclusive right of control over
t he goods.

135. Thus the bill of lading is considered a synbol or substitute for the
cargo in the sense that one can buy and sell the docunent with the sanme effect
as if it had been the cargo, and the possession of an original bill of Iading
has an effect simlar to that of the physical possession of the cargo itself.
As to the right of control over the goods in transit, the person in possession
of a full set of originals (bills of lading are usually issued in a set of
three originals) has an exclusive right over the goods in transit and can
interfere with the actual performance of the carriage and thus control the

134/ See section 7.5 of the Standard EDI Agreenents of the
Uni ted Ki ngdom and New Zeal and.

135/ Section 13.

3
136/ Article 1 (7).
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destiny of the cargo in transit. 137/ It is this docunent of title function
of the bill of lading which nakes it a key elenent in international trade. It
enabl es the parties to trade with the goods while in transit by using the
docunent as a substitute, the buyer having the assurance that he can secure
actual possession of the goods at the destination by presenting an origina
bill of lading, or that he can resell the goods by transferring the same bil
of lading to a sub-buyer. The term “negotiable” used in relation to a bill of
lading nerely relates to its transferability, and the fact that transfer of
rights in goods can be achieved by transfer of the bill of |ading.

136. The rel ationship between the carrier, shipper and consignee of bills of
| ading i s governed by mandatory application of international conventions, such
as the Hague Rul es, the Hague-Visby Rules or the Hanburg Rules or their

nati onal enactnments. These international conventions do not contain specific
provisions requiring a witten paper docunment for a bill of Iading, but
references to “witing”, “docunent” and the obligation inposed on the carrier
to issue a bill of lading at the request of the shipper are clearly made with
a traditional paper docunent in mnd. The Hanmburg Rul es, however, permt the
signature on the bill of lading to be in any nechanical or electronic form
provided that it is not inconsistent with the law of the country where the
bill of lading is issued. 138/

137. Negotiable bills of |ading have been indispensable to the financing and

conduct of international trade, naking possible the sale and transportation

of goods between parties located in distant parts of the world. Mdern

t echnol ogi cal devel opnents, however, have resulted in the arrival of the ship

at the port of destination before the arrival of the bills of lading to enable

delivery of the goods. The problens caused by the late arrival of the bill of
| adi ng, including the cost and risk involved in rel easi ng the goods agai nst
presentation of the letter of indemity instead of an original bill of Iading,

have made the international community call for the use of non-negotiable
transport docunents such as sea waybills where goods are not traded in during
transit. 139/ It has been argued that “instrunents such as negotiable bills
of lading are outnoded and shoul d be di scarded as busi ness noves to EDI

I ndeed, there may conme a tine, when conmerce i s so secure, trustworthy and

uni versal that businesses feel confortable in discardi ng negotiable transfers.

137/ See Kurt Gronfors, “Docunent replacenent”, paper delivered at the
UNCTAD/ SI DA Sem nar on Ocean Transportati on Docunentation and Its
Sinplification, Alexandria, 1979, p. 123.

138/ Article 14 (3).

139/ See ECE Recommendation No. 12 on “Measures to Facilitate Maritine
Transport Docunents Procedures”, adopted by the WP. 4, 1979, TRADE/ WP. 4/| NF. 61
and Recommendation No. 12/Rev.1, 1993, TRADE/WP.4/INF. 123 (Edition 96.1).
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But that day is not yet here, and there are significant nunbers of
transactions requiring negotiable transfers. Sone accommopdati on nmust be made
for them if ED is to truly satisfy the needs of comrerce”. 140/

138. The challenge, therefore, is the replacenent of negotiable docunents
with all the legal effects attached to the piece of paper. 141/ Under the
exi sting national and international |aws governing negotiable bills of Iading
legal rights are attached to the physical possession of the paper document.
There is therefore a need for a legal reginme to allow the parties to transfer
I egal rights in goods, such as ownership rights, through the exchange of

el ectroni c data nessages.

139. To achieve negotiability in an electronic environment, in addition to
overcom ng the general problenms of witing, signature etc., questions such as
the allocation of liabilities, incorporation of general terns and conditions
of contract, and confidentiality need to be resolved. 142/

140. Efforts are currently focused on devel opi ng | egal and technol ogi ca

means for replicating the negotiability and transferability function of a
paper bill of lading in an electronic environment. The UNCI TRAL Mbdel Law,
the CM Rules for Electronic Bills of Lading and the Bolero Project aim at
achieving el ectronic negotiability within the franmework of the existing
substantive | aw governing the paper bill of lading. It has, however, been
suggested that if a system based on transfer of rights, is developed with the
pur pose of replacing the paper bill of lading, it will need legal rules of its
own. |If such a system becones successful, the bill of lading will gradually
di sappear and the bill of lading law will fade away. 143/

140/ George F. Chandler, I1l, “Maritinme electronic comerce for the
twenty-first century”, paper presented at the CM Centenary Conference,
Antwer p, June 1997, p. 12

141/ One solution proposed is the use of non-negotiabl e docunents. “An
el ectroni c nessage cannot carry the |egal characteristic of 'negotiability’
currently linked with physical possession of a paper docunent. Consequently,
any devel opnment in the use of a docunent from which the function of
negotiability is renoved will facilitate a change from paper data interchange
to EDI” (see ECE Recommendati on No. 12, background docunent ECE/ TRADE/ 200,

para. 26).

142/ See UNCI TRAL report A/ CN. 9/ WG | V/WP. 69, 31 January 1996,
paras. 53-65.

143/ See G J. Van der Ziel, “Main legal issues related to the
i npl enentation of the electronic transport docunentation”, paper delivered at
the CM Centenary Conference, Antwerp, June 1997, p. 4. The author doubts
whet her an el ectronic bill of lading can exist. In his view “an electronic
bill of lading is sonmething quite different: it is the |label, the marketing
name for ... the series of interrelated EDI nessages which together, taken as
a whol e, may have the sane function as a paper bill of |ading. Whether or not
these EDI nmessages will have the sane function will depend, i.a., on whether
the I egal issues involved are adequately dealt with” (p. 1).
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141. Part two of the UNCI TRAL Mbdel Law, which deals with electronic comerce
in specific areas, devotes its existing chapter to the subject of carriage of
goods and transport docunents. |In preparing the Mbdel Law, it was recognized
that “the carriage of goods was the context in which el ectronic comunications
were nost likely to be used and in which a legal framework facilitating the
use of such communications was nost urgently needed”. 144/ Chapter |, in
dealing with transport docunents, presupposes that general provisions of the
Model Law, particularly those relating to “witing, original and signature”

al so apply to the electronic equivalent of transport docunents.

142. Article 16 sets out the range of activities to which provisions of the
chapter are to apply. It includes a non-exhaustive |ist of actions expected
to be carried out in the context of carriage of goods, such as furnishing

mar ks, nunber, quantity or conditions of goods, confirmation of |oading,
notification of terns and conditions of contract, claimng delivery, notice of
| oss of, or dammge to, goods, undertaking to deliver goods to the person
entitled to take delivery, granting, acquiring or transferring and negoti ating
rights in goods, and transferring rights and obligations under the contract.

143. Although the activities referred to in article 16 are directly rel evant
in the context of maritinme transport, they could also be performed in relation
to other nmodes of transport. The intention, therefore, is to cover al
transport nodes, including road, rail, air, sea and multinodal transport, as
well as all transport docunents, whether negotiable or non-negotiable. 145/

144. Paragraphs (1) and (2) of article 17 specifically establish functiona
equi val ents of information, as well as the performance of the actions |isted
in article 16 through the use of paper docunents. Paragraph (1) provides

t hat :

“Subj ect to paragraph (3), where the |aw requires that any action
referred to in article 16 be carried out in witing or by using a paper
docunent, that requirenment is net if the action is carried out by using
one or nore data messages.”

145. According to paragraph (2), this provision applies whether the
requirement for a witten docunent is in the formof an obligation or whether
the | aw provi des certain consequences for failing to conduct the action in
writing or to use a paper docunent.

146. Paragraphs (1) and (2) “are intended to replace both the requirenment for
a witten contract of carriage and the requirenments for endorsenent and
transfer of possession of a bill of lading”. 146/ Such provisions were
consi dered necessary in view of the difficulties that mght exist, in certain

144/ @uide to Enactnent of the Model Law, para. 110.
145/ 1bid., paras. 110-122

146/ 1bid., para. 113.
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countries, with regard to recognizing the transnission of data nessages as
functionally equivalent to the physical transfer of a docunent of title
representing the goods. 147/

147. To enable the transfer of rights and obligations through the use of data
nmessages, the crucial issue is to establish the identity of the exclusive

hol der to whomthe rights or obligations are to be transferred - in other
words, to ensure that a right is transferred to one person only.

Par agraph (3) of article 17 therefore provides that:

“If aright is to be granted, or an obligation is to be acquired by, one
person and no ot her person, and if the law requires that, in order to
effect this, the right or obligation nust be conveyed to that person by
the transfer, or use of, a paper docunent, that requirement is nmet if
the right or obligation is conveyed by using one or nore data nessages,
provi ded that a reliable nethod is used to render such data nessage or
messages uni que.”

148. According to paragraph (4), the standard of reliability required is to
be assessed in the light of the purpose for which the right or obligation was
conveyed in the light of all the relevant circunstances.

149. Paragraphs (3) and (4) aimat ensuring that a right or obligation is
transferred to one person only. They introduce a requirement referred to as
the “guarantee of singularity”, or uniqueness of the nessage. Since the
requirenent in the proviso to paragraph (3) regarding the use of a reliable
met hod to render a data nessage or nessages “unique” is ambiguous, it may be
subject to varying interpretations. The CGuide to Enactment of the Mddel Law
attenpts to clarify the subject by stating that the words “shoul d be
interpreted as referring to the use of a reliable nethod to secure that data
nmessages purporting to convey any right or obligation of a person m ght not be
used by, or on behalf of, that person inconsistently with any other data
messages by which the right or obligation was conveyed by or on behal f of that
person”. 148/

150. There are also provisions to avoid duplication by ensuring that transfer
of rights and obligations or title to goods is not conducted through the use
of both data nessages and paper docunents sinultaneously. In other words,
where data nessages are used to effect any such action, no paper docunent used
for the sane purpose is valid unless the use of data nessages has been

term nated and replaced by the use of paper docunents. 149/

151. Furthernore, article 17 contains provisions to ensure that conpul sory
application of certain laws to contracts of carriage of goods which is in

147/ 1bid.
148/ 1bid., para. 117

149/ See article 17 (5).
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or is evidenced by, a paper docunent, such as the Hague, Hague-Visby or
Hanburg Rul es, is not excluded by the fact that data nmessages are used instead
of a paper docunent. 150/

152. Systems and rul es have been devel oped, or are in the process of being
devel oped, to assist in the practical inplenmentation of negotiable electronic
transport docunents such as bills of lading. The CM Rules for Electronic
Bills of Lading (1990) provide a contractual basis for the inplenmentation of
el ectronic bills of lading. 151/ The Bolero Project is to provide an

el ectronic central registry systemenabling transfer of title and ownership
bet ween users. 152/

153. In the absence of a paper docunent a registry systemwould play an
essential role in the negotiation process. “Any formof transferability or
negotiability under electronic commerce will require some formof a registry -
that is an 'honest' niddleman or a party that is otherw se responsible to
deliver property. Someone has to hold the 'stake', record the transaction
and maintain the integrity of the transaction, or there would be chaos,
because no one is responsible to see that the transaction is conpleted.” 153/

154. It is nowto be seen whether the Bolero systemw || provide a
sufficiently secure nmechanismfor electronic negotiability.

G Al l ocation of liability

155. Allocation of risk and liability arising in connection with the use

of EDI, as well as the limtation of liability, is addressed in sone

i nt erchange agreenents. Questions such as liability for breach of obligations
i nposed by interchange agreenents, comuni cation failure, system breakdown,
error in comunication, liability of third-party service provider, exclusion
fromliability for indirect or consequential damages, and cases of

force npjeure are covered to a varying degree by sone interchange agreenents.
There are, however, interchange agreenents which do not address the question
of liability, such as the Standard |Interchange Agreement (“I.A.”) of the
United Kingdom The conmentary to the Agreenent states that:

“No special clause appears in the |I.A about attribution of liability

for breach of its terns, nor about any limtation of liability. It
assunes that, in the event of any damage arising directly froma breach
the liability will "lie where it falls'. It was not considered

necessary when drafting the I.A to seek to limt one party's liability
to the detrinment of another's. There could, of course, be consequentia
damage which mght flow indirectly frombreach of the I.A's terns

(e.g. breach of confidentiality). It is |likely, however, that such
150/ See para. (6).

151/ For a discussion of this issue, see paras. 38-46 of this report.
152/ For further information, see paras. 47-59 of this report.

153/ See Chandler, op. cit., p. 16.
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danages would arise in tort or frombreach of the underlying contract
bet ween the parties and any renedy woul d be sought accordingly, not
through the |.A ". 154/

156. Simlarly, the Guidelines for Interchange Agreenents prepared by the
Organi zation for Data Exchange by Tele Transmi ssion in Europe (ODETTE) does
not include any substantive provision on liability. It provides that *al
gquestions of liability specific to the use of EDI through ODETTE, both between
the parties and in relation to any third party, shall be decided by reference
to any relevant contract for the underlying trade transaction”

157. Sonme interchange agreenents, however, include provisions making the
parties liable for any | oss or damage directly caused by their failure to
performtheir obligations under the Agreement, subject to certain exclusions.
Article 11 of the European Mdel EDI Agreenent states:

“11.1 No party to this Agreement shall be liable for any | oss or danmage
suffered by the other party caused by any delay or failure to performin
accordance with the provisions of this Agreement, where such delay or
failure is caused by an inpedi mrent beyond the party's control and which
coul d not reasonably be expected to be taken into account at the time of
concl usion of the Agreenent or the consequences of which could not be
avoi ded or overcone.”

158. The parties are usually held liable for any | oss or danmage directly
arising fromthe act or omi ssion of an internmediary engaged to performcertain
services. Article 11 of the European Mdel EDI Agreenent, for exanple,

provi des:

“11.3 If a party engages any internediary to performsuch services as
the transm ssion, |ogging or processing of an EDI nmessage, that party
shall be liable for danage arising directly fromthat internediary's

acts, failures or omi ssions in the provision of said services.

11.9 |If a party requires another party to use the services of an
internmediary to performthe transm ssion, |ogging or processing of an
EDI nessage, the party who required such use shall be liable to the

ot her party for damage arising directly fromthat internediary's acts,
failures or omi ssions in the provision of the said services.” 155/

159. Some interchange agreenents inmpose an obligation on the sender to ensure
the conpl eteness and accuracy of data nmessages sent. The sender is not,
however, held liable for the consequences of an inconplete or incorrect

transm ssion if the error is reasonably obvious to the recipient, in which

154/ See al so the New Zeal and Standard EDI Agreenent and the
Expl anatory Notes, which al so adopt the sane approach.

155/ See section 6 of the ECE Mddel Interchange Agreenent, which
i ncludes provisions simlar to that one or to article 11 of the European Mdde
EDI Agreenent.
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case the recipient nust imediately informthe sender. 156/ Oher agreenents
i npose an obligation on the receiving party to notify the sender if any
transmtted nessage is received in an unintelligible or garbled form provided
that the sender can be identified fromthe received transm ssion. 157/

160. An earlier draft of the UNCI TRAL Mbdel Law contained a provision on
liability, under which the parties were held liable for direct damages ari sing
fromfailure to observe the provisions of the Mbdel Law except where the | oss
or danage was caused by circunstances beyond their control. 158/ This
provision was |later deleted, as it was considered by the Wrking G oup that

t he Model Law did not introduce duties additional to those existing under the
applicable | aw and the contractual agreenents of the parties. Although it was
agreed that the issues of liability and allocation of risk in electronic
conmuni cati ons woul d need to be reconsidered in the context of future work, it
was considered premature to engage in a general debate on those issues in the
context of the Mbdel Law. 159/

161. The preparation of statutory mpodel provisions covering all aspects

of liability in relation to the use of electronic means of communication
including liability of the parties and of service providers, and the position
of innocent third parties, would create | egal certainty and assist the

devel opnent of el ectronic conmerce. As noted earlier, contractual provisions
on allocation of liability are only effective as between the parties.
Furthernore, the enforceability of certain contractual rules, for example
very wi de exclusion clauses, may be limted by the applicable national |aw
There is a need for a set of uniformrules which would clearly set out

the liability of the parties, as well as that of service providers and
internediaries, and protect the interests of innocent third parties. Such
provi sions woul d be indispensable in the context of the inplenentation of
negoti abl e el ectronic transport docunents.

H. Validity and formati on of contracts
162. As a general rule, in nost jurisdictions, a contract is formed when the

parties reach an agreenent on its terms, unless specific formalities such as
docunent or signature are required by law. Thus, a contract concluded orally

156/ See section 5.3 of the United Kingdom and New Zeal and Standard

157/ See section 5.2.4 of the ABA Mddel Agreenent.
158/ See document A/ CN. 9/387, paras. 169-176

159/ See document A/ CN. 9/406, Novenber 1994, para. 74.
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is valid in nost |egal systens. 160/ It follows, therefore, that a contract
concl uded by an el ectronic nmeans of conmmuni cation should, in principle, be
val i d.

163. However, a nunber of questions and uncertainties arise in the context
of the use of electronic comunication techniques for concluding a contract.
Questions arise as to the validity of such contracts, especially where there
are legal requirements for witing, signature etc., the time and place of
formati on of such contracts, the proof of the terns of the contract in case
of dispute, and so on. The tinme when the contract is forned is inportant

in determning the passing of property and transfer of risk of |oss or damage
in case of sale of goods. The place where the contract is concluded may
determi ne which national lawis to govern the contract in the absence of an
effective choice of |egal provision as well as the establishing jurisdiction
in case of litigation

164. The study on the legal position of Menber States with respect to EDI
publ i shed by the Conmi ssion of the European Conmunities under the TEDI S
programe, showed that “a contract or other transaction can be concl uded by
el ectroni c nmeans wherever witing 'ad solemitateml is not required”. It
further concluded that the “issue on which solutions have varied nost between
the Community Menber States and between areas of law is unquestionably that

of determ nation of the tine and place at which transactions effected by

el ectronic data interchange are nade”. 161/ Simlarly, the study of the |ega
position in the States belonging to the European Free Trade Associ ati on (EFTA)
identified the difficulties associated with the determi nation of the tine and
pl ace of conclusion of operations performed by EDI as an obstacle to the
devel opnent of EDI, but unlike the situation in EU Menber States, the

sol utions provided by the laws of the EFTA States all foll owed the theory of
recei pt, according to which the contract is concluded at the tinme and pl ace
where the offerer receives the acceptance of the offer. 162/

165. Although the parties to a contract are free to agree on the rules as

to the conclusion of their contracts, national |laws on the subject apply if
the parties fail to nake specific provisions concerning certain issues. To
pronote increased certainty and uniformity with regard to the concl usion of

160/ Article 11 of the United Nations Convention on Contracts for the
International Sale of Goods, 1980, provides as follows: “A contract of sale
need not be concluded in or evidenced by witing and is not subject to any
other requirement as to form It may be proved by any neans, including
W tnesses”. See also articles 12 and 96 of the Convention, which permt
contracting States to enter reservations in this respect.

161/ P. 291.

162/ See p. 105. Another solution commonly adopted in | egal systens is
t he dispatch rule, according to which the contract is concluded at the tine
and place where the acceptance of the offer is sent by the offeree to the
offerer. For discussion on contract formation in the context of EDI, see
UNCI TRAL reports A/CN. 9/333, paras. 60-75; A/CN. 9/350, paras. 93-108;
A/ CN. 9/ 360, paras. 76-95; and A/CN. 9/ WG | V/ WP. 55, paras. 96-113.
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contracts through the use of electronic nmeans, the UNCI TRAL Model Law
i ncl udes specific provisions on formation and validity of such contracts.
Article 11 (1) provides that:

“In the context of contract formation, unless otherw se agreed by the
parties, an offer and the acceptance of an offer may be expressed by
neans of data nessages. Wiere a data nessage is used in the formation
of a contract, that contract shall not be denied validity or
enforceability on the sole ground that a data message was used for

t hat purpose.”

166. This provision was considered necessary in order to renove any
uncertainty which mght exist in some countries as to the validity of
contracts concluded by electronic neans. It deals, in addition, with the
formin which an offer or acceptance may be expressed. Although |ega
validity and effectiveness of data nessages are established by other articles
of the Model Law, specific provisions in the context of contract formation
wer e consi dered necessary. According to the Guide to Enactnent of the Mde
Law, “the fact that electronic nmessages may have | egal value as evidence and
produce a number of effects ... does not necessarily nmean that they can be
used for the purpose of concluding valid contracts”. 163/

167. Article 11, however, does not inpose the use of electronic neans of
conmuni cation on the parties. The use of the term “unl ess otherw se agreed

by the parties” in paragraph (1) clearly recognizes the parties' freedom of
contract. Simlarly, article 11 is not intended to overrule national |aws
prescribing formalities for certain contracts, such as notarization or other
requirenents for “witing” for public policy reasons. Paragraph (2) therefore
permts enacting States to exclude the application of paragraph (1) in certain
speci fied cases.

168. The Model Law does not include specific provisions as to the tine and
pl ace of contracts formed through el ectronic nmeans. An earlier draft of
article 11, however, contained such a provision, 164/ but was deleted on the
ground that it would interfere with national |aw applicable to contract
formation. “It was felt that such provision mght exceed the aimof the Mde
Law, which should be Iinmted to providing that electronic communications
woul d achi eve the same degree of |egal certainty as paper-based

conmuni cations.” 165/ It was neverthel ess considered that the provisions of
article 11 together with those of article 15, which deals with the tine and
pl ace of dispatch and recei pt of data nessages, are designed to renove
uncertainty as to the tinme and place of formation of contracts where the offer
or the acceptance is expressed electronically. 166/

163/ Para. 77.

164/ See docunent A/ CN.9/406, paras. 34 and 40-41.

165/ @uide to Enactnent of the Mbdel Law, para. 78;
docunent A/ CN. 9/ 406, paras. 40-41.

166/ Guide to Enactnent of the Model Law, para. 78.
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169. While sone nodel interchange agreenents do not include provisions on the
subj ect of contract formation, 167/ others specifically address the topic.
Provi sions are frequently included expressing the intention of the parties

to enter into binding obligations by exchange of electronic nmessages. The
ABA Model | nterchange Agreenent states:

“Thi s Agreement has been executed by the parties to evidence their
mutual intent to create binding purchase and sal e obligations pursuant
to the electronic transm ssion and recei pt of documents specifying
certain of the applicable ternms.” 168/

170. The European Model EDI Agreenent defines the tinme and place of the
formati on of the contract by stating that:

“A contract effected by the use of EDI shall be concluded at the tine
and place where the EDI nessage constituting acceptance of an offer
reaches the conputer systemof the offerer.” 169/

171. The official conmentary to the Mddel Agreenent explains that in
determining the tinme and place of contracts concluded where parties are not

in the presence of each other, a mpjority of Menber States approve the
application of the “reception rule”, which is also in line with the provisions
of the United Nations Convention on the International Sale of Goods.
Furthernmore, the “conclusion of a study carried out in the first phase of

the TEDI S progranme supports the view that this rule is the best to apply

to EDI contracts; in particular as it avoids, to a |arge extent, the risk of
conflicts of laws in connection with the use of EDI. These elenents justify

t he endorsenent of that rule in the EDI Agreenent”.

l. I ncorporation of general terms and conditions

172. A further question which arises in the context of electronic

comuni cation is the incorporation of general terns and conditions of
under|ying contracts generally found on the reverse side of paper docunents,
such as bills of lading and other standard formcontracts. Since in the

el ectroni c environment no reverse side of the docunment exists, the achievenent
of an acceptabl e sol ution becones crucial for the devel opnent of electronic
commer ce

173. Various solutions to the probl em have been proposed, including the
i ncorporation of the general ternms and conditions of the underlying

167/ See the Standard Mbdel EDI Agreenents of the United Ki ngdom and
New Zeal and.

168/ Section 3.3.1.

169/ Article 3.3. See also the ECE Mbdel Interchange Agreenent, which
only deals with the tinme when the contract is forned. Section 4.3 provides as
follows: “A contract concluded through the use of EDI under this Agreenent
shall be deened to be fornmed when the nmessage sent as acceptance of an offer
has been received in accordance with section 3.1".
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or in a separate supply or naster agreenent under which the transaction is
structured. 171/

transaction in a conmuni cati on agreement between the trading parties, 170/

174. Wil e sonme interchange agreenents address the subject, 172/ others seem
to omt any relevant provision, on the grounds that “the interchange agreenent
shoul d apply solely to the el ectronic exchange of nmessages and shoul d not dea
with the underlying commercial or contractual obligations of the

parties”. 173/

175. The subject of incorporation by reference was di scussed wi thin UNCH TRAL
on several occasions during preparation of the Mbdel Law. It was generally
agreed that there was a need to address the subject in the context of

el ectronic commerce. It had been proposed that any attenpt to establish | ega
norms for such incorporation clauses should nmeet certain conditions, nanely
that a reference clause should be inserted in the data nessage and the genera
terms and conditions nust be actually known and accepted by the party agai nst
whom t hey mi ght be relied upon. 174/ Furthernore, it was stated that in view
of the conplexity of the issues involved, devising rules for incorporation by
reference in an electronic environnent mght be a difficult task, bearing in
mnd that not all related | egal issues had been satisfactorily solved in a
paper - based environnent. 175/

176. The UNCI TRAL Working Group on Electronic Commerce at its thirty-second
session, after further deliberations, adopted the general principle of

non-di scrimnation, i.e. that information should not be denied | egal effect,
validity or enforceability solely because it was incorporated by reference in
the data message. It was considered that establishing certain requirenents,

such as clear indication of intention, identification or reasonable
accessibility of the terns to be incorporated, could interfere with certain
established practices or with nandatory rul es of national law 176/

J. O her legal issues related to conmunication
177. Interchange agreenents address a nunber of other issues which have a
| egal inpact on communication between the parties through EDI. They include

170/ See UNCI TRAL report A/CN.9/333, para. 67

171/ See Boss and Ritter, op. cit., p. 107.

172/ See the ABA Mddel |Interchange Agreenent, section 3.1.
173/ Boss and Ritter, op. cit., p. 107.

174/ See UNCI TRAL reports A/CN. 9/421, para. 114, and A/ CN. 9/ 437,
para. 152.
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See UNCI TRAL report A/CN.9/437, paras. 154-155.

H
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~~

See the report of the UNCI TRAL Worki ng Group on Electronic
Conmerce at its thirty-second session, A/ CN. 9/446, February 1998, pp. 14-24.
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matters such as: (a) The acknow edgenent or verification of receipt of
nessages nerely to confirmthat the transmtted data nessage was received by
the addressee. This creates a presunption that a data nessage was received
intact and without errors or omission. 177/ (b) Severability, to ensure that
in the event of one or nore of the provisions of the interchange agreenment
bei ng considered invalid or unenforceable, the entire agreement is not set
aside. (c) Applicable | aw and dispute resolution, determning the |aw
governing EDI relationships and the choice of forumfor resolving disputes
arising fromsuch rel ationships are inportant issues in internationa

comuni cations. Interchange agreenents for international or regional use

i ncl ude specific provisions on the subjects, giving an option to the parties
to choose between an arbitration clause and a jurisdiction clause. 178/

178. Chapter 111 of part one of the Mddel Law contains a set of provisions

on conmmuni cati on of data nessages normally found in interchange agreenents.
These provisions cover such issues as the formation and validity of contracts,
recognition by parties of data nessages, attribution of data nessages,

acknow edgenent of receipt and tinme and place of dispatch and receipt of data
messages. 179/ Article 4 of the Mddel Law, recognizing the principle of party
autonony in respect of such issues, permits the parties involved in electronic

conmuni cation to vary, anong thenselves, the provisions of chapter 1l by
agr eenent .
179. The provisions contained in chapter 11l of the Mddel Law provide usefu

gui dance to the parties in preparing their comruni cati on agreenents. Al so,
they can be applied in supplenenting the ternms of such agreenments in cases of
gaps or omissions in contractual stipulations. Moreover, they can provide the
basic principles for situations where el ectronic comruni cati ons take place in
open networks, such as the Internet, and wi thout a previous contractua
agreenent. 180/

CONCLUSI ONS AND RECOMMENDATI ONS

180. Electronic conmerce is not restricted by national boundaries, and its
adaptation requires attention by all those interested in international trade
and devel opnent, including Governnents, and private sector, relevant
governnental and non-governnental organizations. As has been seen, 181/
efforts have been continuing at both national and international |levels to
create a |l egal and technical environnent for acconmpdating el ectronic
conmerce. National Governnments have been involved in enacting |egislation

177/ For a discussion on the subject, see Boss and Ritter, op. cit.,

178/ See articles 12 and 13 of the European Model EDI Agreenent; and
the ECE Mbdel Interchange Agreenent, sections 7.1 and 7.7.

179/ See articles 11-15 of the Model Law

180/ See CGuide to the Enactnent of the Model Law, para. 20.

181/ See chapter |
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and establishing a regulatory framework that woul d renpve any uncertainty

whi ch might exist owing to the use of electronic means of conmunication in
international trade. International organizations concerned with harmnonization
of international trade |aw and trade efficiency have been active in preparing
nmodel rul es and guidelines, setting directions for future | egislative reforns.
Private sector organizations have been working towards establishing technica
standards, infrastructures and required services. The objective of all these
efforts is to create a favourable |egal environment for electronic conmrerce

181. Electronic conmerce will not, however, fully develop unless traders have
trust and confidence regarding such issues as the validity and enforceability
of their transactions, the identity of their potential trading parties in
open-network trading, the integrity of information, confidentiality, the
reliability of transaction mechanisnms, the right of recourse in case of error
or negligence, and the inpact of transaction on innocent third parties.

182. As stated earlier, contractual arrangenents are not sufficient to
overconme uncertainties arising fromthe use of electronic nmeans of

conmuni cation in international trade or conmmunication in an open network
such as the Internet. The investigations conducted within a number of
organi zations, such as the ECE, UNCI TRAL and the Commi ssion of the European
Conmuni ties, have confirnmed that the existing rules and | egislation pertaining
to trade transactions are not appropriate for an electronic comrerce
environnent and are likely to create uncertainties as to their validity and
enforceability. Furthernore, it is acknow edged that the full benefit of

el ectroni c comrerce cannot be obtained wi thout the existence of a suitable
regul atory frameworKk.

183. The Internet revolution and the rapid gromh of electronic comrerce wll
have a direct inpact on traders both in devel oped and in devel oping countri es.
Inability to adapt to the new trading pattern of trade partners, due to the
absence of the necessary legal and institutional framework or the |ack of
knowhow, wi |l hanper the devel opment objectives of devel oping countries. It
i s suggested that devel oping countries, including | east devel oped countries,
gi ve consideration to creating a favourable |l egal and institutiona

envi ronnent for el ectronic comerce.

184. As far as legislative reforns are concerned, it might be necessary to
take stock of the existing rules and regulations pertaining to internationa
trade issues, identifying the areas/|egal requirenents which m ght generate
uncertainties in an electronic environnent. It would then be possible to
prepare the necessary nodifications that would neet the requirenents of

el ectronic trading. To avoid the risk of creating a disunified |egal regine,
whi ch woul d hanper rather than pronote electronic comerce, it would be
advisable to follow, to the extent possible, the existing international rules
and standards, such as the UNCI TRAL Mbdel Law on El ectronic Conmmerce. It
woul d therefore be essential that devel oping countries be kept inforned of the
| at est devel opnments, in various international foruns, affecting electronic
commer ce

185. An area which might require specific legislative attention is the issue
of electronic signatures such as digital signatures or other electronic
aut henti cati on nmeans. Open-network tradi ng and hi gh-val ue transacti ons woul d



UNCTAD/ SDTE/ BFB/ 1
page 59

undoubtedly require the use of a secure electronic signature techni que such
as digital signature. Although other technol ogies are energing, digita
signature technology is currently w dely known and has been, or is currently,
the subject of legislative attention in a nunmber of countries.

186. To create trust and confidence in the use of such signatures, their

| egal validity and recognition need to be ensured. In the context of digita
signatures it would al so be necessary to establish the appropriate
infrastructure as well as the relevant rules and regul ations, including
requi renents for certification authorities, whether government |icensing or
accreditation of certification authorities is required, and liability rules.
The ongoi ng work of UNCI TRAL on preparation of uniformrules for electronic
signatures, including digital signatures, wll provide useful guidance in
this respect.

187. A further area which would need to be considered on a priority basis is
the question of education and awareness of those involved in internationa
trade as regards the inpact and increasing inportance of electronic neans of

comuni cation in trade transactions. It nust be recogni zed that obstacles to
the devel opment of electronic commerce are not nerely limted to the |ack of
| egal or institutional franmework, but also include the |ack of willingness or

ability on the part of traders to use electronic comruni cati on techni ques.
Thus, organi zation of educational programmes ained at pronoting awareness and
know edge anobng traders in devel oping countries would play a crucial role in
t he devel opment of el ectronic conmerce.



