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Chapter 6
SERVICE-ORIENTED ARCHITECTURE AND WEB SERVICES
TECHNOLOGIES: TRENDS AND IMPLICATIONS
FOR E-BUSINESS IN DEVELOPING COUNTRIES
,QVLPSOHWHUPV DPRUHWHFKQLFDOO\SUHFLVHGHÀQLWLRQ
will be provided later on) WS can be described as
technologies that enable automated interaction between
computers. This interaction takes place over the Internet
and involves transactions between computers that
handle different business processes. Thus, a machine
is able to feed into another one the information the
latter needs, or conversely, it can formulate requests for
information it needs for its own processes. This is made
possible thanks to software that has been designed to
use other software, the communication with which
is based on Internet standards and protocols. A very
simple example could be a catalogue in an SME’s
website that automatically updates prices in several
currencies by checking periodically the latest exchange
UDWHVIURPDÀQDQFLDOQHZVVHUYLFH2I FRXUVHWKHVDPH
logic could be applied to a much complex scenario
involving any combination of business processes.

A. Introduction
ICTs, by making commercial transactions easier and
cheaper to conduct over distances and by opening
up new possibilities for business relationships, are
among the driving forces of the wave of economic
globalization that has taken place over the last
decade. The central role of ICTs in this process has
been reinforced by the development of production
and distribution models that emphasize cooperation
and fast information exchange among the various
links in the value chain. For enterprises, particularly
WKRVH LQ GHYHORSLQJ FRXQWULHV WKDW PD\ ÀQG
themselves at earlier stages of internationalization,
this means that their capacity to enter foreign markets
is more and more dependent on their ability to use
ICTs to integrate themselves into supply chains at
UHJLRQDO DQG JOREDO OHYHOV (IÀFLHQW VXSSO\ FKDLQ
management is now central to the business model of
the leading players in many industries, and ICTs play
a fundamental role in it. Outsourcing, particularly in
the services sector, is another important manifestation
of globalization that could not have taken place
without ICTs.

Systems operating in this way depend on the
functionalities that other systems make available to
them. Ideally, the level of dependence should be kept
as low as possible in order to maximize the chances
that different systems can interact with each other.
Achieving such low levels of dependence is called
“loose coupling”, which is the goal pursued by SOA
technologies. SOA is a software architectural style that
aims at achieving loose coupling among interacting
software agents.1 In somewhat less abstract terms,
62$FRXOGEHGHÀQHGDVDGLVWULEXWHGVRIWZDUHPRGHO
“in which small, loosely coupled pieces of application
functionality are published, consumed, and combined
with other applications over a network.”2

In both supply chain and outsourcing management,
the power of ICTs to facilitate collaboration at every
step of the processes through which value is created
and exchanged has been fundamental. This chapter
will describe in broad terms how such processes could
be affected by the rapid development and deployment
of Services-Oriented Architecture (SOA) and related
Web services (WS) technologies. The issue of WS and
the impact that these technologies could have on the
development of e-business in developing countries was
already touched on in the E-commerce and Development
Report 2003DVDQHPHUJLQJWUHQGRI VLJQLÀFDQFHIRUWKH
future of e-business. Events since then seem to have
FRQÀUPHGWKLVMXGJHPHQWDQGWKHSUHVHQWFKDSWHUZLOO
make a more extensive examination of the issue of
SOA and WS.

SOA and WS have the potential to become powerful
instruments to enable enterprises to collaborate in
shared business processes and provide the foundation
of future supply chain strategies. Thus, technology
proponents expect that WS will experience sustained,
fast growth around the world.3
The main strength of SOA is considered to be the
fact that, being based on industry-wide standards,
251

252

CHAPTER 6 SERVICE-ORIENTED ARCHITECTURE AND WEB SERVICES TECHNOLOGIES:

these technologies allow for an easier integration than
proprietary technologies and thus make cooperation
among business partners or with third parties easier.
At the same time, SOA implementation also seems to
RSHQSRVVLELOLWLHVIRUHIÀFLHQF\JDLQVLQLQWUDHQWHUSULVH
transactions. As better collaboration, both inside the
enterprise and with business partners, and enhanced
responsiveness to the external environment (customers,
suppliers) and to internal conditions continue to gain
importance as determinants of competitiveness, SOA
and WS have a considerable transformative potential.
More than a mere enhancement of an enterprise’s ICTs
capabilities, SOA implementations are said to involve
true business-wide change, the result of which is a
range of whole business processes being performed
as automated services and integrated with those of the
other entities in a company’s “ecosystem”: partners,
suppliers, customers.
On the other hand, these claims are not fundamentally
different from those made in the past about earlier
technologies and sceptical voices can be clearly
heard. They warn that much of the excitement about
:6 VHUYLFHV PD\ MXVW EH WKH ODWHVW H[DPSOH RI  ,7
vendor hype, and that businesses, particularly SMEs
and developing country enterprises, should carefully
examine the value proposition they are being offered
by a particular WS implementation.4 This chapter aims
at providing interested decision makers in developing
countries with some elements for undertaking that
examination by providing an overview of these
technologies, emphasizing whenever possible their
implications from a developing country perspective.
62$ DQG :6 ZLOO EH FRQVLGHUHG LQ FRQMXQFWLRQ DV
they are often so discussed – sometimes as though
they were interchangeable terms. The reason for this is
that although SOA and WS are two distinct concepts
(SOA being a much older one than WS), WS explain
much of the renewed attention being paid to SOA.
WS represent a new development that makes SOA
deployments easier and more productive. This chapter
will approach the matter from two points of view. First,
LWZLOOFRQVLGHUWKHVLJQLÀFDQFHRI 62$DQG:6IRUWKH
evolution of e-business technologies in general; then
it will look at the role that they may play in changing
international supply chains and what this can mean
for developing country enterprises participating or
aspiring to participate in them. Some issues concerning
the role of open standards and the processes through
which they are established will be presented. This
will be followed by a succinct description of some
experiences of the effects of SOA and WS on business
performance.

The examination of the issues covered in this chapter
leads to the conclusion that SOA and WS are likely to
SOD\DPDMRUUROHLQWKHGHYHORSPHQWRI HEXVLQHVV,Q
terms of business strategies, SOA and WS will push
in the direction of deeper levels of inter-business
collaboration. This represents an opportunity for
developing country enterprises as their participation in
global supply chains could be facilitated and they could
EHQHÀW IURP PRUH RSSRUWXQLWLHV IRU RXWVRXUFLQJ
Therefore, developing country enterprises will
increasingly need to familiarize themselves with SOA
and WS technologies and should start their own
investigation into the merits of investing in them. In
this connection, the opportunities provided by free
and open source platforms should be fully exploited.
Another aspect that needs attention is the increased
participation of users of SOA and WS technologies,
particularly those from developing countries, in the
standard-setting processes related SOA and WS.
From the point of view of policymakers in developing
countries, the adoption of SOA and WS can be
facilitated by taking the same steps as are often
recommended for facilitation of the adoption of eEXVLQHVVSUDFWLFHVLQJHQHUDO7ZRPDMRULVVXHVLQWKLV
regard are the reinforcement of relevant skills in the
workforce and in the business community and the
establishment of an environment of trust and security
for e-business.

B. The business and technology
forces behind the growth of Web
services
By the end of 2002, according to IDC Research, only
about 5 per cent of enterprises in the United States
KDGFRPSOHWHGDZHEVHUYLFHVSURMHFWDOWKRXJKSHU
FHQWRI WKHPZHUHH[SHFWHGWRGRVRLQWKHQH[WÀYH
years.5 Two and a half years later IDC forecast that WS
expenditure worldwide would grow from $2.3 billion in
2004 to $14.9 billion by 2009.6 Other forecasts provide
different estimates of the absolute size of the market
for WS, but agree on the fact that this is an area of fast
growth. For example, a study by the Radicati Group
said that by the end of 2004 the market for WS would
have reached $950 million and that it should grow to
ELOOLRQE\7 According to that study, 52 per
cent of the expenditure on WS in 2004 would take
place in the United States, 39 per cent in Europe, 6
SHUFHQWLQ$VLD3DFLÀFDQGSHUFHQWLQWKHUHVWRI 
the world. More recently, a Gartner report estimated
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that the market for IT services related to WS would
DPRXQWWRELOOLRQE\7KHUHSRUWDGGHGWKDW
this would represent a pervasive technology shift.

available budgets. As often, the pertinence of a change
to SOA and WS hinges not on mere IT considerations
EXWRQWKHLUVLJQLÀFDQFHIRURYHUDOOEXVLQHVVVWUDWHJLHV

From the technology point of view, WS implementations have now reached a level of maturity at which
their cost-cutting potential has started to translate into
ERWWRPOLQHÀJXUHVVXIÀFLHQWVWDQGDUGVDUHQRZLQSODFH
and security and management solutions are available.
The next stage of SOA and WS can be expected to
start developing in the short term, as enterprises move
from point-to-point applications to broad application
of SOA and WS inside the enterprise and in their
interactions with business partners. In fact, SOA
and WS can already be described as two of the most
VLJQLÀFDQWGHYHORSPHQWVLQWKHÀHOGRI HEXVLQHVVLQ
recent years.

From that point of view, there are strong forces for
change in the way businesses organize themselves and
interact with others (for example, supply and demand
chain integration, and various forms of outsourcing)
that support the idea that SOA and WS technologies
should have a central role in the short- and mediumterm evolution of e-business. From the technology
standpoint, SOA and WS are manifestations of a
renewed emphasis on distributed and network-based
approaches to computing in which the network itself
is the source of computing power. The following
sections will therefore look at the technological and the
business strategy underpinnings of SOA and WS.

What makes SOA particularly attractive is its potential
WR DGG HIÀFLHQF\ DQG ÁH[LELOLW\ WR DQ HQWHUSULVH·V
information technology assets. This potential,
however, may not be fully realized without extensive
re-examination of the way in which information
technology is used by an enterprise, and the required
investments can be considerable. The question to be
answered, then, is how likely is it that the promise
RI  62$ ZLOO EH IXOÀOOHG ,Q DGGLWLRQ IURP WKH SRLQW
of view of enterprises in the developing countries,
there is also a need to consider how developing and
implementing SOA and WS can help them remove the
competitive disadvantage they face as a result of the lack
of e-business capabilities. For a number of emerging
economies, however, SOA and WS could conceivably
be a positive factor in reinforcing their presence in
international supply chains with the implications that
this could have in terms of trade, investment and
technology.

1.

If the answer to these questions had to be formulated
purely in terms of reductions in ICTs budgets,
for most enterprises the case for moving towards
SOA technologies today would perhaps not be
a straightforward one, particularly in developing
countries. However, another important consideration
is that although SOA and WS are often presented
as another IT “revolution”, the reality is that they
are perfectly suited to incremental adoption. This
consideration is particularly relevant for smaller
enterprises and for those from developing countries
because, although these technologies are for the time
being more commonly adopted by large, internationallyminded enterprises, the scalability of SOA and WS
technologies makes them particularly suitable for
adoption according to critical business priorities and

Technology background

The following paragraphs are intended to give the
UHDGHU D EURDG XQGHUVWDQGLQJ RI  WKH VSHFLÀFLWLHV RI 
the approach to IT that SOA and WS technologies
represent. These technologies are part of a more
general paradigm known as distributed computing.
The fundamental concept supporting distributed
computing is the idea that the use of computing
resources (processing power or storage capacity) can
be optimized by pooling them in a network, rather
than concentrating them at any given place. Computing
resources can then be used where and when needed.
An important element of distributed computing
systems is a category of software usually known as
´PLGGOHZDUHµ 0LGGOHZDUH LV RIWHQ GHÀQHG DV WKH
HOHPHQWVWKDWMRLQGLIIHUHQWVRIWZDUHFRPSRQHQWVLQD
system, or that interface the software and the network
(the slash in the client/server model). Middleware
can be used to interconnect applications. In this
case, its task normally consists in mediating between
applications in order to manage data and/or to
RUFKHVWUDWH EXVLQHVV SURFHVV ÁRZV 7KH DSSOLFDWLRQV
in question frequently use different operating systems,
data formats, networking protocols and so forth. The
task of middleware is to reconcile all these elements.
Earlier examples of distributed computing include
middleware platforms such as CORBA and DCOM,
which also consider software resources as services
available on a network.9 What makes SOA different
from these10 is that it is both based on open standards
and loosely coupled. In a tightly coupled architecture,
both ends of a distributed computing link had to agree
on the details of the API.11 Loose coupling separates
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the participants in distributed computing interactions
so that modifying the interface of one participant in
the exchange does not break the other’s. Secondly,
earlier architectures were proprietary. SOA’s reliance
upon universally accepted standards such as XML and
62$3 6LPSOH2EMHFW$FFHVV3URWRFRO SURYLGHVEURDG
LQWHURSHUDELOLW\DPRQJGLIIHUHQWYHQGRUV·VROXWLRQVȥ
the importance of the use of open standards will be
elaborated on later in this section. The combination of
these two core principles means that an enterprise can
implement WS without having any knowledge of the
consumers of those services, and vice versa.

XML-based language. BPEL is based on Microsoft’s
XLANG and IBM’s WSFL. Using BPEL different
services can be put together into a given business
process. The collaboration between several different
:HE VHUYLFHV WR GHÀQH D QHZ :HE 6HUYLFH LV FDOOHG
orchestration

Chart 6.1
WS protocol stack

,QWHFKQLFDOWHUPVDGHÀQLWLRQRI 62$FRXOGEHWKH
following: “an application architecture in which all
IXQFWLRQVRUVHUYLFHVDUHGHÀQHGXVLQJDGHVFULSWLRQ
language and have invokable interfaces that are called
to perform business processes. Interactions are
independent of each other and of the interconnect
protocols of the communicating devices (i.e., the
infrastructure components that determine the
communication system do not affect the interfaces)”.12
As explained in the introduction, SOA should be
differentiated from the concept of Web services.13
7KHUHDUHPDQ\GHÀQLWLRQVRI :HEVHUYLFHV)URPWKH
viewpoint of the functions they perform, they can be
GHÀQHGDV´RSHQVWDQGDUG ;0/62$3HWF EDVHG:HE
applications that interact with other web applications
for the purpose of exchanging data”.14 They have also
EHHQGHÀQHGDV´VHOIFRQWDLQHGPRGXODUGLVWULEXWHG
dynamic applications that can be described, published,
located, or invoked over the network to create products,
processes, and supply chains…”15 On the basis of the
protocols and standards that underpin Web services,
WKH\ KDYH EHHQ GHÀQHG DV ´D VWDQGDUGL]HG ZD\ RI 
integrating applications that uses XML, SOAP, WSDL
(Web Services Description Language), and UDDI
(Universal Description Discovery and Integration)
open standards over the Internet protocol. XML is
used to tag the data (i.e. to specify how a document
or part of it should be formatted), SOAP is used to
transfer the data, WSDL is used for describing the
services available and UDDI is used for listing what
services are available”.16 An important characteristic of
WS is reusability, which means that once a Web service
is in place other Web services (or other applications)
FDQÀQGLWDQGXVHLWDVDEXLOGLQJEORFN
In order to automate business interactions between
two different companies (or systems within the same
organizations), the business processes in question have
WREHVSHFLÀHG7KLVUROHLVSHUIRUPHGE\WKH%XVLQHVV
Process Execution Language (BPEL), which is an

Chart 6.1 shows how various WS-related standards and
VSHFLÀFDWLRQV DUH DSSOLHG DW WKH GLIIHUHQW OD\HUV RI  D
WS implementation (see the list of acronyms for an
explanation of the other acronyms in chart 6.1).

Chart 6.2
A Web services architecture

Chart 6.2 shows the individual components of a
service-oriented architecture.
A Web services architecture must allow three sets of
functions:
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1. The dynamic discovery of registered services:
looking for services that meet a particular need,
provide certain information (for example, the
price of a product, its physical characteristics,
its time of production), and so forth.
2. The organization of services, so that one can
easily understand what a service offers.
3. The description of services, including the
formats and protocols that are needed in order
to invoke the WS.
The service directory is where the information about
the services that are available is stored. In order
to publish the services they have on offer, service
providers must make the necessary entries in the service
directory. Service requesters use the service directory
WRÀQGVHUYLFHVWKDWPDWFKWKHLUFULWHULD IRUH[DPSOH
a particular price level). This means that the service
GLUHFWRU\PXVWLQFOXGHQRWRQO\WKHFODVVLÀFDWLRQVWKDW
are needed in order to perform a search, but also other
information relevant for the business process where
the service may be used (price or physical features of a
SURGXFWHWF :KHQDVHUYLFHUHTXHVWHUÀQGVDVHUYLFH
that matches its requirements, it binds to the service
provider, using binding information maintained in the
service directory. The binding information tells the
service requester the protocol that it must use and the
structure of the request messages and the resulting
responses.
The format of messages that are exchanged between
the service requestor, the service provider and the
VHUYLFHGLUHFWRU\LVVSHFLÀHGE\62$38'',GHÀQHV
the structure and the contents of the service directory;
and WSDL provides the capability to describe a
WS service, without the need to have it formally
standardized.
SOAP is a protocol for exchange of information in
a decentralized, distributed environment using typed
PHVVDJHH[FKDQJHDQGUHPRWHLQYRFDWLRQ,WGHÀQHVD
mechanism for the communication with Web services
over the Internet. It is an XML-based protocol that
FRQVLVWVRI WKUHHSDUWV  DQHQYHORSHWKDWGHÀQHVD
framework for describing what is in a message and how
to process it; (2) a set of encoding rules for expressing
LQVWDQFHV RI  DSSOLFDWLRQGHÀQHG GDWDW\SHV DQG   D
convention for representing remote procedure calls
and responses. SOAP can potentially be built on top
of any transport layer, for example an HTTP-based
infrastructure.
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8'',LVWKHGHÀQLWLRQRI DVHWRI VHUYLFHVVXSSRUWLQJ
the description and discovery of (1) businesses,
organizations and other Web services providers; (2) the
Web services they make available; and (3) the technical
interfaces which may be used to access those services.
UDDI provides information about the registration of
service types and about the actual business data such
as the name of the company offering the service, the
type of service, taxonomies that classify the offered
service, and references to those standard service types
or to Web Services Description Language (WSDL)
VSHFLÀFDWLRQV
WSDL is an XML format for describing network
services based on a standard messaging layer such
DV 62$3 $ :6'/ GRFXPHQW GHÀQHV VHUYLFHV DV
collections of network endpoints, or ports. A WSDL
description of a Web service provides all the information
needed to actually invoke it. A service is described by
giving the port type to use, the kind of operations that
the port type supports and the structure of the input
and outcome messages.

2.

A simple model of WS
implementation

How does all this translate into actual business
operations? Let us assume that company A has decided
to outsource some services in order to cut costs. After a
UDDI directory has been chosen and consulted, several
potential business partners that offer such services are
LGHQWLÀHGDQGDIWHUZKLFKRQHPRVWFORVHO\PDWFKHVD
set of criteria has been assessed, one is selected as the
provider for the required services.
In abstract terms the service provider appears as
a business partner that implements a collection of
port types covering the required services. For its
part, company A has to provide a port type with
operations that work as “stubs”17 and that are capable
of communicating with the ports that provide the
service on its partner’s side. In fact, company A may
decide to provide multiple port types that collectively
FRYHUWKHVHVWXEVȥWKDWLVFRPSDQ\$EHFRPHVLWVHOI 
a service provider. For the service to be delivered, both
participants have to make their respective operations
communicate with each other. This is done through
´SOXJOLQNVµ$SOXJOLQNLGHQWLÀHVSDLUVRI RSHUDWLRQV
that communicate with each other, and describes
which operation initiates this communication. A
communication consists, for example, in the process of
sending a request and receiving a response message.
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When the corresponding service partners are pluglinked they can start working together. The plugOLQNVWKDWKDYHEHHQGHÀQHGFDQEHXVHGWRH[FKDQJH
messages. Then, it is necessary to establish an agreed
RUGHU ´ÁRZ PRGHOµ  VR WKDW ERWK VLGHV RI  WKH
transaction expect the same sequence of events.
Company A may later wish to change the business
partner to which the services in question are outsourced,
because, for example, its requirements have become
more complex. In that case, the new requirements can
be put into a query called locator, which is run against a
service directory. The locator returns a list of qualifying
service providers. From this list Company A chooses a
new business partner that better serves its needs.
Company A may also decide to provide value-added
functions to outdo its competitors. For this purpose it
creates a global model, that is a new Web service that
aggregates the services of multiple service providers.
This new global Web service can be published in a
UDDI directory, which will enable service requesters
WRVHDUFKDQGÀQGWKHQHZVHUYLFH

3.

Web services and business
strategies

Over the last two decades, fast technological change,
the opening of a growing number of markets
to international competition, deregulation and
privatization, among other factors, have resulted
in fundamental strategic and operational changes
in business worldwide. Customers’ expectations
about the quality of products and services tend to
converge globally at higher levels, strong competitive
SUHVVXUHV SXVK IRU IDVWHU LQQRYDWLRQ DQG HIÀFLHQF\
and increasingly globally minded shareholders demand
world-class returns on investment.

so intense that it has been argued that in some cases
competition is no longer taking place among companies
but among rival supply chains.20 Competitive pressures
provide incentives for participants in supply chains
to cooperate more and more closely. A company’s
customers and suppliers tend to become more and
more involved in processes that range from product
VSHFLÀFDWLRQWRLQYHQWRU\PDQDJHPHQW7KLVUHTXLUHV
more integration of their respective information
systems.
These processes are dependent on the deployment of
management tools that rely on information technologies,
both internally (Enterprise Resource Planning, order
SURFHVVLQJ ÁRRU VKRS PDQDJHPHQW  DQG H[WHUQDOO\
(from simple e-mail to communicate with customers
and suppliers to Electronic Data Interchange (EDI),
web-based marketplaces).
The supply chain provides a good example of how
ICT-enabled interorganizational systems (IOS) can
generate competitive advantage. This has been well
documented, for example, as an ingredient of the
competitive success of small and medium-sized
computer equipment producers in Taiwan Province
of China.21 From the developing country perspective,
this is particularly interesting as participation in global
supply chains provides opportunities for export-led
growth and progress up the technology and value
ladder. The supply chain can be considered as a web of
processes and facilities by means of which the material
LQSXWVUHTXLUHGIRULWVSURGXFWLYHSURFHVVHVÁRZLQWR
DQHQWHUSULVHDUHWUDQVIRUPHGLQWRLQWHUPHGLDWHRUÀQDO
goods and are then distributed to its customers. This
increasingly requires deeper levels of cooperation with
outside entities.

In this environment, the capacity of enterprises to
UHVSRQG TXLFNO\ DQG ÁH[LEO\ WR FKDQJLQJ PDUNHW
conditions becomes more important than ever. A
consequence has been the implementation of intraand inter-organizational changes that often involve
the emergence of various kinds of strategic alliances
and other forms of business collaboration. More and
more enterprises seek productivity gains by entering
into networked organizational arrangements that have
been described as “value networks”.19

In modern, more tightly integrated supply chains the
links between suppliers and manufacturers extend
downwards to include distributors and retailers.
The digitally-enabled supply chain solution typically
allows the leading operator (say, the operator of an
international chain of fashion stores with suppliers
in both developed and developing countries) to
DFFHVV LQIRUPDWLRQ DERXW VXSSO\ DQG GHPDQG ÁRZV
for the various ranges of products so that it can
maintain the best possible balance between them. This
requires digital access to demand information from
the retail points (sales and stocks) as well as from its
manufacturing facilities and subcontractors, down in
the supply chain.

In sectors such as manufacturing or distribution, the
effects of global supply chains on competition are

The use of WS technologies in the supply chains
should help businesses to engage in extensive data
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exchange with their business partners, regardless
of their location, at a lower cost than with earlier
technologies (for example, EDI). Data exchanges
through WS technologies should also offer advantages
FRPSDUHG ZLWK ´WUDGLWLRQDOµ MXVWLQWLPH SXUFKDVLQJ
and vendor-managed inventory systems, which are
normally implemented only with suppliers based in
the close vicinity. In companies that apply best practice
in this area, information moves back and forth along
WKHVHFKDLQVLQUHDOWLPHDGMXVWLQJWKHGHOLYHU\VRWKDWLW
closely matches the needs of the customer, in location
as well as in timing. These integrated chains will deliver
DOOWKHLUSRWHQWLDOHIÀFLHQF\JDLQVRQO\LI V\QFKURQL]HG
real-time interaction exists between the networks of all
WKHDFWRUVWKDWSDUWLFLSDWHLQWKHP:6WHFKQRORJLHVÀW
perfectly into this picture.
More and better information enables companies to
better match demand and supply and thus improve
HIÀFLHQF\ )RU H[DPSOH LQYHQWRU\ OHYHOV FDQ EH
brought lower (an important counterbalance to the
push for higher inventory levels that may be needed
as companies increasingly turn to global sourcing,
which involves longer lead times and higher risks
of disruption caused by transport). The so-called
EXOOZKLS HIIHFW ZKLFK FRQVLVWV LQ WKH PDJQLÀFDWLRQ
RI  WKH ÁXFWXDWLRQV RI  GHPDQG FDXVHG E\ LPSHUIHFW
LQIRUPDWLRQ DV RUGHUV ÁRZ DORQJ WKH VXSSO\ FKDLQ
could be eliminated or greatly reduced. The aggregate
effect of the implementation of ICT-based solutions
along the supply chain should be higher effectiveness
DQGFRPSHWLWLYHQHVVLQWHUPVRI SURGXFWVSHFLÀFDWLRQ
prices and services. At the macro level WS could
provide an example of how, by contributing to the
reduction of information asymmetries, ICTs could
play a role in the smoothing of the business cycle.
Technologies such as order management systems,
enterprise resource planning (ERP) and supply chain
management (SCM) applications are the main ICT
underpinning modern supply chains. A further step
in the digitalization of supply chain management it
the use of IOS that connect them through Internetbased e-business systems. However, in developing
countries only a few enterprises, even in industries
that are closely integrated into global supply chains,
have these capabilities. If one goes a step down in the
chain, even fewer of their suppliers have them, and so
digital integration of the supply chain is only partial at
best, limited mostly to global operators and their larger
developing country suppliers. The ability of these large
and medium-sized developing country participants in
global supply chains to trust their lower-tier suppliers to
the required degree depends much less on technology
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and more on organizational factors such as industry
clustering, executive networks, business practices and
interpersonal relationships.22
:KLOH GRZQZDUG ÁRZV FDUU\ LQIRUPDWLRQ DERXW
product designs and orders, it is also possible to
have information moving up the supply chain. For
instance, smaller suppliers in the lower echelons tend
to specialize in the particular input they produce. They
can provide their larger customers with information
about their product, in some case even results from
high-value-added activities such as product research and
development. Larger suppliers can also cooperate with
JOREDOEUDQGRZQHUVLQSURGXFWGHVLJQDQGVSHFLÀFDWLRQ
7KHVH PXOWLGLUHFWLRQDO ÁRZV RI  LQIRUPDWLRQ DORQJ
WKH VXSSO\ FKDLQ FUHDWH RSSRUWXQLWLHV IRU HIÀFLHQF\
enhancement through extensive automation along the
chain, from global operator to the lower-level suppliers.
For example, quality monitoring can be substantially
improved thanks to IT. At the same time, automation can
be seen by the global brand owners as opportunities to
deal directly with lower-tier suppliers and thus squeeze
out the larger suppliers. Such strategies could damage
the traditional business networks that were critical to
several developing country export strategies.23
The coexistence of multiple supply chain management
systems based on EDI or Extensible Markup Language
(XML) means that there is a useful integration role that
could be played by WS. In the longer term, their use
should extend to other business processes by enabling
seamless, automatic interoperability between the
software applications used in running every part of a
business (procurement, production, sales and marketing,
DIWHUVDOHVVHUYLFHÀQDQFHKXPDQUHVRXUFHV ZLWKHDFK
other and with those of their customers and suppliers.
Beyond that, WS will be an essential part of an economy
in which “communication” between Internet-enabled
REMHFWV IRU H[DPSOH D VHQVRU LQ D PDFKLQH WKDW
detects that a piece will need to be replaced soon and
places an order with the supplier) will be increasingly
important. Although the main impact of Web services
will be on the operations of enterprises, there are also
many possibilities for consumer-oriented applications.
)RULQVWDQFHLQWKHWRXULVPVHFWRUȥDNH\VRXUFHRI 
employment and foreign reserves for many developing
FRXQWULHVȥ:6WHFKQRORJLHVFRXOGEHXVHGWRFUHDWH
virtual travel agents that would combine access to
reservation systems of airlines or railways, car rentals,
hotels, travel-related content providers and so forth.
Outsourcing is another trend that makes the emergence
of SOA and WS relevant for e-business development,
and more so for developing countries, for which ICT-
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enabled outsourcing makes it possible to compete
in a number of services that used to be closed to
international competition.24 Outsourcing is generally
GHÀQHGDVWKHSURFHVVE\ZKLFKHQWHUSULVHVLQRUGHU
to focus on the activities and processes that constitute
the core of their business, transfer non-core parts of
their activities to outside partners. As these functions
are transferred to specialists, more value can be
generated in their performance. While outsourcing is
most commonly conceived in this manner, other kinds
of outsourcing are emerging too. For example, some
enterprises are co-sourcing, that is pooling their noncore operations when no large-scale specialist exists.
This can also be done internally, for example when
DIÀOLDWHV RI  D WUDQVQDWLRQDO FRUSRUDWLRQ FRQFHQWUDWH
their operations for a particular product or service in
a single centre. In-sourcing consists in adopting best
SUDFWLFHLQDFHUWDLQ SURFHVVDQG DGGLQJ WR HIÀFLHQF\
gains by taking business from other companies (not
GLUHFW FRPSHWLWRUV  ZLWK FRQVHTXHQW EHQHÀWV IURP
economies of scale. In all these modalities the need
to smoothly exchange information between computers
running different operating systems and applications
in distant locations and serving business processes
that are the responsibility of different partners grows
exponentially.
The adoption of WS technologies will be increasingly
necessary in order to maintain competitiveness in
several sectors and industries of importance to
developing countries. For example, the ICT-producing
sector, in which developing countries have a large and
growing share of world trade, are rapidly adopting WS
technologies. It can be expected that this trend will be
replicated in a wide range of manufacturing activities
of considerable importance in the developing world,
including in areas such as textile and apparel. As for
services, as mentioned above, more effective interenterprise collaboration through WS technologies
could be of particular relevance to sectors such as
EXVLQHVVSURFHVVRXWVRXUFLQJDQGWRXULVP(IÀFLHQF\
gains in transport and logistics operations through
WS implementation could also represent a welcome
contribution to the alleviation of the burden
that these items represent for the operations of
enterprises in many developing countries, in many
RI  ZKLFK LQHIÀFLHQW WUDQVSRUW DQG ORJLVWLFV PDNH LW
impossible for enterprises to take advantage of the
low cost of production. Finally, developing countries
should consider the vast potential that WS and SOA
technologies offer for the implementation of egovernment services, both in those that are addressed
in the business sector (for example, Customs) and in
others that are fundamental for general development

REMHFWLYHV KHDOWK VHUYLFHV  ,Q DGGLWLRQ WR WKH OLVW RI 
industries above, which emphasizes sectors of greater
importance for developing countries, other areas
FRPPRQO\ FLWHG DV SDUWLFXODUO\ OLNHO\ WR EHQHÀW IURP
62$DQG:6DUHWKHÀQDQFLDOVHUYLFHVHVSHFLDOO\UHWDLO
banking and insurance and distribution services.
Box 6.1 showcases a few examples of initiatives
taken by Governments of developing countries that
use service-oriented technologies in a wide range of
areas. In some of them these technologies are used
to facilitate G2B interaction, thus providing both an
example and an incentive for private sector adoption
of SOA.

Box 6.1
Developing-country
public-sector adoption
of SOA and WS
L

L

L

In Argentina, the national tax agency has launched
a project to facilitate the access of other agencies and
HQWHUSULVHV WR WKH LQIRUPDWLRQ LQ LWV XQL¿HG WD[SD\HU
database. The project was based on the World Wide
Web Consortium (W3C) standards and other standards
addressing different protocol layers and special security
requirements. Inter-agency collaboration and improved
internal management enabled the tax agency to provide
real-time access and validation of information to users for
different transactions in a secure environment.
In ChileDQHI¿FLHQWPHFKDQLVPLVQHHGHGWRH[FKDQJH
information among government agencies in order to
implement recent legislation empowering citizens to
access the information that the Government collects
from them. For this, a Web-based information exchange
platform is being developed using open XML for data
H[FKDQJH62$3DQG:67KH¿QDOREMHFWLYHLVWRKDYH
all public sector agencies participating in the platform.
$ERXWFRPSDQLHVDUHH[SHFWHGWREHQH¿WIURPD
project of the Government of India to provide them with
online services such as company registration, payment
RI VWDWXWRU\ IHHV DQG ¿OLQJ RI WD[ UHWXUQV )ROORZLQJ
consultations with major technology players, an SOA
was chosen for the project. The business needs of users
DUHXVHGWRGH¿QHWKHDUFKLWHFWXUH¶VGHVLJQ7UDQVDFWLRQV
will be routed through a standards-based gateway to
ensure interoperability. The implementation partner is
compensated on the basis of a service-level agreement
ZKLFKGH¿QHVTXDOLW\RIVHUYLFHUHTXLUHPHQWVLQWHUPVRI
HI¿FLHQF\XVHUIULHQGOLQHVVDQGXVHUVDWLVIDFWLRQ

Source: Berkman Center for Internet and Society at Harvard Law
School (2005).
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C.

The crucial role of standards

As explained before, the technology undercurrent that
is moving WS forward is the mounting popularity of
distributed computing, which is closely linked to the
emergence of the Internet as the main ICT platform.
The reason for this is that the Internet’s standards
and protocols are designed to let computers using
different operating systems work together well. In a
similar fashion, what WS do is to apply the standards
embodied in, for example, XML, to enable a computer
to identify the resources it needs for a given task (for
instance, a piece of software or a set of data), locate
and access them through the network, formulate
a request and deal with what is sent in response.
This way the network operates as if it were a single
powerful computer that, like a desktop PC, needs
D VRUW RI  ´RSHUDWLQJ V\VWHPµ WR PDQDJH WKH ÁRZ RI 
requests for resources. This role is played by platforms
(or “application development environments”) that
provide developers with the instruments they need to
write their Web service applications.

For WS to deliver their potential, services from one
application vendor must be able to interoperate with
those of another vendor, which may have been built
on a different platform. In business terms this means
that there must be a guarantee that the Web service
that takes care of a company’s inventory management
can do business with the Web service that the supplier
uses to handle orders. The standard-setting process
is therefore critical for the development of WS. A
service-oriented approach depends on open standards.
Open standards ensure that the criteria and decisions
are truly service-oriented and are not biased towards
one platform or another. Without open standards the
possibilities that SOA give enterprises to combine,
replace and mix the components of their IT systems
ZLWKRXWWKHQHHGWRFUHDWHVSHFLÀFFRGHWRLQWHUFRQQHFW
would not materialize.
However, from the beginning of the emergence of WS
WHFKQRORJLHVVWDQGDUG VHWWLQJKDV EHHQD PDMRU LVVXH
of contention and there has been intense debate about
and around the bodies in which it takes place. Critics
KDYHDUJXHGWKDWLQJHQHUDO:6VSHFLÀFDWLRQVKDYHEHHQ

Box 6.2
What makes a standard “open”?
“...a standard [is considered] to be open when it complies with all these elements:
L

cannot be controlled by any single person or entity with any vested interests;

L

evolved and managed in a transparent process open to all interested parties;

L

platform independent, vendor neutral and usable for multiple implementations;

L

RSHQO\SXEOLVKHG LQFOXGLQJDYDLODELOLW\RIVSHFL¿FDWLRQVDQGVXSSRUWLQJPDWHULDO 

L

L
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DYDLODEOHUR\DOW\IUHHRUDWPLQLPDOFRVWZLWKRWKHUUHVWULFWLRQV VXFKDV¿HOGRIXVHDQGGHIHQVLYHVXVSHQVLRQ RIIHUHGRQUHDVRQDEOH
and non-discriminatory terms; and
approved through due process by rough consensus among participants.”

“Ten requirements that enable open standards:
2SHQ0HHWLQJʊDOOPD\SDUWLFLSDWHLQWKHVWDQGDUGVGHYHORSPHQWSURFHVV
&RQVHQVXVʊDOOLQWHUHVWVDUHGLVFXVVHGDQGDJUHHPHQWIRXQGQRGRPLQDWLRQ
'XH3URFHVVʊEDOORWLQJDQGDQDSSHDOVSURFHVVPD\EHXVHGWR¿QGUHVROXWLRQ
2SHQ,35ʊKRZKROGHUVRI,35UHODWHGWRWKHVWDQGDUGPDNHDYDLODEOHWKHLU,35
2QH:RUOGʊVDPHVWDQGDUGIRUWKHVDPHFDSDELOLW\ZRUOGZLGH
2SHQ&KDQJHʊDOOFKDQJHVDUHSUHVHQWHGDQGDJUHHGLQDIRUXPVXSSRUWLQJWKH¿YHUHTXLUHPHQWVDERYH
2SHQ'RFXPHQWVʊFRPPLWWHHGUDIWVDQGFRPSOHWHGVWDQGDUGVGRFXPHQWVDUHHDVLO\DYDLODEOHIRULPSOHPHQWDWLRQDQGXVH
2SHQ,QWHUIDFHʊVXSSRUWVSURSULHWDU\DGYDQWDJH LPSOHPHQWDWLRQ HDFKLQWHUIDFHLVQRWKLGGHQRUFRQWUROOHG LPSOHPHQWDWLRQ HDFK
interface of the implementation supports migration (use).
2SHQ$FFHVVʊREMHFWLYHFRQIRUPDQFHPHFKDQLVPVIRULPSOHPHQWDWLRQWHVWLQJDQGXVHUHYDOXDWLRQ
2QJRLQJ6XSSRUWʊVWDQGDUGVDUHVXSSRUWHGXQWLOXVHULQWHUHVWFHDVHVUDWKHUWKDQZKHQLPSOHPHQWHULQWHUHVWGHFOLQHV´

Source: Berkman Center for Internet & Society at Harvard Law School (2005) and Krechmer (2005).
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biased in favour of large technology vendors, and that
WKH\ GR QRW SURSHUO\ UHÁHFW WKH LQWHUHVWV RI  VPDOOHU
players, particularly those from developing countries.25
The criticism has been made that organizations such
as OASIS, W3C and WS-I should not be considered
proper standard-setting institutions and that their
RXWSXWVDUHQRWUHDOVWDQGDUGVEXWVSHFLÀFDWLRQVWKDW
HQMR\VRPHOHYHORI FRQVHQVXV26 For these critics, those
organizations lack full stakeholder involvement and
openness, and their outputs are not freely available and
implementable. For example, the claim that some of the
world’s largest IT companies deliberately undermined
the development of the UN-supported ebXML is
presented as an example of the way in which standard
setting is skewed towards the interest of the largest
corporations. From this viewpoint, although standard
setting may be a formally open process, participation
is costly and so the smaller player is “priced out of
the standards game” and private considerations prevail
over the public interest.
Criticisms such as those summarized above became
particularly strong in February 2005, when OASIS
announced a revised intellectual property rights
policy that included three modes for standards work:
Reasonable and Non Discriminatory Access (RAND);
royalty-free on RAND terms; and royalty-free on

limited terms.27 For FOSS advocates the move would
imply that the organization’s standards could not be
considered open. The response from OASIS was that
none of the fully formalized OASIS standards required
a royalty to be paid and that less than a dozen of the
DSSUR[LPDWHO\KXQGUHGVSHFLÀFDWLRQVXQGHUGLVFXVVLRQ
at that point would have royalties. As for the W3C,
after similar criticism of a proposal to allow companies
to charge royalties for patented technologies they had
contributed to its standards, it maintains a royalty-free
policy.
There are many alternative views, some stricter than
RWKHUVDERXWZKDWGHÀQHVDQ´RSHQVWDQGDUGµWZRRI 
which are summarized in box 6.2. It should be noted
WKDWIRUWKHDXWKRUVRI WKHÀUVWVHWRI FULWHULDIRURSHQ
standards, the output of the work of these entities
would fall into the category of “open standards”.
Regardless of the conceptual issues involved in
WKH GHÀQLWLRQ RI  D ´VWDQGDUGµ WKH UROH RI  IRUPDO
government-accredited standard-setting bodies in
WKH ÀHOG RI  ,&7 KDV GLPLQLVKHG LQ LPSRUWDQFH RYHU
the last two decades at the national and global levels.
The main reason for this is competition from private
consortia (including entities requiring membership
fees) and informal bodies, as a consequence of the

Box 6.3
Who’s who in WS standard setting
The Organization for the Advancement of Structured Information Standards (OASIS, www.oasis-open.org) was founded in 1993 under the
name SGML Open as a consortium of vendors and users devoted to developing guidelines for interoperability among products that support
WKH6WDQGDUG*HQHUDOL]HG0DUNXS/DQJXDJH 6*0/ 2$6,6FKDQJHGLWVQDPHLQWRUHÀHFWDQH[SDQGHGVFRSHRIWHFKQLFDOZRUN
LQFOXGLQJWKH([WHQVLEOH0DUNXS/DQJXDJH ;0/ DQGRWKHUUHODWHGVWDQGDUGV,WGHVFULEHVLWVHOIDV³DQRWIRUSUR¿WLQWHUQDWLRQDOFRQVRUWLXP
that drives the development, convergence, and adoption of e-business standards”, and claims about 5,000 “participants” representing over
600 organizations and individual members in 100 countries. It has developed standards such as UDDI v.2, Web Services Security (WSS)
and others (see annex I).
The World Wide Web Consortium (www.w3c.org) was created in 1994 and has published more than 90 standards, which it calls “W3C
5HFRPPHQGDWLRQV´LQFOXGLQJ:HEVHUYLFHVVWDQGDUGVVXFKDV:6'/8'',DQG62$3DQG;0/EDVHGVSHFL¿FDWLRQV:&LVDQLQWHUnational consortium whose operations are hosted mainly by the Massachusetts Institute of Technology, the European Research Consortium
in Informatics and Mathematics, and the Keio University of Japan. IT has a presence in 16 other locations, including three in developing
countries (India, Republic of Korea and Morocco). Its nearly 400 members include businesses, government agencies, NGOs and academic
and research institutions.
The Web Services Interoperability Organization (WS-I, www.ws-i.org) was created in February 2003 by a group of some of the leading global
,7FRPSDQLHVDQGLVVXSSRUWHGE\PDMRUSOD\HUVLQWKH:6¿HOG,WVSXUSRVHLVWRSURPRWHLQWHURSHUDELOLW\DPRQJ:HEVHUYLFHV7KH:6,
does not consider itself a standard-setting body in the sense that this term is normally understood, that is as a forum in which experts discuss
successive versions of a proposed standard until consensus is reached and a standard is published. Instead, the WS-I produces technical
guidelines to ensure that Web services products from different providers can work together. The WS-I offers a sort of Web services seal of
DSSURYDOSURYLGLQJFHUWL¿FDWLRQWKDW:HEVHUYLFHVDGKHUHWRVWDQGDUGVSXWRXWE\RWKHUVWDQGDUGVRUJDQL]DWLRQVVXFKDVWKH:RUOG:LGH
Web Consortium (W3C), the Organization for the Advancement of Structured Information Standards (OASIS) and the Internet Engineering
Task Force (IETF).
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Box 6.4
A comparison between ebXML and Web services
Although Web services and ebXML rely on the same technologies (SOAP/XML), they follow different approaches, are suited to somewhat
different purposes and are not yet interoperable.
In a Web services architecture, services are published on the Internet so that anyone who is interested can use them. A Web service is
GHVFULEHGDGYHUWLVHGDQGSURYLGHGE\WKHVDPHRUJDQL]DWLRQ7KHUHTXHVWHU¿QGVWKHVHUYLFHDQGHYHQWXDOO\ELQGVWRLW,QWKHFDVHRIDQ
HE;0/LPSOHPHQWDWLRQEXVLQHVVSDUWQHUVH[FKDQJHSUHGH¿QHGGRFXPHQWVLQDQSUHDJUHHGEXVLQHVVSURFHVV7KLVLVDFRQWUDFWDSSURDFK
WKDWFDQEHELODWHUDORUHYHQPXOWLODWHUDO7KHWUDGLQJSDUWQHUVPXVWQHJRWLDWHWKHLUSUR¿OHVDJUHHRQDFRQWUDFWDQGWKHQFRQGXFWWKHEXVLness transaction.
:HEVHUYLFHVDUHGHVLJQHGLQDERWWRPXSSURFHVVWKHVSHFL¿FDWLRQVIRUWKHFRUHUHTXLUHPHQWVDUHLPSOHPHQWHG¿UVW 62$3IRUPHVVDJLQJ8'',IRUGLVFRYHU\HWF DQGWKHQEURXJKWWRJHWKHUWRFUHDWHWKHVHUYLFH,QHE;0/WKHSURFHVVLVWRSGRZQ¿UVWWKHUHTXLUHPHQWVRI
DQHEXVLQHVVSURFHVVDUHDVVHVVHGDQGWKHQWKHVSHFL¿FDWLRQVWRPHHWWKHPDUHGH¿QHG:KLOHWKHERWWRPXSDSSURDFKUHVXOWVLQJUHDWHU
ÀH[LELOLW\ WKXVDOORZLQJ:6WHFKQRORJLHVWREHXVHIXOIRUPDQ\QRQEXVLQHVVSXUSRVHV WKHWRSGRZQDSSURDFKRIHE;0/PD\EHPRUH
adequate for supporting specialized business transactions.
)URPWKHSRLQWRIYLHZRIWKHSURWRFROVDQGVSHFL¿FDWLRQVHE;0/KDVDFKLHYHGPDWXULW\IDVWHUWKDQ:62QWKHRWKHUKDQG:6HQMR\ODUJHU
vendor support as they have a larger market and, as a consequence, all major players support the technology.

growing importance of private service providers and
technology developers. The extent to which this trend
has resulted in a suboptimal consideration of the public
interest in ICT standard setting is open to discussion. It
is also argued that the dominance of private interests in
standardization also reduces the openness of standards
by increasing IPR costs.29
In addition to the question of the marginal role that is
left to the smaller stakeholders, the relationship among
the larger players within the various WS-related bodies,
and for some time also among the bodies themselves,
was not always easy. For instance, Sun Microsystems
was initially excluded from the board of the WS-I. The
situation has evolved and a division of labour has been
HVWDEOLVKHGEHWZHHQWKHPDMRURUJDQL]DWLRQVZKLFKDUH
listed in box 6.3.
OASIS and the United Nations Centre for Trade
Facilitation and Electronic Business (UN/CEFACT)
KDYHMRLQWO\GHYHORSHGDVHWRI VWDQGDUGVEDVHGRQ;0/
the Electronic Business Extensible Markup Language
(ebXML) that enables enterprises to conduct business
RYHUWKH,QWHUQHW,WVREMHFWLYHLVWRSURYLGHDQRSHQ
XML-based infrastructure that enables the global use
of electronic business information in an interoperable,
secure and consistent manner by all trading partners.
7KH RULJLQDO SURMHFW HQYLVLRQHG ÀYH OD\HUV RI  GDWD
VSHFLÀFDWLRQ LQFOXGLQJ ;0/ VWDQGDUGV IRU EXVLQHVV
processes, collaboration protocol agreements, core
data components, messaging, and registries and
repositories.30 ebXML provides a standard means to use

the Internet to exchange business messages, conduct
trading relationships, communicate data in common
WHUPVDQGGHÀQHDQGUHJLVWHUEXVLQHVVSURFHVVHV31
In order to use ebXML, a “business process
VSHFLÀFDWLRQµ ZKLFKGHVFULEHVKRZDEXVLQHVVZRUNV 
and a “business document” (which describes the
information to be exchanged in the transaction) are
needed. The business documents are exchanged using
the ebXML Messaging Service, which is based on SOAP.
The system is completed with ebXML registries, which
DUHXVHGWRÀQGLQIRUPDWLRQRQSRWHQWLDOSDUWQHUVWKDW
offer the required services.

1.

Main standards, openness and
IT interoperability

Typically, an IOS is made up of a content platform,
a delivery platform and a trading partner base.32
In order to conduct business with their partners
through their system, the members of an IOS need
to have their private corporate data put into a format
that the IOS can understand. This is the role of the
content platform. The delivery platform is then used
to physically move the data from the computers of
an IOS member to those of another one. The data
reach the counterparts in the trading partner base to
which they were addressed. The degree of openness
of an IOS will be determined by that of each of its
constituent elements, ranging from the proprietary
system, partially open (EDI) and open-based system
(Internet-based).
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In a proprietary IOS, data standards (content) and
participation and access (trading partner base) tended
to be under the control of one of the members
(typically a large supplier or purchaser dealing with
many smaller customers or suppliers). As a result, the
systems tended to be highly customized and usable only
for transactions with the dominant player: investing in
the systems generated a lock-in effect for the smaller
partners.
In the case of EDI, although some of the earlier data
standards were proprietary, the most widely used ones
were developed by open organizations (in particular,
EDIFACT standards are approved and published by
the United Nations). Thus, the content platform of
EDI allows communications with a larger base of
trading partners and is less prone to lock-in effects.
However, in the typical case in which data transmission
takes place over private value-added communications
networks (VAN) the system cannot be said to be fully
open.
XML provides an open platform for Internet-based
inter-organizational systems. SOAP and WSDL may
also be considered to be open standards content
platforms. The Internet, as a globally accessible public
network based on open standards and protocols,
provides an open delivery platform. Enterprises that
MRLQ LQ DQ ,QWHUQHWEDVHG ,26 ZLWK RWKHU SDUWQHUV
HQMR\ WKH EHQHÀWV RI  RSHQQHVV DW WKH OHYHOV RI  ERWK
content and delivery and can theoretically extend their
,26WRYLUWXDOO\DQ\RWKHUÀUPLQWKHZRUOGWKDWKDVD
computer with access to the Internet.
Zhu et al. (2005) includes a number of references to
the existing literature about the differences between
XML and EDI standards. It has been pointed out that
cross-industry coordination is easier with XML-based
standards, as these are often less complex, rigid and
SDUWQHUVSHFLÀF33 XML standards are self-describing
DQG VLJQLÀFDQWO\ PRUH XVHUIULHQGO\ /HDUQLQJ DQG
applying XML standard requires less technical expertise
than EDI. For all these reasons negotiating a business
cooperation deal to be implemented through EDIbased technologies is considerably more costly and
requires a longer-term perspective than doing so on
the basis of XML standards.
The delivery platforms and communications protocols
add another factor of differentiation. EDI normally
used VANs with their own proprietary communications
protocols. Interconnection with other VANs may
imply the payment of additional charges or may even
be plainly impossible. The Internet, on the contrary,

is based on protocols designed to ensure the global
interoperability of the millions of networks of which
it is made up. The consequences in terms of costs are
VLJQLÀFDQW PDNLQJ ;0/EDVHG V\VWHPV PXFK PRUH
affordable and suitable for small and medium-sized
enterprises. Finally, there are important differences
in the trading partner bases of EDI and XML-based
standards. Internet-based IOS are open to a much
broader partner base and thus have the potential to
JHQHUDWHPRUHVLJQLÀFDQWQHWZRUNHIIHFWV,QSDUWLFXODU
thanks to the standards for the Universal Description
Discovery and Integration Registry (UDDI) companies
can search for unknown trading partners, while EDI
implementations could happen only within an existing
business relationship.
As products based on SOA and WS begin to enter the
corporate mainstream, the more visible commitment
of key technology providers should give enterprises
WKH FRQÀGHQFH WR SUHSDUH IRU LPSOHPHQWDWLRQ RI 
upcoming WS standards, as many real-world products
based on these standards are now being developed.
Annex I lists some of the most commonly cited WSUHODWHGVSHFLÀFDWLRQVDQGVWDQGDUGV
For example, in 2005 IBM, Microsoft and a group of
other technology providers, including Actional, BEA
Systems, Computer Associates, Oracle, RSA Security
and Verisign, announced that that they planned to place
WKUHHNH\:HEVHUYLFHVVHFXULW\VSHFLÀFDWLRQVXQGHUWKH
control of the Organisation for the Advancement of
Structured Information Standards (OASIS). The three
VSHFLÀFDWLRQVDOOEDVHGRQWKHFRUH:66HFXULW\DUH
- WS-Trust ZKLFK GHÀQHV H[WHQVLRQV IRU
requesting security tokens and brokering trust
relationships);
-

WS-SecureConversation ZKLFK GHÀQHV
mechanisms for securing multiple messages);

- WS-SecurityPolicy ZKLFK GHÀQHV VHFXULW\
policy assertions for WS-Security, WS-Trust
and WS-SecureConversation).
7KLV PRYH SODFHV IXQGDPHQWDO :6 VSHFLÀFDWLRQV
XQGHUWKHFRQWURORI 2$6,6DQGUHÁHFWVWKHJURZLQJ
maturity of WS security. Many of the basic elements
of secure WS are now in place. The publication of
WKHVH VSHFLÀFDWLRQV DV 2$6,6 VWDQGDUGV VKRXOG KHOS
to advance interoperability, although further work,
perhaps in the form of enhancements to the Web
Services Interoperability (WS-I), may be required in
order to help enterprises make their deployments as
compatible as possible. Also, the basic security policy
language is likely to require extensions, which will be
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implemented in both proprietary and future standard
versions.

Of course, these features of FOSS-based WS are
particularly interesting for developing countries.

Open standards play an increasingly important role in
the generation of the economic value that enterprises
can derive from their participation in these business
networks. The combination of open standards with
application-level intelligence and “dumb” network
is consistent with the Internet’s underlying end-toend principle. As chapter 7 of this Report shows,
maintaining the integrity of the Internet’s constituent
OD\HUVLVFUXFLDOIRULWVSRWHQWLDOWREHIXOÀOOHGLQFOXGLQJ
with regard to its business transformation aspects.
Thus, while EDI had been available since the 1970s, it
was the widespread adoption of Internet technologies
(based on open standards such as the TCP/IP and
XML) that accelerated the development of ICTenabled inter-organizational systems (IOS).34

The value of implementing SOA and WS increases
exponentially with the number of services that are
available on the SOA. Implementing a commercial,
proprietary SOA normally involves the payment of
fees that are proportional to the computing resources
that are running the SOA infrastructure (number of
computers and/or processing power). This means that
going for a truly comprehensive SOA implementation
that connects all the enterprise’s services and
applications can become rather expensive. If a FOSS
platform is chosen, this restriction is lifted and the
enterprise (or the public sector agency) can add as many
services and applications to the SOA infrastructure as
makes business sense.

Enterprises that adopt open standards not only
minimize their risk of being trapped in obsolete
standards but also empower themselves to capture
PRUH RI  WKH HFRQRPLF EHQHÀWV JHQHUDWHG E\ WKH
Internet. The importance of openness for SOA and
WS technologies naturally leads to the consideration
of how a closely related trend, namely the growing
importance of free and open source software, may
facilitate the adoption of SOA and WS technologies,
especially in developing countries.

2.

Free and open source software,
SOA and WS

Free and open source software (FOSS) is an approach
to software development whereby communities of
developers create software through a public process
and the resulting product is made available free of
charge.35 )266 UHSUHVHQWV D PDMRU SDUDGLJP VKLIW LQ
the software industry, which is rapidly being adopted
E\ PDQ\ PDMRU PLGGOHZDUH SURGXFHUV )RU WKRVH
companies, taking the FOSS approach ensures that
their products will be of the highest quality, at least
equivalent to that of commercial proprietary products.
They build their business models around the sale of
support and other services.
Like all other FOSS products, SOA and WS implemented on a FOSS platform make it possible for
users to utilize the software without restrictions and
without paying licence fees, as well as giving them the
possibility to modify it and develop applications of it
DVWKH\VHHLWÀWDQGWKHSRVVLELOLW\WRGLVWULEXWHLWWR
other users. Building WS on an open source platform
also reduces concerns about vendor lock-in issues.

A second interesting feature of FOSS is that vendor
lock-in issues are alleviated. FOSS developers’
communities have a strong culture of supporting the
evolution of standards, which is particularly relevant in
the case of SOA technologies. And they do not go out
of business or change licensing models, thus leaving
previous buyers stuck with technologies that are fast
becoming obsolescent.
Another point of convergence between FOSS and
SOA and WS is that standards are crucial for their
successful implementation. FOSS production methods
encourage the developing community to move towards
standards. As shown by the listing in annex I, SOA and
WS rely on the existence of an increasing number of
standards. This makes it possible, and actually provides
an incentive for the FOSS community, to develop
solutions for SOA and WS. For developing countries
FOSS platforms for SOA and WS also have the
DGYDQWDJHWKDWWKH\PD\EHDEOHWREHQHÀWDWQRFRVW
from solutions and updates that have been integrated
into existing implementations and made available to
the developing community.
The popularity of FOSS products such as Linus,
Apache, MySQL and others indicates that the
FOSS approach has been particularly productive
in the systems and applications infrastructure layer.
FOSS platforms using LAMP are among the more
widespread platforms for the implementation of WS.
LAMP stands for “Linux, Apache, MySQL and PHP”,
although the acronym is increasingly used to refer to
WS built with any combination of FOSS products,
such as Linux, FreeBSD/OpenBSD, Apache, Python,
Perl, PHP, PostgreSQL and MySQL.
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Table 6.1
Some open source projects relevant to SOA and WS
Project

Description

More information

ActiveMQ

Java Message Service (JMS) provider

Activemq.codehaus.org

Axix

Web services connector for Java

ws.apache.org/axis

Celtix

Enterprise Service Bus (ESB)

Celtix.objectweb.org

JEMS

Suite of open source tools for SOA implementations

Www.jboss.org

JORAM

JMS implementation

Joram.objectweb.org

jUDDI

-DYDLPSOHPHQWDWLRQRIWKH8'',VSHFL¿FDWLRQIRU:HEVHUYLFHV

ws.apache.org/juddi

Mule

ESB messaging framework

mule.codehaus.org

open-esb

SUN-sponsored ESB

Open-esb.dev.java.net

openadaptor

Java/XML-based services connector

Www.openadaptor.org

OSMQ

Java message router, broker and middleware framework

www.bostonsg.com/osmq/index.html

RM4GS

Implementation of WS-RM, which provides reliable messaging for Web services

businessgrid.ipa.go.jp/rm4gs/index-en.html

Sandesha

Implementation of WS-RM, providing reliable messaging for Web services

ws.apache.org/sandesha/

ServiceMix

An ESB and SOA toolkit

servicemix.org/site/home.html

Synapse

Web services connector

wiki.apache.org/incubator/SynapseProposal

UDDI4J

Discovery service client

uddi4j.sourceforge.net/

As of mid-June 2006, typing the words “web services”
in the search engine of http://sourceforge.net (a site
WKDWKRVWVRSHQVRXUFHGHYHORSPHQWSURMHFWV WXUQVXS
 :HE VHUYLFHV SURMHFWV ,QFUHDVLQJO\ FRPPHUFLDO
vendors are themselves participating in open source
SURMHFWVDWUHQGWKDWLVOLNHO\WRFRQWLQXH$VPHQWLRQHG
before, middleware vendors such as IBM, Sonic
Software, IONA Technologies, SUN Microsystems
and others have begun passing code to which they held
SURSULHWDU\ULJKWVRQWRRSHQVRXUFHSURMHFWV7DEOH
OLVWVMXVWDIHZRSHQVRXUFHSURMHFWVWKDWDUHUHOHYDQW
to SOA.
)266 SODWIRUPV SURYLGH D VLJQLÀFDQW RSSRUWXQLW\
for enterprises in developing countries to experiment
with and gradually adopt SOA and WS technologies
in an effective, secure and affordable manner. FOSS
VROXWLRQVRIIHUWDQJLEOHEHQHÀWVWKDWKDYHEHHQSURYHQ
at the infrasructure layer and should receive full
consideration by anyone interested in SOA and WS.

D.

Effects on e-business of SOA
and WS deployments

According to a recent IDC Research report,36 a clear
focus for many of today’s SOA implementation is
the extension of information and business processes

to new users (e.g. employees, partners, suppliers,
customers and agencies). Other typical solutions
include optimizing procurement, inventory and B2B
information exchange processes, as well as sharing sales
DQG ÀQDQFLDO LQIRUPDWLRQ IRU XVH LQ SODQQLQJ ELOOLQJ
DQGFUHGLWSURFHVVLQJ0DQ\LQGXVWU\VSHFLÀFXVHFDVHV
KDYHEHHQLGHQWLÀHG)RUH[DPSOHVROXWLRQVZLWKLQWKH
health-care sector range from claims processing to
bedside patient care.37
In general, companies tend to change to SOA as part
of a medium- to long-term shift towards networkbased IT solutions. However, there are also short-term
EHQHÀWV WR EH UHDSHG )RU LQVWDQFH LQWHJUDWLRQ DQG
compatibility across various retail channels can result
in increased sales revenues, as they make it possible to
more easily integrate demand-side information into
the design and production processes.
Merger processes offer another example of how
WS (as an initial step) and more sophisticated SOA
implementations (at a later stage) can bring about
VXEVWDQWLDO HIÀFLHQF\ JDLQV LQ WKLV FDVH WKURXJK WKH
easier consolidation of databases and systems.
,Q UHWDLO ÀQDQFLDO VHUYLFHV WKH XVH RI  :6 FDQ UHVXOW
LQ VLJQLÀFDQW FRVW UHGXFWLRQV )RU H[DPSOH D OHDGLQJ
North American bank added new functionality to
existing Web-based customer application processes,
achieving a consolidated view of customer account and
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Box 6.5
An imaginary example of how to implement SOA
From its African home in Cornucopia, Bricks and Mortar Plc. (B&M) has grown into a global construction materials supplier with presence in
VL[FRXQWULHVRI:HVWDQG6RXWK$VLDDQG/DWLQ$PHULFD+DYLQJDFFXPXODWHGDIHZ\HDUV¶H[SHULHQFHZLWK;0/% 0KDVODXQFKHGDORQJ
term SOA strategy in an effort to redesign its IT strategy to adapt it to the needs of its growing international activities. The goal is to create
a single, cross-regional infrastructure to replace their rather fragmented base, and at the same time, to add IT capacity by sharing a larger
SDUWRIWKHDYDLODEOHUHVRXUFHV$QRWKHUNH\REMHFWLYHZDVWRHQKDQFHWKHHI¿FLHQF\RILWVVXSSO\FKDLQPDQDJHPHQW
As is often the case with companies starting to experiment with the SOA model, it has taken about two years for B&M to have more than a
IHZLPSOHPHQWDWLRQVUXQQLQJ+RZHYHUWKHHIIRUWRYHUWKHVHWZR\HDUVKDVVHUYHGWRVKDUSO\FRQFHQWUDWHWKHFRPSDQ\¶V,7SROLFLHVRQ:6
% 0KDVHVWDEOLVKHGDSROLF\WRUHYLHZLWVSURSRVHG:6LPSOHPHQWDWLRQVWRPDNHVXUHWKDWWKH\FRPSO\ZLWKWKHFRPSDQ\¶VFRQGLWLRQVDQG
VWDQGDUGVEHIRUHWKH\DUHSXEOLVKHGWKURXJKWKHHQWHUSULVH¶VUHJLVWU\% 0FRQWLQXHVWRXVHWUDGLWLRQDOLQWHJUDWLRQDQGPLGGOHZDUHVRIWZDUH
while gradually deploying more and more WS solutions for areas such as development, security, management and business process orchestration.
,QWHUPVRIFRQFUHWHJDLQVIURPWKHPRYHWRZDUGV62$% 0¶V,7PDQDJHPHQWWHDPDUHSDUWLFXODUO\SOHDVHGZLWKWKHFUHDWLRQRIDVXSSO\
chain “control panel” that brings together information taken from applications from several vendors into a single view. They estimate that
thanks to their decision to use SOA this project could be implemented with monetary savings in the region of 30 per cent and within much
WLJKWHUGHDGOLQHV(TXDOO\LPSRUWDQWZDVWKHIDFWWKDWWKLVVXFFHVVVWRU\KHOSHGFRQYLQFH% 0¶VVHQLRUPDQDJHPHQWWRDFFHOHUDWH62$DQG
WS adoption in the company.

Source: UNCTAD elaboration of case studies published by SOA tool vendors.

credit information. This allowed the bank to retire half
of its process locations and save several million dollars
in costs. Another bank now allows online customer
access to banking services previously available only
to call centre agents. A US federal agency created a
shared service centre to better manage inventories and
handle logistical processes across its agency, customers
and commercial trading partners. By implementing a
VHDPOHVVGDWDDUFKLWHFWXUHLWFDQPRUHHIÀFLHQWO\KDQGOH
requisition approvals and updates, inventory searches
DQGDOORFDWLRQVVKLSPHQWVDQGÀQDQFLDOWUDQVDFWLRQV

1. The transition to SOA

It is interesting to note that there is a wide diversity
of reported reasons for adopting WS and SOA.
6RPHRUJDQL]DWLRQVKDYHWDUJHWHGDXWRPDWLQJVSHFLÀF
business functions and processes that were previously
manual activities due to complexities in integrating
fractured applications and systems. Others have opted
to introduce SOA in non-mission-critical business
functions in order to reduce the initial risk and ensure
future investments. Box 6.5 presents the case of an
imaginary enterprise, putting together information
available about the experience of various enterprises
in implementing SOA and WS in a developing country
context.

This is not being made easier by the abundance of
standards and the danger that there could be a divergence
LQWKLVUHJDUGDPRQJPDMRUYHQGRUV7KHUHVSRQVHWR
these concerns tends to be that precisely because SOA
allows the loose coupling of systems, each individual
technology choice becomes intrinsically less risky.
Enterprises that have taken a centralized approach to
policy-making for SOA adoption are reported to have
been more successful.39 The teams of SOA experts
that are thus created become a useful resource to
identify best practice in the application of SOA and
WS to key business processes. They also help build the
enterprise’s knowledge base about SOA, its impact on
both IT systems and in overall business operations and
how to identify the better candidate processes/services
for the deployment of those technologies.

Box 6.6 summarizes the motivations and expectations
of an enterprise that plans to implement a SOA.

It is to be expected that not every aspect of an
enterprise’s systems will be immediately open to WS
implementations. Normally, enterprises will not wish
or need to completely reshape all their IT systems
for that purpose. However, many companies, mostly
in developed countries but also others based in
developing countries, have started to implement WS
to such an extent that they do need to put in place
adequate SOAs.
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Box 6.6
The case of Asian Paints
Asian Paints is an Indian manufacturer of consumer and industrial paints with operations in 23 countries. It has experience in
using IT to automate important business processes, including
manufacturing, distribution and inventory management, and
sees IT and particularly SOA as a means of differentiating itself
from its competitors.
In 2000, Asian Paints decided to undertake a migration of critical systems from in-house-developed custom applications to
vendor-provided solutions. An important reason for this move
was the need to integrate internal systems with its supply
chain business partners. The company currently uses XML to
exchange information with its partners. The use of SOA technologies should in the future allow supply chain partners to
obtain product and inventory information themselves rather
than require Asian Paints to provide this information to them.
WS and SOA standards are expected to broaden the range of
interactions with supply chain partners and to lower their cost.
SOA-based applications will target better and more integrated
supply-chain and production planning processes. Asian Paints
also plans to add business process management, automated
controls for compliance and specialized applications to support
its painting services business with the new SOA architecture.
In order to maximize the value that could be generated by its
SOA-based strategy, the company will need to convince its
business partners to also take an SOA approach to their IT
systems. Most of them do not currently use SOA/WS standards.

Source: IDC (2005).

Enterprises considering automating business processes
through WS will not face any scarcity of commercial
technology providers, either in developed or in
developing countries. However, they should be aware
WKDWWKLVLVDÀHOGZKHUHH[SHULHQFHDERXWFHQWUDOLVVXHV
such as performance, security and interoperability
is still being accumulated at a fast pace. Therefore,
before engaging in the process of change that WS and
SOA involve it is important for enterprises to achieve
DVXIÀFLHQWXQGHUVWDQGLQJRI WKHVWDQGDUGVDQGEDVLF
underpinnings of these technologies. They should also
undertake their own investigation into the priorities
for WS and SOA implementations and the necessary
business process redesign.

2. Theory and practice
There is little doubt about the real positive impact
that WS and SOA can make on competitiveness by
facilitating integration of applications and collaboration

with business partners. For example, leading players in
the B2C arena such as eBay and Amazon seem to have
EHHQ DEOH WR PDNH VLJQLÀFDQW JDLQV E\ LPSOHPHQWLQJ
WS. Other companies claim that they have observed
productivity gains, although this may be more in terms
of additional capabilities than can be transformed into
IXWXUH EHQHÀWV WKDQ RI  DFWXDO SURÀWV ,Q WKH 8QLWHG
States, a survey of 437 companies made by the Yankee
*URXSLQIRXQGWKDWSHUFHQWRI UHVSRQGHQWV
had already implemented WS and another 39 per cent
expected to do so in 2005. Seventy-one per cent said
that they planned to increase spending on WS in 2005.
The advantages most commonly quoted were improved
ability to cooperate with business partners (77 per
cent), reduced complexity in distributed applications
(66 per cent), higher revenues (66 per cent) and lower
DSSOLFDWLRQGHYHORSPHQWFRVWV SHUFHQW 6HFXULW\
ranked at the top of the list of WS-related worries (72
per cent).40
Yet the experience of WS implementation so far shows
WKDW GLIÀFXOWLHV DUH ERXQG WR UHPDLQ IRU WHFKQLFDO
UHDVRQV EXW DOVR DQG PRUH GLIÀFXOW WR DGGUHVV
business reasons. The earlier WS adopters have tended
to be large corporations. These are usually able to push
their business partners to participate and eventually
À[WRDODUJHH[WHQWWKHFRQGLWLRQVXQGHUZKLFKWKHLU
suppliers/customers engage in WS. For instance, a
small company that intends to use eBay’s WS to sell its
products has no possibility of negotiating the WS that
will apply to their transactions. All it can do is to adhere
to the standards published by eBay. But even in these
cases, applications used by different companies, even
those used in the same business process, rarely include
the same data or handle it in exactly the same way.
Even minor data format disagreements (for example,
the format in which decimals or dates are notated in an
order) may involve extensive work before real systems
LQWHJUDWLRQFDQKDSSHQ7KHUHLVQRVSHFLÀFVROXWLRQ
that WS can contribute to this problem.
As companies start to discuss solutions to these issues,
the business problems of system integrations become
apparent: decisions have to be made about the level of
control each partner retains over its own information
(some of which may be highly sensitive, i.e. customer
data) and how much it provides to its partners. Details
RI  ÀQDQFLDO DQG RWKHU EXVLQHVV SUDFWLFHV QHHG WR EH
agreed on, which may be challenging when the partners
are based in countries with different business traditions
and regulatory frameworks. For instance, at what time
of the day is a transaction considered to have taken
place the next business day? Or at what point in the
history of the relationship with a customer are certain
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credit conditions granted? Resolving these issues can be
time-consuming and expensive, even within different
units of the same company.
In theory, WS should be equally applicable to
transactions taking place inside a company or with
external companies. In practice, it is more frequent to
see them implemented for internal transactions. For
inter-organizational links it is much more frequent to
see WS used between enterprises that have a long record
of cooperation and are technologically sophisticated.
In terms of size, there are more examples of
implementations among large corporations, although
the case of WS relationships between large companies
and their smaller suppliers is also frequent. But even
in developed countries, smaller enterprises tend to
cooperate using non-structured technologies such as
e-mail and Web rather than structured ones such as
EDI, XML and WS.41
In terms of the nature of the business processes to
which WS are being applied so far, they tend to be
the ones most simple and easiest to automate, such as
the transmission of orders and the description of the
items in a catalogue. In an evolutionary process WS are
expected to extend their support to other more complex
processes. However, for enterprises, particularly those
with less experience in complex IT implementations,
it is advisable to take an incremental approach to their
adoption of WS.
There are a number of considerations that an
enterprise should bear in mind when assessing the
possibility of investing in a WS implementation.
7KH ÀUVW RQH LV WKH NLQG RI  UHODWLRQVKLS LW KDV ZLWK
the business partners that are most likely to use the
proposed WS. This includes not only the nature of the
business relationship itself but also its time horizon.
Then there is the issue of how data are going to be
shared and who and how is going to handle a given
segment of a business process, and how it is going
to be handled. There are decisions to be made about
the way in which the WS is going to be implemented:
what processes are to be automated and if/how WS
are to be extended to other business processes. Finally,
there is the question of how the enterprise is going to
handle the WS implementation so that at the end it
has developed an additional competitive advantage and
added to its knowledge base.
The preceding paragraphs made several references
to the importance of work on security-related
standards for WS.42 WS may put outsiders in contact
with systems that are at the core of the activity of an
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enterprise. This is a manifestation of a general trend
towards greater openness of enterprises, in relation
to both their customers and their suppliers. Normally,
HQWHUSULVHVEHQHÀWIURPWKLVJUHDWHURSHQQHVVEHFDXVH
they can be more responsive to their customers and
receive better service from their partners. But it should
not be forgotten that any interface with the outside
world represents a risk of intrusion, ranging from the
merely indiscreet to the seriously malicious. While the
LQGXVWU\LVWDNLQJVLJQLÀFDQWVWHSVWRDGGUHVVVHFXULW\
concerns, at this stage of the technology’s maturity,
and of the user’s understanding of it, fully addressing
VHFXULW\ LVVXHV LQFOXGLQJ WKH LPSOLFDWLRQV IRU SURMHFW
scalability) should remain a central consideration of
DQ\PDMRU:HEVHUYLFHLPSOHPHQWDWLRQ

E. Conclusions and
recommendations
The preceding sections of this chapter have shown
how, for reasons that have to do with trends in the
evolution of ICTs but also, and perhaps even more,
with changes in business strategy, services-oriented
DUFKLWHFWXUHVDQG:HEVHUYLFHVZLOOKDYHDPDMRUUROH
in shaping e-business in the next few years. SOA will
SUREDEO\UHSUHVHQWWKHQH[WPDMRUZDYHRI HQWHUSULVH
IT architectures, replacing in many instances the
client/server model in its dominant role. Web services
standards will play a central role in the materialization
of this change, as they are what renders operative the
networking, transport, security and other layers of
SOA implementations.
In a wide range of industries, many of which (such as
electronics, textiles, other manufactures and tourism)
are of great importance for developing countries,
FRPSHWLWLYHQHVVZLOOEHJUHDWO\LQÁXHQFHGE\WKHDELOLW\
to integrate information systems inside the enterprise
and with those of business partners. SOA and WS
will be fundamental for this and enterprises need to
be aware of these technologies, understand their
underpinnings and put them into practice.
As wider deployment of SOA and WS technologies
facilitates the achievement of deeper levels of
collaboration among enterprises and across
geographical boundaries, opportunities may arise for
those from developing countries. These may come from
easier participation in supply chains and from widened
possibilities for outsourcing. Both increasingly require
deeper levels of integration and interaction between
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the IT systems of enterprises. As companies share
information better with their customers and suppliers,
and IT enables them to cooperate at deeper levels,
WKH\ FDQ HQKDQFH SURGXFW GHVLJQ DQG VSHFLÀFDWLRQ
customize production, improve quality, reduce stocks
and become more responsive to changes in market
conditions. In this context, SOA and WS may become
a sort of global production infrastructure supporting
a common organizational logic. The challenge for
developing countries is to ensure that they become
part of this global business infrastructure.
Decision makers in enterprises and in the public
sector should be aware that interoperability is as much
a business strategy issue as it is a technology one.
Technology makes interoperability possible, but only if
interoperability is incorporated into the business plans
of the enterprises or public sector agencies concerned.
Frequently, the main barriers to interoperability are not
technical, and include issues such as the following:
Regulatory (or market-driven) limits on the nature of
information that can be shared with business partners
or, in the case of the public sector, on the kind of
cooperation arrangements between different agencies;
Institutional and/or cultural boundaries that separate
organizations in terms of information sharing or that
generate resistance to perceived losses of control over
information;
Lack of awareness about the services that are available
and the ones that may contribute to a particular
business need;
L

Lack of managerial capacity;

L

Fear of loss of intellectual property; and

L

Concerns about security problems.

Therefore, besides technology, planning and
implementation monitoring should address aspects
such as the desired levels of information sharing, the
changes that may be necessary in business processes
and the upgrading of human skills, including at the
managerial and strategy-setting levels.
In particular, Governments and enterprises should
be aware that in a market environment increasingly

marked by cooperation within, and competition
among, networks, the capacity to generate and sustain
trust among business partners and customers becomes
a fundamental ingredient of success. Regulatory
entities have a crucial role to play in this regard and
Governments of developing countries should make
sure that their enterprises are able to operate within
a legal and regulatory framework that creates trust
and facilitates ICT-enabled information sharing and
collaboration.
Another consideration that should be incorporated
into public policies in order to facilitate the adoption
of services-oriented architectures and Web services
relates to the role that public-sector agencies can play
as early adopters and role models for the private sector.
In addition to enhancing the effectiveness of public
services, SOA and WS implementations in public-sector
agencies can raise awareness about these technologies
among the less internationally exposed enterprises and
provide incentives for their adoption. In so doing, both
public- and private-sector decision makers should give
full consideration to FOSS platforms for SOA and WS.
Governments should also consider establishing their
own frameworks for IT interoperability.
Finally, this chapter has shown how without open
standards, SOA and WS technologies lose much of
their business transformation potential. However,
many aspects of standard-setting in this, as in several
other areas of ICTs, are currently outside the public
sphere and dominated by a small number of private
SOD\HUV ȥ PRVWO\ WHFKQRORJ\ YHQGRUV :KHWKHU WKH
interests of users and consumers, particularly those
from developing countries, are adequately taken
into account in these standard-setting processes is
open to discussion. Government involvement is not
necessarily a precondition for the development of
open standards. But Governments, including those of
developing countries, should pay adequate attention
to those processes, and both as intensive IT users
and in their function of protecting the public interest
should provide input and feedback into the SOA and
WS standard-setting processes, promote awareness
about them among their private sector and facilitate
the presence of private sector players from developing
countries in the bodies that develop SOA and WS
standards.
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Annex I
Some Web services speciﬁcations and standards
WS-TF (Web Service Transaction Framework)
WS-Coordination

Protocol that coordinates activities in distributed environments. Enables existing systems to
hide proprietary protocols and operate in an heterogeneous environment.

W S-Atomic Transaction

Coordinating protocol for handling well-known and accepted two-phase commit protocols.

WS-Business Activity

'H¿QHVSURWRFROVDOORZHGWRFRRUGLQDWHDEXVLQHVVDFWLYLW\

Metadata
WS-Policy

'H¿QHVDEDVHVHWRIFRQVWUXFWVWKDWFDQEHXVHGDQGH[WHQGHGE\RWKHU:HEVHUYLFHVVSHFL¿FDWLRQVWRGHVFULEHDEURDGUDQJHRIVHUYLFHUHTXLUHPHQWVSUHIHUHQFHVRUFDSDELOLWLHV

UDDI

Universal Description, Discovery and Integration, used to locate Web services by enabling
robust queries against rich metadata.

WSDL

Web Services Description Language standard, an XML format for describing network services as a set of endpoints operating on messages containing either document-oriented or
procedure-oriented information.

WS-Discovery

'H¿QHVDPXOWLFDVWGLVFRYHU\SURWRFROWRORFDWHVHUYLFHV

WS-Addressing

Reliable Messaging
WSRM

:65HOLDEOH0HVVDJLQJGH¿QHVDPHFKDQLVPWRJXDUDQWHHWKHGHOLYHU\RIPHVVDJHVWRDSplications and Web services.

WS reliability 1.1 (WSRX) (OASIS Standard)

Idem (OASIS standard).

Security
WSS v1.0

Web Services Security describes mechanisms for message authentication including exFKDQJHRILGHQWL¿FDWLRQWKURXJKSUR¿OHVVXFKDVXVHUQDPH;FHUWL¿FDWHVDQG.HUEHURV
(OASIS Standard).

WS-SX

WS Secure exchange includes WS SecureConversation, WS-Trust and WS- SecurityPolicy
(see below).

WS SecureConversation

Provides for the establishment and sharing of security contexts as well as a mechanism for
deriving keys from security contexts.

WS-Trust

'H¿QHV PHFKDQLVPV IRU HVWDEOLVKLQJ D WUXVW UHODWLRQVKLS EHWZHHQ :HE VHUYLFHV ([WHQGV
tokens that can be exchanged between trust domains.

WS-SecurityPolicy

'H¿QHVSROLF\DVVHUWLRQVWKDWDSSO\WR:HEVHUYLFHVVHFXULW\ 62$30HVVDJHVHFXULW\:6
Trust, WS-SecureConversation).

Management
WSDM

'H¿QHVWKHPHDQVWRSURYLGHPDQDJHPHQWRIVHUYLFHVLQDGLVWULEXWHGHQYLURQPHQW,WFRPprises MOWS and MUWS (OASIS standard).

MOWS

Management of Webs Services, describes a mechanism for managing Webs services, including functional, resource and service management (OASIS standard).

MUWS

Management Using Web Services, describes the mechanism required to manage resources
using Web services (OASIS standard).

Source: http://www.networkcomputing.com/showArticle.jhtml?articleID=180205695
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CHAPTER 6 SERVICE-ORIENTED ARCHITECTURE AND WEB SERVICES TECHNOLOGIES:

Notes
1.

$FFRUGLQJWRWKH,(((6WDQGDUGDUFKLWHFWXUHLVGHÀQHGDVWKHIXQGDPHQWDORUJDQL]DWLRQRID
system, embodied in its components, their relationship to each other and the principles governing its design
and evolution.

2.

Stencil Group (2002).

3.

For example, see IDC Research (2005a).

4.

,Q*DUWQHUSUHGLFWHGWKDWDERXWELOOLRQZRXOGKDYHEHHQZDVWHGRQPLVJXLGHG:HEVHUYLFHVSURMHFWV
by 2007. See http://www.cio.com/archive/100103/standards.html.

5.

IDC Research (2003).

6.

IDC Research (2005a).

7.

Radicati Group (2004).



Gartner (2005).
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&25%$ VWDQGV IRU &RPPRQ 2EMHFW 5HTXHVW %URNHU $UFKLWHFWXUH ,W LV D VWDQGDUG WKDW GHÀQHV KRZ
applications written in various languages and running on different platforms can interoperate. DCOM
VWDQGV IRU 'LVWULEXWHG &RPSRQHQW 2EMHFW 0RGHO 7KLV LV D 0LFURVRIW SURSULHWDU\ WHFKQRORJ\ WKDW OHWV
software components distributed among several interconnected computers communicate.

10. It should be noted that sometimes CORBA is considered a case of SOA implementation. See, for example,
KWWSZZZLEPFRPGHYHORSHUZRUNVZHEVHUYLFHVQHZWR
11. $3,$SSOLFDWLRQ3URJUDPPLQJ,QWHUIDFHȥDQLQWHUIDFHWKDWOHWVRQHSURJUDPPHXVHIDFLOLWLHVSURYLGHGE\
another.
12. http://isp.webopedia.com/TERM/S/Service_Oriented_Architecture.html.
13. KWWSVHDUFKZHEVHUYLFHVWHFKWDUJHWFRPRULJLQDO&RQWHQWVLGBJFLKWPO IRU D ORQJ
FDWDORJXHRISRVVLEOHGHÀQLWLRQVRI62$
14. KWWSZZZOXFHQWFRPVHDUFKJORVVDU\ZGHÀQLWLRQVKWPO
15. KWWSSXEOLEERXOGHULEPFRPLQIRFHQWHUZELKHOSYU[P[LQGH[MVS"WRSLF FRPLEPZEL[BDGDSWHUV
doc/doc/webservices/webservi10.htm.
16. http://isp.webopedia.com/TERM/W/Web_services.html.
17. A stub is a small program routine that substitutes for a longer, possibly remote, program. For example,
a stub might be a program module that transfers procedure calls (RPCs) and responses between a client
and a server. In Web services, a stub is an implementation of a Java interface generated from a WSDL
GRFXPHQWKWWSSXEOLEERXOGHULEPFRPLQIRFHQWHUDGLHKHOSLQGH[MVS"WRSLF FRPLEPZVLQWHGJORVVDU\
doc/topics/glossary.html.
 See, for example, Cravens, Piercy and Shipp (1996).
19. 6HH*UHHQVSDQ  6WDEHOODQG)MHOGVWDG  GHÀQHYDOXHQHWZRUNVDVRUJDQL]DWLRQVWKDWFUHDWHYDOXH
for customers by linking them together or mediating exchanges between them. See http://lef.csc.com/
foundation/library/value/RP01.asp. for a presentation of their concepts. See also http://www.vernaallee.
FRPYDOXHBQHWZRUNV$B9DOXH1HWZRUN$SSURDFKBZKLWHBSDSHUSGI  IRU DQ DOWHUQDWLYH GHÀQLWLRQ RI YDOXH
networks.
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20. The Economist, The physical Internet: A survey of logistics, 17 June 2006, p. 3.
21. See Ernst (2000).
22. Yang (2006).
23. Ibid.
24. See chapter 5 of UNCTAD (2003) for an extensive study of ICTs, their role in the expansion of business
process outsourcing and the issues that this raises for developing countries.
25. For a vocal argumentation along these lines, see “You call that a standard?”, an interview with Professor
Robert Glushko of the University of California at Berkeley, available at http://news.com.com/You+call+tha
WDVWDQGDUG)BKWPO"WDJ JXWVBELB7KLVLQWHUYLHZJHQHUDWHGDQLQWHUHVWLQJ
online discussion and a considerable amount of criticism among XML developers, some of which is available
at http://www.xml.com/lpt/a/2004/05/12/deviant.html.
26. Ibid.
27. See OASIS intellectual property policy at http://www.oasis-open.org/who/intellectualproperty.php.
 http://www.w3.org/Consortium/Patent-Policy-20040205/.
29. See Krechmer (2003).
30. See http://www.ebxml.org/geninfo.
31. The Center for E-Commerce Infrastructure Development of Hong Kong (China) and the Department of
Computer Science & Information Systems at the University of Hong Kong (China) sponsor the freebXML
SURMHFW ZKLFK ZDV ODXQFKHG WR SURPRWH GHYHORSPHQW DQG DGRSWLRQ RI HE;0/EDVHG RSHQVRXUFH 6HH
http//:www.freebxml.org.
32. -RKQVWRQDQG9LWDOH  TXRWHGLQ=KX  
33. The reason for the complexity and relative rigidity of EDI messages is that these standards were developed in
DFRQWH[WRIEDQGZLGWKVFDUFLW\LQZKLFKHIÀFLHQF\LQWKHWUDQVPLVVLRQRILQIRUPDWLRQZDVDWDSUHPLXP
34. (',VWDQGDUGVGHÀQHWKHIRUPDWRIPHVVDJHVDQGWKHFRPPXQLFDWLRQSURWRFRO+LVWRULFDOO\(',WHQGHGWR
be implemented over private networks.
35. 6HH 81&7$'   IRU D FRPSUHKHQVLYH RYHUYLHZ RI WKH )266 SKHQRPHQRQ DQG WKH EHQHÀWV WKDW
developing countries could derive from a positive and proactive approach to FOSS.
36. IDC (2005b).
37. IDC (2005b).
 All examples in this paragraph are quoted from IDC (2005).
39. IDC (2005b).
40. CIO Magazine (2004).
41. See “Confronting the reality of Web services,” an interview with Professor A.P. McAfee, Harvard Business
6FKRRO:RUNLQJ.QRZOHGJH0D\$YDLODEOHDWKEVZNKEVHGXLWHPMKWPO"LG  W WHFKQRORJ\
42. See UNCTAD 2005 for a presentation of some key aspects of security in relation to the development of
e-business.
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