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Global economic processes, including international trade, are increasingly influenced by the creation,
dissemination, accumulation and application of information and knowledge. Development can no longer
be understood without full consideration of the widespread effects of information and communication
technologies (ICTs) and their applications to enterprise activities. UNCTAD's Information Econony Report
2006 has been produced, like its predecessors in the E-commerce and Development Report series, with
the intention of helping bring to the forefront of the international agenda the implications for developing
countries of the changes that ICT and e-business ate bringing about in the productive, commercial and
financial spheres. The Report is also intended to support the efforts of developing countries to overcome
the challenges they face as they strive to narrow the digital divide and to enable their enterprises to
become more competitive through the adoption of ICTs and e-business. To do so, the Report analyses
the specific policy challenges facing developing countries, proposes possible means to address them and
identifies and disseminates existing international best practice.

The first question to be considered is the extent to which developing countries are active participants in
today's global information economy. This problem presents several dimensions. The most obvious one
has to do with the differences in the level of access to ICTs between developed and developing countries.
From a development point of view, one must also investigate how and to what extent the enterprises of
developing countries are adopting ICTs and e-business, and whether their patterns of adoption and use
are (or should be) different from those of their counterparts in developed countries. It is then necessary to
examine the internal divides in developing countries that limit the chances that groups such as the poor,
rural communities and women will be able to benefit from ICTs in terms of better economic
opportunities. The participation of developing countries in international trade in ICT goods and services is
another fundamental aspect of their involvement in the global information economy. Lastly, one should
try to quantify the impact of ICT's at the micro and macro levels, particularly with regard to their effects
on growth and economic development. All these questions are treated in chapter 1 of this Report, which
presents the only internationally comparable statistical information available about e-business in
developing countries, as well as in chapter 5, which examines in more detail the impact of ICTs on
employment in developed and developing countries. Chapter 5, which has been produced by the
International Labour Organization in close collaboration with UNCTAD, also demonstrates the
usefulness of addressing related development issues through inter-agency cooperation.

Notwithstanding the magnitude of the issues involved, one has to acknowledge the efforts made by
Governments in developing countries in recent years to bring the benefits of ICT's to their people. Today,
many developing countries have formulated and implemented national ICT plans and policies setting out
a road map for a national information society and for integration into the global knowledge-based
economy. But how can countries determine whether they are still following the pre-defined strategy, and
what needs to be done to revise and adapt existing policies to meet their goals? There are no international
guidelines for developing countries to assess their national ICT strategies and plans. Chapter 2 proposes a
model ICT policy review framework for developing countries and encourages Governments to carry out
such reviews. In this regard, it is particularly important that the effects of ICT policies on the poor be fully
taken into account before they are implemented. That is the reason why chapter 3 presents a framework
that policymakers can use to design pro-poor ICT interventions in developing countries, or to assess their
value in terms of their impact on poverty.
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The impact of ICTs and e-business on the economic prospects of developing countries extends well
beyond the more obvious examples of e-commerce or e-government applications. As general-purpose
technologies, ICTs have the potential to enhance efficiency in most areas of economic activity. For
example, chapter 4 of the Report looks into the effects of ICTs on the production and distribution of oil
from two standpoints: first, how ICTs are making the exploitation of oil resources more effective (with a
possible positive effect on supply); and second, how ICT applications in oil distribution can help alleviate
the effects on oil-importing developing countries of rises in oil prices.

Effective decision-making in the field of ICT and e-business, with regard to either public policies or
business competitive strategies, requires a sound understanding of the principles and dynamics that govern
the interaction between technologies and the economic, legal and social environments of the developing
countries in which those technologies are implemented. These interactions provide the focus of the last
three chapters of the Information Economy Report 2006. Chapter 6 shows how, for technological as well as
business strategy reasons, service-oriented architecture technologies and particularly Web services are
likely to represent a major milestone in the evolution of e-business. Enterprises in developing countries
should be aware of the latest trends in these technologies and consider the most appropriate strategies for
their gradual adoption. Chapter 7 explains how the layered structure of the Internet is one of the main
reasons for the success of this technology and how it is in the interest of developing countries that the
potential of the Internet as an equalizer in international competition is not eroded by suboptimal
governance. In particular, the chapter makes it clear that optimal governance measures are those that
respect the principle of minimal Internet layer crossing — that is, that policy should be implemented at
the Internet layer that is closest to the problem that is intended to be dealt with. Chapter 8 closes the
Report with an examination of the recently adopted United Nations Convention on the Use of Electronic
Communications in International Contracts, which will help developing countries establish a legal
framework for e-business that follows international best practice and enables and facilitates e-business
transactions at the national and international levels.

A call for action

A long and intense period of international dialogue on the issues of ICT for development came to a
fruitful conclusion with the closing of the second phase of the World Summit on the Information Society
(WSIS) in Tunis in November 2005. Stakeholders are now engaged in the translation into practical actions
of the programme and principles that were adopted in the two phases of the Summit. The amount of
work that needs to be done is formidable, the time available is short, and the challenges of a
multistakeholder decision-making process are complex.

UNCTAD is fully committed to contributing to this endeavour within the scope of its mandate and
expertise. In addition to its participation in several WSIS lines of action, UNCTAD has entered into a
partnership with the International Labour Organization and the International Trade Centre, with the
objective of addressing key issues of e-business and e-employment. The first activity of the patrtnership
was the joint organization of the first facilitation meeting on "E-business and e-employment", which took
place in May 2006. The meeting recognized the key role of stakeholders from Governments, civil society,
academia and the private sector in shaping, promoting and implementing related projects and
programmes. Another example of inter-agency cooperation to support ICTs for development is the joint
organization of an UNCTAD-UNITAR seminar on free and open source software (FOSS). The event,
held on 29 August 2006 at the UN in New York, examined the role of FOSS in economic and social
development as well as its use in the UN system. Ensuring the full participation of all developing countries
in the global information economy will require the active involvement and support of the whole
international community, including bilateral and multilateral donors.

The great potential of ICTs as catalysts of social and economic development is clearly recognized. ICT
dissemination and adoption in developing countries are supported by many donors as a powerful means
to facilitate the achievement of major development goals in the areas of health, education, governance and
others. A comprehensive approach to supporting ICT-for-development actions should pay adequate
attention to the adoption of ICTs and e-business by the enterprises of developing countries. There is a
growing amount of evidence from developed and developing countries that the adoption of ICTs by



enterprises helps accelerate productivity growth, which is essential for supporting income and
employment generation. More widespread adoption of ICTs in the productive sectors of developing
countries should also accelerate innovation and thus enhance the competitive position of developing
countries.

In addition to the support of national and international development cooperation organizations, ICT and
e-business for development initiatives have much to gain from South—South cooperation. This gives
developing countries the possibility to share knowledge and capacity-building resources in an area in
which a growing number of developing countries have achieved world-class expertise. UNCTAD actively
supports South—South initiatives in the field of ICTs. An example of this was the signing of a
Memorandum of Understanding with the Government of Brazil for capacity-building work in the field of
FOSS in Africa.

In the final analysis, global knowledge sharing is also the fundamental purpose of this Report, whose
chapters are summarized in the next few pages.

1. ICT indicators for development: Trends and impact

In 2005, the Internet and its applications continued to spread through societies and economies around
the globe. Mobile communications are growing rapidly in developing countries, which are now far ahead
of developed countries in terms of absolute number of subscribers. This makes mobile phones the only
ICT in which developing countries have surpassed developed countries in terms of users. But penetration
rates in developing economies continue to be well below those of developed countries. In some
developed countries, the penetration rate is over 100 per cent, while in several dozen developing
countries it is under 10 per cent. Schemes to make mobile telephony more affordable account for much
of the growth in developing countries. For example, in 2004 almost 88 per cent of mobile subscribers in
Africa used prepaid services that were tailored to low-income markets.

Although developed economies have lost some of their share of total Internet users to developing
countries, they still account for more than half of Internet users worldwide. The digital divide between
developed and developing economies is maintained in terms of Internet penetration. The average
penetration for developing economies is boosted by the case of selected countries with exceptionally high
penetration, such as the Republic of Korea. Approximately one third of developing economies have a
penetration rate of less than 5 per cent. Africa has the highest growth rates in terms of Internet users,
since many countries start from very low levels, but it has the lowest penetration rates.

Internet access by enterprises is nearly universal in most developed countries, with penetration rates
reaching almost 100 per cent among large enterprises. Internet access by enterprises in the developing
world is less uniform, reflecting a very broad range of penetration rates. There is, however, a positive
correlation coefficient of 0.54 between Internet penetration and ownership of websites by enterprises with
Internet access. This suggests that the level of ICT knowledge in the economy might also be an important
determinant of Internet use by enterprises, since setting up a website demands more than basic computer
literacy.

With regard to the type (or mode) of Internet access, there are large differences between developed
countries, where broadband is growing rapidly, and developing countries, where dial-up is still prevalent.
This changing nature of Internet modes of access is a new dimension of the international digital divide. In
rich countries, broadband subscribers increased by almost 15 per cent in the last half of 2005, reaching
158 million. In particular, enterprise broadband connectivity grew significantly in the EU, from 53 per
cent in 2004 to 63 per cent in 2005. Broadband increases the capacity of enterprises to engage in more
sophisticated e-business processes and deliver through the Internet, thus maximizing the benefits of ICTs.
It is estimated that broadband could contribute hundreds of billions of dollars a year to the GDP of
developed countries in the next few years, and has been compared to utilities such as water and electricity.

The growth of broadband is largely due to competition and declining prices, but it also depends on the
available infrastructure. In many developing countries, because of the lack of economies of scale, the



incentive to expand broadband infrastructure outside urban areas is low. Wireless technology and satellites
can help circumvent the cost of infrastructure for sparsely populated, remote or rural areas. Governments
have an important role to play in improving access to broadband through infrastructure and policy.
Government policy can either encourage or be a disincentive to competition, and thus have an impact on
availability and prices. For example, while the Government of the Republic of Korea enforces
competition and encourages new entrants in the telecommunications matket, the United States has
allowed growing consolidation of the industry. The result is that there is a wider choice and better offers
for customers in the Republic of Korea than there are for customers in the United States.

Online sales and purchases are now commonplace in all developed economies, but vary across industries
and countries. In the OECD countries, the share of enterprises purchasing online ranged between 20 and
60 per cent in 2004. Enterprises in developing countries are increasingly conducting e-commerce, but
available data do not confirm the developed country trend that online purchases are more frequent than
online sales. This can be partly explained by an overrepresentation of certain sectors in surveys, as is the
case for the manufacturing sector in Argentina and Kazakhstan, or other business activities in the real
estate sector in the case of Romania. As regards the manufacturing sector, the reason for the lower
incidence of online purchases could be that in some emerging markets intermediate goods B2B is less
developed than final products B2B. Information from developing countries on the use of e-business for
internal business processes is very limited, but data on the use of the Internet for business applications
seem to confirm the trend from developed countries in terms of the gap between SMEs and large
enterprises, with some exceptions.

Data on the ICT sector show that, generally speaking, following the contraction in the early 2000s,
developed countries experienced an increase in both value added and employment in the ICT sector in
2003. This increase in demand and supply in the developed countries' ICT sector opened up new
prospects for developing country business partners. In 2003, the ICT sector represented 5.5 per cent of
total business employment in developed countries and was a source of employment growth. ICT sector
employment grew by over 8 per cent annually between 1995 and 2003, which represented an additional 1
million people employed. The majority (66 per cent) of those working in the ICT sector were employed in
the services sectors, a figure that corresponds to the high share of services in a typical developed
economy. Among the developing countries for which data are available, the Republic of Korea, Malaysia
and the Philippines show a very large share of ICT employment in their business sector (above the OECD
average). One explanation could be that in some developing countries the size of the business sector is
still small and most developments in the private market are based on new technologies.

Exports of ICT-enabled services grew faster than total services exports during 2000-2003, thus creating
new export opportunities for developing countries. In 2003, this was mainly due to the above-average 20
per cent growth rate of developing countries' exports, surpassing developed countries' performance.
Developed countries’ contribution to world ICT-enabled service exports remained high in 2003, at around
83 per cent. During 2000—2003, developing countries lagged behind the world compound annual growth
rate, but some had exceptionally high growth rates. Developing and transition countties' exports of ICT-
enabled services originated mostly in Asia (77 per cent), followed by America (10 per cent), Africa (7 per
cent) and South-Fast Europe and the Commonwealth of Independent States (6 per cent). While currently
the top 10 exporters of ICT-enabled services are all from developed countries, China and India will soon
make their way into the top 10 rankings. In 2003, the $836 billion value of the ICT-enabled sectors
represented about 45 per cent of total services exports, compared with only 37 per cent in 1995.

An analysis based on foreign affiliates’” flows demonstrates that trade in the ICT-enabled services carried
out through the foreign affiliates of multinational companies largely exceeds conventional export and
import flows as measured by the IMF Balance of Payments statistics. Furthermore, developing and
transition economies have increased their commercial presence abroad. An analysis in relative terms
shows that in most cases ICTs boost service exports more than sales through foreign affiliates. However,
large exports of ICT-enabled services are also likely to be sold more through foreign affiliates. Developing
countries' exports would benefit from improved access to foreign markets under all WTO GATS modes
of delivery.



Computer and information exports are the most dynamic ICT-enabled service sector, particularly in the
developing economies. Between 1995 and 2004, computer and information services exports grew six times
faster than total services exports. The share of developing countries in this export sector increased from 4
per cent in 1995 to 20 per cent in 2003, with the highest growth since 2000. This is partly explained by the
corresponding low-level regulatory environment in the WTO. Continued trade liberalization in this sector
would need to take into account developing countties' concerns about the movement of natural persons
(Mode 4). Additionally, developing countries should seek improved market access commitments under the
other modes of delivery in order to boost the potential for South—South trade in services.

Calls for the measuring of ICT impact on development have been an essential and persistent feature in the
discussion on ICT measurement and the collection of statistical indicators. The chapter shows that most
research on the impact of ICTs at the firm level revealed a positive impact on firm performance and
increased market share, if complemented by organizational changes, the upgrading of skills and
innovation. Age and size of the companies, as well as quality and speed of the Internet connection, also
play a role. Other critical factors concern the regulatory environment in which the firm operates, the
structure of the industry sector and the degree of competition in the market. Hence, to optimize impact,
firm-level ICT strategies need to be introduced in conjunction with other changes in the management of
firms.

ICT access and use can contribute to productivity growth in both developed and developing countries.
UNCTAD research on measuring the impact of ICTs on GDP in developing countries has revealed a
positive contribution even in poorer countries. But countries that already have a certain level of ICT
uptake and education seem to benefit most from the new technologies. Therefore, Governments need to
create an enabling environment, through their national ICT plans and policies, to promote ICT diffusion
among economic and social actors.

2. Reviewing national ICT policies for the information economy

During the past decade, ICTs have become part of many developing countries' development plans and
poverty reduction strategies. Governments have formulated ICT strategies or "master plans" and set
objectives to ensure the effective deployment and use of ICTs in their country, for the benefit of their
citizens and enterprises. As of June 2006, out of 181 developing and transition countries and territories,
almost a half (44 per cent) had already adopted a national ICT plan and a fifth were in the process of
preparing one.

But so far, only a few developing country policymakers have carried out a comprehensive assessment of
their national ICT plans. Reviewing the status of their ICT policies would help them better understand the
policy challenges and opportunities presented by ICTs for the information economy and quantify the
main achievements regarding the implementation of their ICT policy measures as foreseen in the national
ICT plan. It would also allow them to identify critical success factors and best practices as well as reasons
for failure, which is important for adjusting and reforming the ICT policies.

However, there are no international guidelines for developing countries to define and implement an ICT
policy review (such as, for example, what the OECD offers to its member countries through the ICT peer
review process). Therefore, as part of its ongoing work on ICT policies and on ICT measurement for
economic development and trade, UNCTAD has developed a model framework for carrying out national
ICT policy reviews.

This chapter presents the UNCTAD model ICT policy review framework for developing countries. It
outlines the three major components of the framework, using selected best practice country examples and
successful ICT policies from developing countries. The first component is the review of the global ICT
environment, which provides an ovetview of a country's ICT uptake, focusing on the status of ICT
penetration and use for different economic actors. Its second component is the assessment of the main
components of the ICT policy framework, which examines in depth the national ICT policies that have
been put in place by the Government, including the components of a national ICT plan, priority actions,
concerned sectors, targets and relevant projects. The last component consists of the assessment of the



institutional framework and the implementation mechanisms, which considers the adequacy of the
established implementation mechanisms and institutional framework and the extent to which changes
have to be made to implement the policies contained in the ICT master plan.

The proposed framework is a generic model that could be used as a basis by developing countries. It will
have to be adapted to the needs of each country, and could include additional elements to reflect specific
national aspects not covered by the model. As part of its technical cooperation activities, UNCTAD
carries out complete national ICT policy reviews at the request of member States and subject to the
availability of funds.

3. Pro-poor ICT policies and practices

ICTSs are supporting poverty alleviation efforts across the world. Radio allows women in post-war Sierra
Leone to express their concerns and advocate regarding their needs. Information kiosks in Bolivia are
enhancing the negotiation position of agricultural producers because they can now access market price
information.

In 2000, Governments committed themselves to halving poverty. Misconceptions about ICT and poverty
should not cut short the much-needed contribution that ICT's can make to that end. This chapter provides
policymakers, practitioners and the donor community with an understanding of how ICT's can contribute
to poverty reduction and an overview of recommended pro-poor ICT policies and programmes.

Poverty alleviation means taking development efforts a step further to specifically enhance the capabilities
of the poor. In a similar fashion, ICTs contribute to poverty reduction by complementing specific pro-
poor activities (for example, by supporting women's advocacy efforts in Sierra Leone), directly enhancing
poor livelithoods (for example, by providing access to market information in Bolivia) or reducing barriers
to poverty reduction (including disinformation or corruption). ICTs for poverty reduction mean taking
ICTs for development efforts one step further to enhance the capabilities of the poor using ICTs as an
instrument.

Today, there is a common understanding that ICTs ate a necessary but insufficient tool for poverty
alleviation. Basic infrastructure, skills and political will, for example, are also needed. Reality shows that
different technologies have different contributions to make to poverty reduction and that, in order to be
effective, pro-poor ICT efforts must be embedded in poverty reduction initiatives (including national
development strategies) and best practices (such as multistakeholder and participatory approaches).
Support is needed at all levels, and sustainability concerns, although necessary, should not crowd out
financial resources. Efforts should be made to scale up and replicate best practices, while policies and
programmes must be context-specific. Finally, only through a focused dialogue and research on pro-poor
ICTs will technologies bring poverty alleviation.

Having identified how ICT policies and programmes can contribute to poverty alleviation, one may ask
what barriers policymakers and practitioners face in effectively pursuing pro-poor ICT endeavours.
Recommended ICT policies and practices often do not materialize for various reasons. International
debates and commitments (including the World Summit on the Information Society) are not focused on
ICT for poverty reduction. And any broad commitments have yet to be translated into policy and practice.
Contested discourses continue to influence policies and practices — failure to alleviate poverty is in the
detail, not in the broad commitments. Experience shows that implementation of ICT programmes is the
most challenging part. For instance, while multistakeholder approaches have many virtues, their practical
implementation is not one of them — working with other organizations is not easy. Moreover, scaling up
successful best practices involves more than replicating good projects: it requires another level of
commitment. The cross-cutting nature of ICTs, as well as the limited availability of quantitative
measurement and qualitative assessments of ICT for poverty alleviation, renders these efforts invisible.
Institutionally, there is little accountability or incentive to coordinate ICT strategies and poverty reduction
policies. More fundamentally, the question of how power imbalances are dealt with remains
unsatisfactorily unanswered.



UNCTAD offers a Pro-poor ICTs Framework to examine to what extent an ICT policy or programme
is pro-poor. The framework (expanded from Rao’s 8 Cs Framework for Analysis and Planning ICT
interventions) helps policymakers understand, question and propose pro-poor ICT interventions. It
questions key areas for meeting the needs of the poor, such as connectivity (is the technology accessible
and affordabler), community (who benefits from the intervention?), capital (are there sufficient financial
resources?) and coherence (is the ICT strategy/programme coherent with the development strategies?).

On the basis of these reflections, ICT policymakers and practitioners are encouraged to focus on ICTs for
poverty reduction by promoting a better understanding of pro-poor ICTs (including the follow-up to the
World Summit on the Information Society) and to make ICTs work for the poor by adopting best
practices in ICT policies and interventions. They may also consider supporting approaches, including
participation and decentralization, that enable the poor to be heard and to participate.

Other recommendations are to mainstream ICTs effectively into national and sectoral poverty reduction
policies and into development assistance programmes, with an awareness of the cross-cutting nature of
pro-poor ICTs; and also to promote the scaling up of successful programmes by providing an enabling
environment as well as encouraging the development of pro-poor ICT networks and organizational
capacities.

Finally, UNCTAD can support developing countries in catrying out poverty and gender analysis of ICT
policies, and undertaking country reviews of policies and programmes across sectors and issues areas, and
also support the collection of data disaggregated by sex, age, education and geography to help identify
who is not benefiting from ICTs.

4. ICTs in the oil sector: Implications for developing economies

Oil is playing a major role in the world energy balance and the demand for it will continue to increase in
the foreseeable future. Ensuring that the supply of oil from existing and new oilfields and other fossil
energy sources is forthcoming will be the main challenge for the petroleum industry and one of the means
of avoiding future energy crises. Meanwhile, tight market conditions, including a lack of enough spare
productive capacities in oil production and refining, are keeping prices high and making upgrading and
improving of the oil supply chain an urgent task. Given the capital-intensive and skill-based nature of the
oil industry, a key instrument for facilitating its modernization is ICTs. More intensive and efficient use of
the latter is increasingly mainstreamed into the industry practices in both developed and developing
economies. Moreover, computing, measuring and communicating devices embedded in modern oil
technologies are making them more information-intensive. Consequently, the oil sector could be
considered an integral part of the information economy.

As the production of oil is mainly concentrated in developing and transition economies where the oil
industry technology standards are similar to those in developed countries, the impact of ICTs on
improving the economic performance of the oil sector is affecting the production of crude oil in all those
countries. ICT and related key technology-driven efficiency gains happen in both the upstream stages
(exploration and production of crude oil) and the downstream stages (transportation, refining of crude oil
and distribution of oil products) of the global petroleum industry. ICTs impact the effectiveness of the
petroleum industry and offer opportunities for its further diversification, especially in the oil-exporting
developing and transition economies. They also offer possibilities for improving the production and
distribution of oil products in oil-importing countries as part of sustainable development models.

Avoiding potential deterioration and oil supply shocks can be achieved only within a framework of well-
defined and coordinated policies and practices that include the use of 1CTs as a tool for integrating and
optimizing business processes in both upstream and downstream operations. To improve the use of ICT's
and new technologies the national oil-exporting companies of the oil-exporting developing countries
should continue investing in ICT-related know-how and business processes. In addition to undertaking



their own R&D, they should establish close relations with oil service companies and oil technology and
ICT-related vendors, as well as oil industry consultants and experts. Stipulating technology transfer clauses
in the production sharing or other arrangements with international oil companies could also be a part of
their strategies. Governments, for their part, should encourage both national and foreign operators to use
state-of-the-art technologies. As a result, oil companies will make the necessary investments in new ICT's
and other oil-related technologies while extracting crude oil or producing oil products in those countries.

The benefits of using ICT's to reduce the unit costs of distribution of oil products are especially important
for oil-importing developing countries that have no means of compensating for the increases in the cost
of oil by increasing their exports or switching to alternative energy sources, or by introducing effective
conservation measures. It is equally apparent that well-designed international energy cooperation efforts
should include financial and technological support measures for those countries.

5. ICTs, enterprises and jobs: What policies?

Jobs are an essential poverty eradication tool because they are the source of income both for the
population through wages and for Governments through taxation. ICT's are important contributors to
business performance. Since enterprises are the source of jobs, policymakers must develop strategies to
promote ICT-using competitive enterprises (particularly small and medium-sized ones) that generate
decent work.

The “digital divide” is the result of social and economic inequalities within and between countries. A
major concern is to adopt corrective policies so that this divide does not prolong and deepen existing
socio-economic inequalities. Chapter 5 reviews some of the factors that explain why ICTs have
considerable effects on labour markets, how technology brings about changes in the structure of the
economy and how the introduction of automation at the “factory” (or production) level has shifted
employment away from production to managerial and other non-production employment and to the
services sector. In addition, the chapter argues that there is scant evidence to prove that a significant
amount of work previously done in high-cost areas is being displaced to low-labour-cost economies. On
the other hand, employment levels of skilled workers in many developing countries tend to show a trend
towards labour market segmentation similar to that in the developed economies. In all these countries
there is evidence of a rise in either the employment or the wage levels of skilled workers and a fall in these
same factors for others: there is considerable empirical evidence that skill-biased employment is related to
technological change.

Those enterprises that fail to adapt to the structural changes associated with globalization and ICT's may
be marginalized if they fail to recognize the competitive advantage offered by technology and the
economies of scale that are associated with larger markets. Moreover, it is increasingly clear that economic
activity will increasingly be network-driven. Several paths can be taken to achieve social and economic
progress through ICTs. With regard to the first, enterprises must be able to fully exploit the benefits of
ICTs. This implies ensuring that firms achieve productivity increases through their investments in these
technologies: managers and entrepreneurs must be able to develop the processes and create the
organizations that will make efficient use of investments in ICTs.

Unless the workforce has the necessary skills to adapt and be creative, enterprises will not be able to
enhance their productivity and innovation. Throughout chapter 5 it is noted that ICTs are changing the
nature of many tasks that have little to do directly with computers. Thus, the emphasis should not be
placed exclusively on elusive “computer literacy”. New production processes and enterprises require five
fundamental skills: literacy, numeracy, the capacity to learn, the capacity to communicate clearly and the
capacity to work in teams.

Taking the time and making the effort to explain to the labour force the work-related implication of
investments in technology help to enlist their assistance and allay their fears. This can be achieved
through dialogue, through social security and through training. Freedom of association and the possibility
of initiating dialogue between employers and workers are central to this aim.



6. Service-oriented architecture and web services technologies: Trends and
implications for e-business in developing countries

The growing adoption of e-business practices reinforces global production and distribution models that
emphasize cooperation and rapid information exchange among business partners. This means that
competitiveness, including for enterprises in developing countries, is becoming more and more dependent
on their ability to use ICT's to integrate themselves into value networks at regional and global levels.

In this business environment, web services (WS) technologies, which enable automated interaction over
the Internet between computers that handle a business process, become particularly relevant. A very
simple example of how web services can be used for e-business could be a service in an SME's website
that automatically updates a catalogue's prices in several currencies by checking periodically the latest
exchange rates from a financial news service. Of course, the same logic can be applied to a much more
complex scenario involving any combination of business processes.

Systems operating in this way depend on the functionalities that other systems make available to them.
Ideally, the level of dependence should be kept as low as possible in order to maximize the chances that
different systems can interact with each other. Achieving such low levels of dependence is called "loose
coupling”, which is the goal pursued by Service-Oriented Architectures (SOA). SOA can be defined as a
distributed software model in which modular, loosely coupled applications can be found, used and
combined over a network.

SOA are built on open standards such as the eXensible Markup Language (XML) and Simple Object
Access Protocol (SOAP), thus providing broad interoperability among different vendors' solutions. This
means that an enterprise can implement WS without having any knowledge of the consumers of those
services. Open standards ensure that the criteria and decisions are truly service-oriented and are not biased
towards one platform or another. Without open standards the possibilities that SOA give enterprises to
combine, replace and mix the components of their I'T systems without the need to create specific code to
interconnect them would not materialize.

Standard setting is therefore of the utmost importance for the development of SOA and WS technologies.
These processes currently take place essentially outside the public sphere, through entities such as the
Otrganization for the Advancement of Structured Information Standards (OASIS), the World Wide Web
Consortium (W3C) and the Web Services Interoperability Organization (WS-I). The operations of these
organizations have not always been controversy-free, as the competitive strategies of some of the major
technology companies have affected their attitudes to and involvement in the standard-setting bodies.
This is particularly true with regard to the intellectual property rights policies of the various actors
involved. However, as the technological and market situation has evolved, a reasonable division of labour
seems to have been achieved among the standard-setting organizations.

The adoption of WS technologies will be increasingly necessary in order to maintain competitiveness in
several sectors and industries, some of which are important for the economies of developing countries.
For example, the ICT-producing sector, in which developing countries have a significant and growing
share of world trade, is rapidly adopting WS technologies. It can be expected that this trend will be
replicated in a wide range of manufacturing activities of considerable importance in the developing world,
including areas such as textile and apparel. Other sectors where SOA and WS could have a positive impact
include retail banking, insurance, distribution services, transport and logistics operations, business process
outsourcing and tourism. Developing countries should also consider the vast potential that WS and SOA
technologies offer for the implementation of e-government services.

SOA and WS will facilitate deeper levels of inter-business collaboration. This could open up opportunities
for developing country enterprises, for example by facilitating their participation in global supply chains or
by making business process outsourcing more attractive. Enterprises in developing countries should also
take advantage of the scalability of these technologies, which enables enterprises facing constraints in their
IT budgets or in their human resources to gradually implement them. In any case, it is important to bear



in mind that the pertinence of a change towards SOA and WS approaches is not a matter of mere IT
policies, but of overall business strategy

From the practical point of view, an enterprise considering whether to invest in a WS implementation
should address several issues. One of them is the kind of relationship it has with the business partners that
are most likely to use the proposed WS. This refers to the content of the business relationship and to its
time horizon. Another question to ask is how data are going to be shared and who is going to handle a
given segment of a business process, and how. There are also decisions to be made about the way in
which the WS are going to be implemented: what processes ate to be automated and whether/how WS
are to be extended to other business processes. Finally, there is the fundamental question of how the WS
implementation is to be managed so that in the end the enterprise has made its knowledge base larger and
enhanced its competitiveness.

In designing their strategy to implement SOA and WS technologies, enterprises in developing countries
would be well advised to give full consideration to FOSS solutions. The value of implementing an SOA
increases more than proportionally to the number of WS that are available in it. Commercial solutions
require the payment of fees that are proportional to the computing resources that run them. All this
means that going for a truly comprehensive SOA implementation that connects all the enterprise's
services and applications can be rather expensive. If one or several of the many FOSS solutions that are
available is chosen, this restriction is lifted and as many services and applications can be added to the SOA
infrastructure as makes business sense. Furthermore, the use of FOSS generates significant positive
externalities that help advance the information economy in developing countries.

7. The layered Internet architecture: Governance principles and policies

A vast array of human activities, many of them of a commercial nature, are increasingly moving to the
Internet. This move is accompanied by associated politics and, consequently, by the need to govern. Even
our governing organizations have moved online. With the Internet's outstanding growth, organized society
cannot ignore it or leave it ungoverned. The issue is no longer whether to govern, but how and on the
basis of what principles.

In asking this question it is useful to review what it is that has made the Internet become the preferred
data network and network applications platform. The answer has more to do with enabling and
empowering than a set of technical features or the way in which a thing is used. What is opaque is that the
empowering principles of the Internet are embedded in the technical specification of the TCP/IP suite —
the Internet protocol — and to the majority of lay users they seem to represent just that: a set of features.
However, the contributions of Lawrence Lessig, Yochai Benkler, Kevin Werbach, and Lawrence Solum
and Minn Chung and others have provided an improved transparency by translating the technical
principles of the Internet into conceptual notions such as the code thesis, the end-to-end principle, the concept
of network neutrality and the layers principle.

These principles describe the Internet as a layered, open and accessible network that focuses on efficiently
transferring data as its sole functionality. Any functionality beyond getting data from the sender to the
recipient is built into an application that runs on top of the network. Below the applications, various layers
of applications and protocols ensure that the data travel correctly within their primary network and to
recipients on other networks. Four layers are commonly identified, from a non-technical point of view:

e The physical layer — wire, optic fibre;

e The logical layer — where the TP/IP suite is lodged;

e The application layer — where the functionalities that we as users see are implemented; and

e The content layer — text, graphics, audio, video, etc.

In this sense, the Internet is a “stupid network™ that does not care what the data are or where they are
going. Also, it does not discriminate as to what applications use it — web browser, e-mail clients or voice-
over-Internet applications — nor does a developer need permission from the network, or its owners or
managers, to develop an application to give away or sell. Finally, the Internet does not discriminate as to
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what content these applications create and move between users. This has made the Internet into one of
the most powerful, yet democratic, technologies in human history.

Indeed, many of the showpiece Internet success stoties, such as the Wotld Wide Web, Yahoo, Google,
Skype, Amazon and eBay, were developed by ambitious entrepreneurs or scientists, and not by
mainstream industry corporations. In this sense, it is entirely conceivable that the next Internet “killer
application” may come from a developing or transition economy. Beyond its role as a communications
network of networks, the Internet has established itself as an innovation platform, precisely because of its
open and accessible nature. While deliberating on the future of Internet governance, Governments should
consider whether any proposed policy enhances these fundamental characteristics or contributes to their
deterioration.

The best way to handle this task is to establish one or several referential principles that would serve as a
qualifying test for policy proposals, in particular whether there is any intent to codify policy into
regulation. This chapter proposes the so-called layers principle as a policy reference. The layers principle
requires that Internet governance policy and regulation avoid interfering with and changing the layered
nature of the Internet architecture. This principle can be decomposed into two arguments: the principle of
layer separation and the principle of minimization of layer crossing.

The principle of layer separation states that the separation between Internet layers as designed in the
Internet's basic technological architecture must be maintained. This means that policy or regulation that
would require a particular layer of the Internet to differentiate the handling of data on the basis of
information available only at another layer should be disallowed. The principle of minimizing layer
crossing states that governing authorities primarily develop policy for a particular layer to be implemented
precisely at that same layer. However, as this may not always be feasible, policymakers should minimize
the distance between the layer at which policy aims to produce an effect and the layer directly targeted by
the policy. While the layers principle may be sufficient to provide a policy check in most cases, Internet
governance authorities should consider policy proposals by referencing them to the other complementary
Internet principles listed above.

The WSIS debate on Internet governance was assigned to the Working Group on Internet Governance
(WGIG) and continues, after the WSIS, with the work of the Internet Governance Forum (IGF). The
WGIG succeeded in mainstreaming the Internet governance debate and established solid guidelines for
the continuation of this process by the IGF. While much has been accomplished, it is yet to be seen
whether the process will succeed in establishing convergence between the technological and political
communities in order to establish a common set of principles for governance that takes into account
political and social needs while at the same time preserving the technological advantages of the Internet as
both an open data network and an innovation platform.

8. Laws and contracts in an e-commerce environment

Most legal systems have developed over many years and comprise a myriad of laws and regulations as well
as judicial decision-making. While laws and regulations rarely expressly require the use of paper, they often
use terminology that seems to presume the use of paper and other physical acts. Concerns had been
expressed that existing paper-based legal systems might be unable to accommodate e-commerce and could
lead to uncertainty which would hamper global electronic trade. As a consequence, when organizations
shift from paper-based communication techniques to electronic methods, there is often uncertainty about
how existing laws will treat data messages in terms of validity, enforceability and admissibility. Although
there is a general consensus that e-commerce is not taking place within a legal vacuum for which a totally
new legal framework needs to be created, it is also acknowledged that there is a need to adapt the existing
laws and regulations to accommodate electronic commerce. Many Governments have amended or
supplemented existing laws in order to increase legal certainty and boost the trust of both business and
consumers in e-commerce.

This chapter examines the legal nature of communications and data messages in electronic commerce.
Considerable international harmonization has been achieved in this field, based on a series of initiatives by
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the United Nations Commission on International Trade Law (UNCITRAL). The most significant of these
was the adoption of the United Nations Convention on the Use of Electronic Communications in
International Contracts, which was formally adopted by the General Assembly in November 2005 and
opened for signature in January 2000.

The provisions of that Convention address three main topics, which comprise the focus of the chapter:
legal validity, form requirements and regulating the contract creation process.

A fundamental legal concern that a person will have when communicating electronically is, will such
communications be considered valid? Legal validity concerns arise from a number of different sources.
First, it may simply be an issue in terms of the trading partner to whom a message is being sent: will the
party accept my electronic message and act on it? Second, there will be concerns as to whether
communications that pass between trading partners, but which are also required to be made by law, such
as tax invoices, will be an acceptable record for the public authority with responsibility for regulatory
supervision. Third, communications that are made directly with public authorities, namely e-government
applications, raise issues concerning the possibility and validity of sending such communications
electronically. Fourth, there is the need for electronic communications to be acceptable in a court of law in
the event of a dispute arising between trading partners or a claim being made by a third party affected by
the electronic communication. The Convention is designed to contribute to the resolution of all of these
different validity concerns.

Legal systems abound with terms and phrases that, while not expressly excluding the use of electronic
communications, were clearly used in reference to physical documents and processes, such that legal
uncertainties exist as to whether electronic alternatives are acceptable. The UNCITRAL Model Law on
Electronic Commerce in 1996 and the subsequent Model Law on Electronic Signatures address such form
requirements in considerable detail. These ate replicated, in whole or part, in the Convention.

Generally, most electronic commerce legislation leaves in place underlying contract law on such issues as
contract formation, enforceability, terms and remedies. There are a few instances, however, where there
has been supplementation of that law, specifically in areas where there is a perceived need to deal with the
unique aspects of electronic commerce, specifically the process of communicating: sending and receiving
messages. The Convention sets out rules for this communication process, thus providing some certainty
for trading partners.

Finally, some policy recommendations are made, which constitute a checklist of issues for developing
countries to consider when embarking on law reform designed to facilitate electronic commerce.
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