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The United Nations Conference on Trade and Development (“UNCTAD”) 

 Ecommerce Questionnaire 

Informal Staff Response from the Federal Trade Commission of the United States 
 

(April 2017) 
 

Introduction 
 

Staff of the Federal Trade Commission (“FTC”) is pleased to provide this informal staff 

response to the Ecommerce Questionnaire issued by UNCTAD.1 We note that the FTC actively 

participated in the 2015 revision of the United Nations Guidelines for Consumer Protection 

(“UN Guidelines”) as well as the 1999 adoption and 2016 revision of the Organization for 

Economic Cooperation and Development (“OECD”) Guidelines for Consumer Protection in the 

Context of Electronic Commerce (“OECD Guidelines”).2  This work informs our responses to 

the UNCTAD Ecommerce Questionnaire and provides context for the FTC’s responses on 

consumer protection and ecommerce in the United States. 

(1) What are the most common consumer protection issues and challenges your 

institution faces in ecommerce? 

The most common issues and challenges facing the FTC with respect to ecommerce 

include fraud and deception, the impact of technological innovation on new and emerging 

                                                 
1 This Informal Staff Response to the UNCTAD Ecommerce Questionnaire represents the views of FTC Staff and 
does not necessarily reflect the views of the Commission or any individual Commissioner.  
 
2 The OECD Guidelines and subsequent OECD work on ecommerce is summarized here. See 
http://www.oecd.org/sti/consumer/consumersinthedigitaleconomy.htm#e_commerce. The summary web page also 
includes several reports that provide details about the implementation of the OECD Guidelines by the United States 
and other OECD countries: Report on Consumers in the Online Marketplace: the Guidelines Three Years Later 
(2002); Report on Consumer Dispute Resolution and Redress in the Global Marketplace (2005); Report on the 
implementation of the 2003 OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive 
Commercial Practices across borders (2006); Conference on Empowering E-Consumers: Strengthening Consumer 
Protection in the Internet Economy (2009).  It also includes two policy guidance documents on issues that were 
incorporated, in part, into the 2016 OECD Ecommerce Guidelines, the Consumer Policy Guidance on Mobile and 
Online Payments (2014) and the Consumer Policy Guidance on Intangible Digital Content Products (2014).  

http://www.oecd.org/sti/consumer/consumersinthedigitaleconomy.htm#e_commerce
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business models and consumer decision-making, and the development of investigative tools and 

techniques for consumer protection issues involving ecommerce.  

The FTC enforces numerous federal laws governing consumer protection, including 

Section 5 of the FTC Act, which provides the FTC with broad authority to challenge a wide 

range of “unfair and deceptive acts or practices in commerce.” Because of the flexible nature of 

this authority, the FTC frequently has found itself on the forefront of consumer issues arising 

from ecommerce and emerging technologies. The FTC also enforces numerous laws and trade 

regulation rules that relate specifically to ecommerce such as the Controlling the Assault of Non-

Solicited Pornography and Marketing Act of 2003 (“CAN-SPAM Act”), the Restore Online 

Shoppers’ Confidence Act, The Children’s Online Privacy Protection Act, the FTC Mail, 

Internet, or Telephone Rule, and the Pre-Sale Availability Rule, among others.3  It routinely 

applies these laws and regulations to electronic commerce consistent with the principle in the 

OECD Guidelines that “[c]onsumers who participate in electronic commerce should be afforded 

transparent and effective consumer protection that is not less than the level of protection afforded 

in other forms of commerce.”4 

Another pervasive challenge with ecommerce is the issue of cross-border enforcement 

cooperation.  In line with OECD recommendations on cross-border fraud cooperation,5 in 2006 

the U.S. Congress passed the SAFE WEB Act of 2006, which provides the FTC with stronger 

tools to engage in better enforcement cooperation on consumer protection matters—including 

                                                 
3 For a list of the statutes the FTC administers or enforces, see Statutes Enforced or Administered by the 
Commission, FED. TRADE COMM’N, http://www.ftc.gov/enforcement/statutes (last visited April 6, 2017). For a list of 
the trade regulation rules the FTC administers or enforces, See Rules, FED. TRADE COMM’N, 
http://www.ftc.gov/enforcement/rules (last visited April 6, 2017). 
4 OECD Guidelines at Part II, Art. I. 
5 2003 OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive Commercial Practices Across 
Borders available at 
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?doclanguage=en&cote=dsti/cp(2002)4/final  

http://www.ftc.gov/enforcement/statutes
http://www.ftc.gov/enforcement/rules
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?doclanguage=en&cote=dsti/cp(2002)4/final
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ecommerce—with foreign law enforcement authorities.6  The SAFE WEB Act has been 

instrumental in allowing the FTC to cooperate with law enforcement authorities in other 

countries on matters relating to ecommerce such as spam, scareware, data security, and cross-

border fraud.7 In particular, the SAFE WEB Act authorizes the FTC to gather and share 

information (including confidential information) with foreign law enforcement authorities, and 

confirms the FTC’s authority to take action in appropriate cross-border cases, including the 

authority to provide restitution to U.S. and foreign consumers injured by cross-border consumer 

protection law violations, in appropriate cases. This type of enabling legislation is crucial for all 

jurisdictions to be able to effectively collaborate across borders with other authorities.  

 
What do you think are the main building blocks to foster consumer confidence in 
ecommerce? 
 

The FTC, like other consumer protection authorities, is confronted with the challenges of 

keeping pace with complex and dynamic markets.  To do so, the FTC uses a wide range of 

tools and strategies to foster consumer confidence in ecommerce and in the consumer 

marketplace generally. These include:  

• flexible legislation and regulations, such as Section 5 of the FTC Act, which allows 

the agency to use its authority to address new issues as they arise in ecommerce. 

                                                 
6Congress reauthorized the legislation in 2012. See FTC Press Release, FTC Urges Congress to Reauthorize SAFE 
WEB Act (July 2012), http://www.ftc.gov/news-events/press-releases/2012/07/ftc-urges-congress-reauthorize-safe-
web-act; Energy & Commerce Committee Press Release, President Signs Bipartisan Bill to Extend Online 
Consumer Protections (Dec. 2012), http://energycommerce.house.gov/press-release/president-signs-bipartisan-bill-
extend-online-consumer-protections. 
7 FED. TRADE COMM’N, THE US SAFE WEB ACT: PROTECTING CONSUMERS FROM SPAM, SPYWARE, AND FRAUD A 
LEGISLATIVE RECOMMENDATION TO CONGRESS, FED TRADE COMM’N (June 2005), available at 
http://www.ftc.gov/reports/us-safe-web-act-protecting-consumers-spam-spyware-fraud-legislative-recommendation-
congress; FED. TRADE COMM’N, THE U.S. SAFE WEB ACT: THE FIRST THREE YEARS: A FEDERAL TRADE 
COMMISSION REPORT TO CONGRESS (June 2009), available at 
http://www.ftc.gov/sites/default/files/documents/reports/u.s.safe-web-act-first-three-years-federal-trade-
commission-report-congress/p035303safewebact2009.pdf.  

http://www.ftc.gov/news-events/press-releases/2012/07/ftc-urges-congress-reauthorize-safe-web-act
http://www.ftc.gov/news-events/press-releases/2012/07/ftc-urges-congress-reauthorize-safe-web-act
http://energycommerce.house.gov/press-release/president-signs-bipartisan-bill-extend-online-consumer-protections
http://energycommerce.house.gov/press-release/president-signs-bipartisan-bill-extend-online-consumer-protections
http://www.ftc.gov/reports/us-safe-web-act-protecting-consumers-spam-spyware-fraud-legislative-recommendation-congress
http://www.ftc.gov/reports/us-safe-web-act-protecting-consumers-spam-spyware-fraud-legislative-recommendation-congress
http://www.ftc.gov/sites/default/files/documents/reports/u.s.safe-web-act-first-three-years-federal-trade-commission-report-congress/p035303safewebact2009.pdf
http://www.ftc.gov/sites/default/files/documents/reports/u.s.safe-web-act-first-three-years-federal-trade-commission-report-congress/p035303safewebact2009.pdf
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• robust enforcement through investigations and cases as well as cooperation with 

other enforcers such as telecommunications and financial authorities. 

• practical, easy-to-understand business guidance, consumer education and outreach on 

ecommerce issues. 

• strategic policy work on innovative technology and ecommerce issues , including 

public workshops on ecommerce issues and stakeholder engagement with 

governments, businesses, consumer representatives. A list of FTC workshops on 

ecommerce and related issues is set forth in Appendix A. 

• human and other resources, such as hiring technologists and attorneys with technical 

backgrounds and creating research hubs, such as the FTC’s Office of Technology 

Research and Investigations (OTech), which keeps abreast of technological 

developments that may affects consumers and trains staff and assists with tech-

related investigations, reports, and public workshops   

• legislation and guidelines that facilitate cross-border cooperation. Again, the SAFE 

WEB Act has been instrumental in building confidence in ecommerce by confronting 

various jurisdictional challenges. Also, as a matter of course the FTC takes into 

consideration the cross-border ramifications of guidelines it issues relating to 

ecommerce. 
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(2) Please provide a consumer protection cases in ecommerce where you successfully 

dealt with a problem and explain how it was resolved.  

As previously noted, fraud and deception are among the most serious ecommerce 

challenges. Combatting fraud is a critical component of the FTC’s consumer protection mission. 

With the explosion of technological developments, the online space is ripe for fraud against 

everyone, but especially vulnerable populations such as older citizens.  

Technical support scams are a particularly prevalent online threat. A typical technical 

support scam begins with either a telephone call, internet ad or pop-up on the computer monitor 

indicating a problem with the computer. The scammer then proceeds to deceive consumers into 

purchasing unnecessary, or even harmful programs to “fix” non-existent problems.  This trend 

appears to have a disproportionate impact on older consumers.8 

The FTC has filed numerous cases against defendants engaged in these deceptive 

practices. In one case that settled, the FTC sued telemarketers in India who falsely claimed to be 

affiliated with major computer or Internet security companies. The FTC alleged that the 

telemarketers told consumers that their computers were riddled with viruses and malware and 

then offered to “fix” problems that did not exist, for several hundred dollars. The defendants 

agreed to relinquish most of their assets. 9 The FTC charged the defendants with violating the 

FTC Act and Telemarketing Sales Rule with their misrepresentations and calls to numbers on the 

Do Not Call Registry. 

                                                 
8The FTC’s Consumer Sentinel complaint data and law enforcement experience suggest that tech support schemes 
disproportionately affect older Americans.  In 2015 Seventy-six percent of complainants who reported their age in 
the Consumer Sentinel database are over the age of 50, and fifty-six percent are over the age of 60. 
 
9See FTC Press Release, FTC Halts Massive Tech Support Scams. (Oct. 2012), http://www.ftc.gov/news-
events/press-releases/2012/10/ftc-halts-massive-tech-support-scams.  

http://www.ftc.gov/news-events/press-releases/2012/10/ftc-halts-massive-tech-support-scams
http://www.ftc.gov/news-events/press-releases/2012/10/ftc-halts-massive-tech-support-scams
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In recent years, the FTC has seen tech support scams employ a new twist on this model 

by inducing consumers to call the scammers.  For example, last June the FTC obtained a court 

order temporarily shutting down an operation that allegedly used internet ads to flash alerts on 

consumers’ computer displays.10 According to the FTC’s complaint, the phony alerts mimicked 

legitimate messages from Apple or Microsoft, misleading consumers, many of whom were 

senior citizens, into believing their computers had serious problems and directing them to call a 

toll-free number.10 Once on the phone, the operation’s telemarketers allegedly claimed to 

“diagnose” the computer, inevitably claiming to find grave problems requiring immediate repair 

by a technician. The scammers then allegedly charged consumers hundreds of dollars for repairs 

they likely did not need. Technical support scams like this one have caused consumers hundreds 

of millions of dollars in injury. The FTC continues to target such scammers, consulting with state 

and federal partners as well as researchers and computer software and manufacturing industry 

members, and has additional investigations underway.  

Other FTC work emphasizes unauthorized electronic and other transactions.  In January 

2017, the FTC reached a settlement agreement with The Western Union Company (Western 

Union), a global money services business. Western Union agreed to forfeit $586 million and 

enter into settlement agreements with the Federal Trade Commission, the Justice Department, 

and the U.S. Attorneys’ Offices of four districts. According to the FTC Complaint, “for many 

years, Western Union’s money transfer system has been used by fraudsters around the world to 

obtain money from their victims.” In its agreement with the Justice Department, Western Union 

                                                 
10FTC v. Big Dog Solutions LLC, No. 16-CV-6607 (N.D. Ill. June 28, 
2016),https://www.ftc.gov/system/files/documents/cases/160707helpdesknatltro.pdf; see also Press Release, FTC 
and Florida Charge Tech Support Operation with Tricking Consumers Into Paying Millions for Bogus Services, 
https://www.f c.gov/news-events/press-releases/2016/07/ftc-florida-charge-tech-support- 
operation-tricking-consumers. 
 
 

https://www.ftc.gov/system/files/documents/cases/western_union_consent_order_final_jan2017.pdf
https://www.ftc.gov/system/files/documents/cases/western_union_consent_order_final_jan2017.pdf
https://www.ftc.gov/system/files/documents/cases/western_union_consent_order_final_jan2017.pdf
https://www.ftc.gov/system/files/documents/cases/160707helpdesknatltro.pdf
https://www.ftc.gov/news-events/press-releases/2016/07/ftc-florida-charge-tech-support-operation-tricking-consumers
https://www.ftc.gov/news-events/press-releases/2016/07/ftc-florida-charge-tech-support-operation-tricking-consumers
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admits to criminal violations including willfully failing to maintain an effective anti-money 

laundering program and aiding and abetting wire fraud.11 Among the various allegations against 

the company were that it facilitated bogus online purchases, totaling at least $187 million in 

losses. In addition to violations of the Telemarketing Sales Rule, the FTC alleges that Western 

Union’s failure to take timely, appropriate, and effective action in the face of fraud-induced 

money transfers was an unfair trade practice. In addition to the required payment of $586 

million, the settlement requires Western Union to implement a comprehensive A-to-Z anti-fraud 

program, complete with meaningful training and monitoring to protect consumers in the future. 

The order also prohibits the company from transmitting a money transfer it knows – or 

reasonably should know – is fraud-induced. In addition, Western Union will have to block 

money transfers to anyone who is the subject of a fraud report, provide clear and conspicuous 

warnings to consumers, make it easier for consumers to report fraud, and refund a fraudulently-

induced money transfer if the company failed to comply with its anti-fraud procedures. 

 

(3) What is your experience in dealing with the emerging issues such as electronic 

payments, mobile banking services; digital content products etc.? 

The FTC has devoted substantial resources to learning about emerging issues in 

ecommerce for more than a decade. For example, the agency has held workshops on issues like 

mobile payments and mobile privacy disclosures, issued reports and surveys, and, of course, 

brought law enforcement actions. For a comprehensive list of the agency’s work in this area, see 

http://www.ftc.gov/news-events/media-resources/mobile-technology. The FTC has published 

                                                 
11 See FTC Press Release, Western Union Admits Anti-Money Laundering Violation and Settles Consumer Fraud 
Charges, Forfeits $586 Million in Settlement with FTC and Justice Department (JANUARY 2017).  
 https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-
settles.  
 

http://www.ftc.gov/news-events/media-resources/mobile-technology
https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles
https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles
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guidelines on privacy disclosures in the context of mobile devices and provides annual privacy 

and data security updates.12 As previously noted, the agency also formed OTech to ensure that 

the FTC has the resources and expertise to support its work on technology issues, including those 

related to mobile issues. 

The FTC has brought numerous enforcement actions in the context of mobile devices and 

apps. For example, in 2014 the FTC charged mobile phone service provider T-Mobile USA, Inc. 

with making hundreds of millions of dollars by placing charges on mobile phone bills for 

purported “premium” SMS subscriptions that, in many cases, consumers had never authorized.13 

Similarly, in 2013, the FTC took legal action to shut down an operation that allegedly took in 

millions of dollars from placing unauthorized charges on consumers’ mobile phone bills, a 

practice known as “cramming”.14  

The FTC has provided updated guidance for parents and children in the context of 

electronic commerce. The FTC’s “OnGuardOnline.gov” consumer education campaign helps 

people guard against Internet fraud, secure their computers, and protect their privacy.15 As part 

of this campaign, the FTC in 2009 published and delivered a booklet, “Net Cetera: Chatting with 

Kids About Being Online,” to schools, police and sheriffs’ departments, and parent-teacher 

associations nationwide.16 The booklet explains to parents and their children how to deal with 

                                                 
12 See FED. TRADE COMM’N, MOBILE PRIVACY DISCLOSURES: BUILDING TRUST THOUGH TRANSPARENCY 20-27 
(2013), available at www.ftc.gov/sites/default/files/documents/reports/mobile-privacy-disclosures-building-trust-
through-transparency-federal-trade-commission-staff-report/130201mobileprivacyreport.pdf and  FED TRADE 
COMM’N, 2016 PRIVACY AND DATA SECURITY UPDATE (2016), available at https://www.ftc.gov/reports/privacy-
data-security-update-2016. 
13 See FTC Press Release, FTC Alleges T-Mobile Crammed Bogus Charges onto Customers’ Phone Bills. (July 
2014), http://www.ftc.gov/news-events/press-releases/2014/07/ftc-alleges-t-mobile-crammed-bogus-charges-
customers-phone-bills.  
14 See FTC Press Release, FTC Files Its First Case Against Mobile Phone “Cramming.” (Apr. 2013), 
http://www.ftc.gov/news-events/press-releases/2013/04/ftc-files-its-first-case-against-mobile-phone-cramming. 
15 See FTC Press Release, OnGuardOnline.gov Off to a Fast Start with Online Child Safety Campaign. (Mar. 2010), 
http://www.ftc.gov/news-events/press-releases/2010/03/onguardonlinegov-fast-start-online-child-safety-campaign.  
16 See FTC Press Release, Cybersafety Booklet for Parents and Kids Now Available. (Dec. 2009), 
http://www.ftc.gov/news-events/press-releases/2009/12/cybersafety-booklet-parents-kids-now-available.  

http://www.ftc.gov/sites/default/files/documents/reports/mobile-privacy-disclosures-building-trust-through-transparency-federal-trade-commission-staff-report/130201mobileprivacyreport.pdf
http://www.ftc.gov/sites/default/files/documents/reports/mobile-privacy-disclosures-building-trust-through-transparency-federal-trade-commission-staff-report/130201mobileprivacyreport.pdf
https://www.ftc.gov/reports/privacy-data-security-update-2016
https://www.ftc.gov/reports/privacy-data-security-update-2016
http://www.ftc.gov/news-events/press-releases/2014/07/ftc-alleges-t-mobile-crammed-bogus-charges-customers-phone-bills
http://www.ftc.gov/news-events/press-releases/2014/07/ftc-alleges-t-mobile-crammed-bogus-charges-customers-phone-bills
http://www.ftc.gov/news-events/press-releases/2013/04/ftc-files-its-first-case-against-mobile-phone-cramming
http://www.ftc.gov/news-events/press-releases/2010/03/onguardonlinegov-fast-start-online-child-safety-campaign
http://www.ftc.gov/news-events/press-releases/2009/12/cybersafety-booklet-parents-kids-now-available
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issues such as social networking, cyberbullying, using mobile phones safely, and protecting the 

family computer from malware.  In 2014, the FTC issued an updated version of the popular free 

consumer guide “NetCetera,” which contains information for parents and other adults to use 

when talking with kids about how to be safe, secure, and responsible online.17 The FTC has also 

launched an advertising literacy campaign to help older children understand the ads they see and 

become smarter consumers. The campaign is targeted to “tweens” aged 8 to 12, and includes a 

game-based website at Admongo.gov, a curriculum tied to national standards of learning in 

language arts and social studies that teachers can use to educate students about advertising, a 

library of fictional ads that can be used as teaching tools, and activities for parents and kids to do 

together. All these materials are free and in the public domain.18  

The FTC has also advocated that mobile developers adhere to several important privacy 

guidelines, embodied in the agency’s 2012 report titled “Protecting Consumer Privacy in an Era 

of Rapid Change: Recommendations for Businesses and Policymakers” (“FTC Privacy 

Report”).19 That report sets out a three-pronged framework for protecting consumer privacy. In 

the Privacy Report, the FTC specifically called on companies providing mobile services to work 

toward improved privacy protections by: development of short, meaningful disclosures; making 

their data practices more transparent; and developing standards that address data collection, 

                                                 
17FED. TRADE COMM’N, NET CETERA: CHATTING WITH KIDS ABOUT BEING ONLINE (Jan. 2014), available at 
http://www.consumer.ftc.gov/articles/pdf-0001-netcetera.pdf. 
18 See FTC Press Release, FTC Helps Prepare Kids for a World Where Advertising Is Everywhere (Apr. 2010), 
http://www.ftc.gov/news-events/press-releases/2010/04/ftc-helps-prepare-kids-world-where-advertising-everywhere. 
19 FED. TRADE COMM’N, PROTECTING CONSUMER PRIVACY IN AN ERA OF RAPID CHANGE: RECOMMENDATIONS FOR 
BUSINESSES AND POLICYMAKERS (Mar. 2012), available at 
http://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-
privacy-era-rapid-change-recommendations/120326privacyreport.pdf. 

http://www.admongo.gov/
http://www.consumer.ftc.gov/articles/pdf-0001-netcetera.pdf
http://www.ftc.gov/news-events/press-releases/2010/04/ftc-helps-prepare-kids-world-where-advertising-everywhere
http://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf
http://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf
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transfer, use, and disposal, of location data. These principles and implementation approaches are 

in line with those of the OECD Privacy Guidelines.20  

FINTECH  

The FTC is committed to protecting consumers in the fast-moving realm of financial 

technology, also known as FinTech.21 Consumers today have even greater options to store, share, 

and spend money with the aid of new technologies entering the marketplace at breakneck speed. 

These emerging financial technologies can empower consumers by providing greater financial 

choices and unprecedented convenience. At the same time, market participants offering these 

exciting new products must keep in mind important consumer protection principles as they 

continue to innovate. 

The FTC continues to focus on how consumers are putting FinTech tools to use. These 

new uses range from mobile payments to virtual currencies to crowdfunding (the process by 

which companies and individuals raise money from the public to fund new projects and peer-to-

peer payment systems), to online services with artificial intelligence. Many of these functions are 

in the form of mobile apps that allow consumers to share money electronically. The FTC 

conducted three Fintech seminars: a June 2016 seminar on Marketplace Lending, typically 

nonbank financial platforms that leverage technology to reach potential borrowers evaluate 

creditworthiness, and facilitate loans, an October 2016 seminar in Crowdfunding and Peer-to-

                                                 
20 OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980, amended in 2013), 
available at 
http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.
htm.  
21 Financial Technology: Protecting Consumers on the Cutting Edge of Financial Transactions. 
https://www.ftc.gov/news-events/media-resources/consumer-finance/financial-technology  

http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm
http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm
https://www.ftc.gov/news-events/media-resources/consumer-finance/financial-technology
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Peer Lending, and a March 2017 seminar on Artificial Intelligence and Blockchain 

Technology. 22   

In addition, the FTC brings law enforcement actions against companies whose deceptive 

or unfair actions with FinTech harm customers. With the advent of this growing digital currency 

technology there has been a considerable spike in complaints to the FTC. For example, the FTC 

won a court order that shut down a bitcoin mining company, Butterfly Labs, in September 

2014.23 Butterfly Labs and two of its operators agreed to settle FTC charges that they deceived 

thousands of consumers about the availability, profitability, and newness of machines designed 

to mine the virtual currency known as Bitcoin, and that they unfairly kept consumers’ up-front 

payments despite failing to deliver the machines as promised.  

  

                                                 
22 See FTC Press Releases, FTC to Host Financial Technology Forum on Marketplace Lending. (April 2016) 
https://www.ftc.gov/news-events/press-releases/2016/04/ftc-host-financial-technology-forum-marketplace-lending; 
FTC to Host FinTech Forum on Crowdfunding and Peer-to-Peer Payments. (August 2016), 
https://www.ftc.gov/news-events/press-releases/2016/08/ftc-host-fintech-forum-crowdfunding-peer-peer-payments-
oct-26; FTC to Host FinTech Forum on Artificial Intelligence and Blockchain Technology. (February 2016),   
https://www.ftc.gov/news-events/press-releases/2017/02/ftc-announces-agenda-march-9-fintech-forum-artificial  
 
 
23 FTC Press Release, Operators of Bitcoin Mining Operation Butterfly Labs Agree to Settle FTC Charges They 
Deceived Consumers. (FEBRUARY 2016), https://www.ftc.gov/news-events/press-releases/2016/02/operators-
bitcoin-mining-operation-butterfly-labs-agree-settle. 
  
 

https://www.ftc.gov/news-events/press-releases/2016/04/ftc-host-financial-technology-forum-marketplace-lending
https://www.ftc.gov/news-events/press-releases/2016/08/ftc-host-fintech-forum-crowdfunding-peer-peer-payments-oct-26
https://www.ftc.gov/news-events/press-releases/2016/08/ftc-host-fintech-forum-crowdfunding-peer-peer-payments-oct-26
https://www.ftc.gov/news-events/press-releases/2017/02/ftc-announces-agenda-march-9-fintech-forum-artificial
https://www.ftc.gov/news-events/press-releases/2016/02/operators-bitcoin-mining-operation-butterfly-labs-agree-settle
https://www.ftc.gov/news-events/press-releases/2016/02/operators-bitcoin-mining-operation-butterfly-labs-agree-settle
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Appendix A 

Selected FTC Workshops and Roundtables Relating to Ecommerce 

 
• FinTech Forum on Artificial Intelligence and Blockchain Technology, March 2017,   

https://www.ftc.gov/news-events/press-releases/2017/02/ftc-announces-agenda-march-9-
fintech-forum-artificial 
 

• Privacy Con,  January 12, 2017, https://www.ftc.gov/news-events/events-
calendar/2017/01/privacycon and   

 
• Changing Consumer Demographics, December 6, 2016,   https://www.ftc.gov/news-

events/events-calendar/2016/12/changing-consumer-demographics 
 

• Putting Disclosure to the Test, September 15, 2016,  https://www.ftc.gov/news-
events/events-calendar/2016/09/putting-disclosures-test 

 
• FinTech Forum on Crowdfunding and Peer-to-Peer Payments, August 2016, 

https://www.ftc.gov/news-events/press-releases/2016/08/ftc-host-fintech-forum-
crowdfunding-peer-peer-payments-oct-26  
 

• Combating Fraud in African American & Latino Communities, The FTC’s 
Comprehensive Strategy Plan, June 15, 2016, 
https://www.ftc.gov/system/files/documents/reports/combating-fraud-african-american-
latino-communities-ftcs-comprehensive-strategic-plan-federal-
trade/160615fraudreport.pdf 
 

• Financial Technology Forum on Marketplace Lending, April 2016,  
https://www.ftc.gov/news-events/press-releases/2016/04/ftc-host-financial-technology-
forum-marketplace-lending  
 

• Privacy Con, January 14, 2016, https://www.ftc.gov/news-events/events-
calendar/2016/01/privacycon  

 
• Cross-Device Tracking, Nov 16, 2015, https://www.ftc.gov/news-events/events-

calendar/2015/11/cross-device-tracking  
 

• The “Sharing” Economy, June 9, 2015, https://www.ftc.gov/news-events/events-
calendar/2015/06/sharing-economy-issues-facing-platforms-participants-regulators 

 
• Follow the Lead, October 30, 2015,  https://www.ftc.gov/news-events/events-

calendar/2015/10/follow-lead-ftc-workshop-lead-generation 
 

https://www.ftc.gov/news-events/press-releases/2017/02/ftc-announces-agenda-march-9-fintech-forum-artificial
https://www.ftc.gov/news-events/press-releases/2017/02/ftc-announces-agenda-march-9-fintech-forum-artificial
https://www.ftc.gov/news-events/events-calendar/2017/01/privacycon
https://www.ftc.gov/news-events/events-calendar/2017/01/privacycon
https://www.ftc.gov/news-events/events-calendar/2016/12/changing-consumer-demographics
https://www.ftc.gov/news-events/events-calendar/2016/12/changing-consumer-demographics
https://www.ftc.gov/news-events/events-calendar/2016/09/putting-disclosures-test
https://www.ftc.gov/news-events/events-calendar/2016/09/putting-disclosures-test
https://www.ftc.gov/news-events/press-releases/2016/08/ftc-host-fintech-forum-crowdfunding-peer-peer-payments-oct-26
https://www.ftc.gov/news-events/press-releases/2016/08/ftc-host-fintech-forum-crowdfunding-peer-peer-payments-oct-26
https://www.ftc.gov/system/files/documents/reports/combating-fraud-african-american-latino-communities-ftcs-comprehensive-strategic-plan-federal-trade/160615fraudreport.pdf
https://www.ftc.gov/system/files/documents/reports/combating-fraud-african-american-latino-communities-ftcs-comprehensive-strategic-plan-federal-trade/160615fraudreport.pdf
https://www.ftc.gov/system/files/documents/reports/combating-fraud-african-american-latino-communities-ftcs-comprehensive-strategic-plan-federal-trade/160615fraudreport.pdf
https://www.ftc.gov/news-events/press-releases/2016/04/ftc-host-financial-technology-forum-marketplace-lending
https://www.ftc.gov/news-events/press-releases/2016/04/ftc-host-financial-technology-forum-marketplace-lending
https://www.ftc.gov/news-events/events-calendar/2016/01/privacycon
https://www.ftc.gov/news-events/events-calendar/2016/01/privacycon
https://www.ftc.gov/news-events/events-calendar/2015/11/cross-device-tracking
https://www.ftc.gov/news-events/events-calendar/2015/11/cross-device-tracking
https://www.ftc.gov/news-events/events-calendar/2015/06/sharing-economy-issues-facing-platforms-participants-regulators
https://www.ftc.gov/news-events/events-calendar/2015/06/sharing-economy-issues-facing-platforms-participants-regulators
https://www.ftc.gov/news-events/events-calendar/2015/10/follow-lead-ftc-workshop-lead-generation
https://www.ftc.gov/news-events/events-calendar/2015/10/follow-lead-ftc-workshop-lead-generation
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• Big Data: A Tool for Inclusion or Exclusion?  September 15, 2014, 

http://www.ftc.gov/news events/events-calendar/2014/09/big-data-tool-inclusion-or-

exclusion  

• Mobile Device Tracking, February 19, 2014, https://www.ftc.gov/news-events/events-
calendar/2014/02/spring-privacy-series-mobile-device-tracking 

 
• Internet of Things - Privacy and Security in a Connected World, November 19, 2013, 

http://www.ftc.gov/news-events/events-calendar/2013/11/internet-things-privacy-

security-connected-world 

• Mobile Security: Potential Threats and Solutions,  June 4, 2013, 

http://www.ftc.gov/news-events/events-calendar/2013/06/mobile-security-potential-

threats-solutions 

• Mobile Cramming: An FTC Roundtable,  May 8, 2013, http://www.ftc.gov/news-

events/events-calendar/2013/05/mobile-cramming-ftc-roundtable 

• Life of a Debt: Data Integrity in Debt Collection,  June 6, 2013, 

http://www.ftc.gov/news-events/events-calendar/2013/06/life-debt-data-integrity-debt-

collection 

• Enforceable Codes of Conduct: Protecting Consumers Across Borders, November 

29, 2012, (using enforceable industry codes of conduct to protect consumers in cross-

border commerce), http://www.ftc.gov/news-events/events-

calendar/2012/11/enforceable-codes-conduct-protecting-consumers-across-borders 

• In Short: Advertising & Privacy Disclosures in a Digital World, May 30, 2012, 

http://www.ftc.gov/news-events/events-calendar/2012/05/short-advertising-privacy-

disclosures-digital-world 

http://www.ftc.gov/news%20events/events-calendar/2014/09/big-data-tool-inclusion-or-exclusion
http://www.ftc.gov/news%20events/events-calendar/2014/09/big-data-tool-inclusion-or-exclusion
https://www.ftc.gov/news-events/events-calendar/2014/02/spring-privacy-series-mobile-device-tracking
https://www.ftc.gov/news-events/events-calendar/2014/02/spring-privacy-series-mobile-device-tracking
http://www.ftc.gov/news-events/events-calendar/2013/11/internet-things-privacy-security-connected-world
http://www.ftc.gov/news-events/events-calendar/2013/11/internet-things-privacy-security-connected-world
http://www.ftc.gov/news-events/events-calendar/2013/06/mobile-security-potential-threats-solutions
http://www.ftc.gov/news-events/events-calendar/2013/06/mobile-security-potential-threats-solutions
http://www.ftc.gov/news-events/events-calendar/2013/05/mobile-cramming-ftc-roundtable
http://www.ftc.gov/news-events/events-calendar/2013/05/mobile-cramming-ftc-roundtable
http://www.ftc.gov/news-events/events-calendar/2013/06/life-debt-data-integrity-debt-collection
http://www.ftc.gov/news-events/events-calendar/2013/06/life-debt-data-integrity-debt-collection
http://www.ftc.gov/news-events/events-calendar/2012/11/enforceable-codes-conduct-protecting-consumers-across-borders
http://www.ftc.gov/news-events/events-calendar/2012/11/enforceable-codes-conduct-protecting-consumers-across-borders
http://www.ftc.gov/news-events/events-calendar/2012/05/short-advertising-privacy-disclosures-digital-world
http://www.ftc.gov/news-events/events-calendar/2012/05/short-advertising-privacy-disclosures-digital-world
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• Paper, Plastic . . . or Mobile? An FTC Workshop on Mobile Payments, April 25, 

2012, http://www.ftc.gov/news-events/press-releases/2012/04/paper-plastic-or-mobile-

ftc-workshop-mobile-payments 

• The Big Picture: Comprehensive Online Data Collection, December 6, 2012, 

http://www.ftc.gov/news-events/events-calendar/2012/12/big-picture-comprehensive-

online-data-collection 

• Face Facts: A Forum on Facial Recognition Technology, December 8, 2011, 

http://www.ftc.gov/news-events/events-calendar/2011/12/face-facts-forum-facial-

recognition-technology 

• Protecting Kids’ Privacy Online Reviewing the COPPA Rule, June 2, 2010, 

http://www.ftc.gov/news-events/events-calendar/2010/06/protecting-kids-privacy-online-

reviewing-coppa-rule 

• Exploring Privacy: A Roundtable Series, March 17, 2010, http://www.ftc.gov/news-

events/events-calendar/2010/03/exploring-privacy-roundtable-series 

• Digital Rights Management, March 25, 2009, http://www.ftc.gov/news-events/events-

calendar/2009/03/digital-rights-management 

• Securing Personal Data in the Global Economy, March 16, 2009, 

http://www.ftc.gov/news-events/events-calendar/2009/03/securing-personal-data-global-

economy 

• Pay On The Go: Consumers and Contactless Payment, July 24, 2008, 

http://www.ftc.gov/news-events/events-calendar/2008/07/pay-go-consumers-contactless-

payment 

http://www.ftc.gov/news-events/press-releases/2012/04/paper-plastic-or-mobile-ftc-workshop-mobile-payments
http://www.ftc.gov/news-events/press-releases/2012/04/paper-plastic-or-mobile-ftc-workshop-mobile-payments
http://www.ftc.gov/news-events/events-calendar/2012/12/big-picture-comprehensive-online-data-collection
http://www.ftc.gov/news-events/events-calendar/2012/12/big-picture-comprehensive-online-data-collection
http://www.ftc.gov/news-events/events-calendar/2011/12/face-facts-forum-facial-recognition-technology
http://www.ftc.gov/news-events/events-calendar/2011/12/face-facts-forum-facial-recognition-technology
http://www.ftc.gov/news-events/events-calendar/2010/06/protecting-kids-privacy-online-reviewing-coppa-rule
http://www.ftc.gov/news-events/events-calendar/2010/06/protecting-kids-privacy-online-reviewing-coppa-rule
http://www.ftc.gov/news-events/events-calendar/2010/03/exploring-privacy-roundtable-series
http://www.ftc.gov/news-events/events-calendar/2010/03/exploring-privacy-roundtable-series
http://www.ftc.gov/news-events/events-calendar/2009/03/digital-rights-management
http://www.ftc.gov/news-events/events-calendar/2009/03/digital-rights-management
http://www.ftc.gov/news-events/events-calendar/2009/03/securing-personal-data-global-economy
http://www.ftc.gov/news-events/events-calendar/2009/03/securing-personal-data-global-economy
http://www.ftc.gov/news-events/events-calendar/2008/07/pay-go-consumers-contactless-payment
http://www.ftc.gov/news-events/events-calendar/2008/07/pay-go-consumers-contactless-payment
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• Transatlantic RFID Workshop on Consumer Privacy and Data Security, September 

23, 2008, http://www.ftc.gov/news-events/events-calendar/2008/09/transatlantic-rfid-

workshop-consumer-privacy-data-security 

• Beyond Voice: Mapping the Mobile Marketplace, May 6, 2008, 

http://www.ftc.gov/news-events/events-calendar/2008/05/beyond-voice-mapping-mobile-

marketplace 

• Negative Options: A Workshop Analyzing Negative Option Marketing, January 25, 

2007, http://www.ftc.gov/news-events/events-calendar/2007/01/negative-options-

workshop-analyzing-negative-option-marketing 

• Behavioral Advertising: Tracking, Targeting, and Technology, November 1-2, 2007, 

http://www.ftc.gov/news-events/events-calendar/2007/11/ehavioral-advertising-tracking-

targeting-technology 

• Information Flows: Costs and Benefits Related To the Collection and Use of 

Consumer Information, June 18, 2003, http://www.ftc.gov/news-events/events-

calendar/2003/06/information-flows-costs-benefits-related-collection-use-consumer 

• FTC Spam Forum, April 30-May 2, 2003, http://www.ftc.gov/news-events/events-

calendar/2003/04/ftc-spam-forum 

• Consumer Information Security, May 20-21, 2002, http://www.ftc.gov/news-

events/events-calendar/2002/05/consumer-information-security-workshop  

• Public Roundtable: Consumer Aspects of the Proposed Hague Convention on 

Jurisdiction and Foreign Judgments, December 19, 2001, http://www.ftc.gov/news-

events/events-calendar/2001/12/public-roundtable-consumer-aspects-hague-convention 

http://www.ftc.gov/news-events/events-calendar/2008/09/transatlantic-rfid-workshop-consumer-privacy-data-security
http://www.ftc.gov/news-events/events-calendar/2008/09/transatlantic-rfid-workshop-consumer-privacy-data-security
http://www.ftc.gov/news-events/events-calendar/2008/05/beyond-voice-mapping-mobile-marketplace
http://www.ftc.gov/news-events/events-calendar/2008/05/beyond-voice-mapping-mobile-marketplace
http://www.ftc.gov/news-events/events-calendar/2007/01/negative-options-workshop-analyzing-negative-option-marketing
http://www.ftc.gov/news-events/events-calendar/2007/01/negative-options-workshop-analyzing-negative-option-marketing
http://www.ftc.gov/news-events/events-calendar/2007/11/ehavioral-advertising-tracking-targeting-technology
http://www.ftc.gov/news-events/events-calendar/2007/11/ehavioral-advertising-tracking-targeting-technology
http://www.ftc.gov/news-events/events-calendar/2003/06/information-flows-costs-benefits-related-collection-use-consumer
http://www.ftc.gov/news-events/events-calendar/2003/06/information-flows-costs-benefits-related-collection-use-consumer
http://www.ftc.gov/news-events/events-calendar/2003/04/ftc-spam-forum
http://www.ftc.gov/news-events/events-calendar/2003/04/ftc-spam-forum
http://www.ftc.gov/news-events/events-calendar/2002/05/consumer-information-security-workshop
http://www.ftc.gov/news-events/events-calendar/2002/05/consumer-information-security-workshop
http://www.ftc.gov/news-events/events-calendar/2001/12/public-roundtable-consumer-aspects-hague-convention
http://www.ftc.gov/news-events/events-calendar/2001/12/public-roundtable-consumer-aspects-hague-convention
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• Public Roundtable: Dispute Resolution for Online Business-to-Consumer Contracts, 

February 6, 2001, http://www.ftc.gov/news-events/events-calendar/2001/02/public-

roundtable-dispute-resolution-online-business-consumer 

• Seminar on Internet Marketing, January 30, 2001, http://www.ftc.gov/news-

events/events-calendar/2001/01/etail-details-seminar-internet-marketing 

•  Design Public Workshop: Electronic Signatures In Global And National Commerce 

Act, April 3, 2001, http://www.ftc.gov/news-events/events-calendar/2001/04/esign-

public-workshop-electronic-signatures-global-national 

• The Information Marketplace: Merging and Exchanging Consumer Data, March 13, 

2001, http://www.ftc.gov/news-events/events-calendar/2001/03/information-marketplace-

merging-exchanging-consumer-data 

• The Mobile Wireless Web, Data Services and Beyond: Emerging Technologies and 

Consumer Issues, December 11-12, 2001, http://www.ftc.gov/news-events/events-

calendar/2000/12/mobile-wireless-web-data-services-beyond-emerging-technologies 

• Online Profiling Public Workshop, November 8, 1999, (regarding the aggregating of 

information about consumers’ preferences and interests, gathered primarily by tracking 

their movements online, and using the resulting consumer profiles to create targeted 

advertising on Web sites), http://www.ftc.gov/news-events/events-

calendar/1999/11/online-profiling-public-workshop  

• Interpretation of Rules and Guides for Electronic Media, May 14, 1999, 

http://www.ftc.gov/news-events/events-calendar/1999/05/interpretation-rules-guides-

electronic-media 

 

http://www.ftc.gov/news-events/events-calendar/2001/02/public-roundtable-dispute-resolution-online-business-consumer
http://www.ftc.gov/news-events/events-calendar/2001/02/public-roundtable-dispute-resolution-online-business-consumer
http://www.ftc.gov/news-events/events-calendar/2001/01/etail-details-seminar-internet-marketing
http://www.ftc.gov/news-events/events-calendar/2001/01/etail-details-seminar-internet-marketing
http://www.ftc.gov/news-events/events-calendar/2001/04/esign-public-workshop-electronic-signatures-global-national
http://www.ftc.gov/news-events/events-calendar/2001/04/esign-public-workshop-electronic-signatures-global-national
http://www.ftc.gov/news-events/events-calendar/2001/03/information-marketplace-merging-exchanging-consumer-data
http://www.ftc.gov/news-events/events-calendar/2001/03/information-marketplace-merging-exchanging-consumer-data
http://www.ftc.gov/news-events/events-calendar/2000/12/mobile-wireless-web-data-services-beyond-emerging-technologies
http://www.ftc.gov/news-events/events-calendar/2000/12/mobile-wireless-web-data-services-beyond-emerging-technologies
http://www.ftc.gov/news-events/events-calendar/1999/11/online-profiling-public-workshop
http://www.ftc.gov/news-events/events-calendar/1999/11/online-profiling-public-workshop
http://www.ftc.gov/news-events/events-calendar/1999/05/interpretation-rules-guides-electronic-media
http://www.ftc.gov/news-events/events-calendar/1999/05/interpretation-rules-guides-electronic-media
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• U.S. Perspectives on Consumer Protection in the Global Electronic Marketplace, 

June 8-9, 1999, http://www.ftc.gov/news-events/events-calendar/1999/06/us-

perspectives-consumer-protection-global-electronic  

• Public Workshop on Consumer Privacy , June 1997, http://www.ftc.gov/news-

events/events-calendar/1997/06/public-workshop-consumer-privacy 

http://www.ftc.gov/news-events/events-calendar/1999/06/us-perspectives-consumer-protection-global-electronic
http://www.ftc.gov/news-events/events-calendar/1999/06/us-perspectives-consumer-protection-global-electronic
http://www.ftc.gov/news-events/events-calendar/1997/06/public-workshop-consumer-privacy
http://www.ftc.gov/news-events/events-calendar/1997/06/public-workshop-consumer-privacy
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