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Project Introduction
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Mission To build capacity among policy-makers, legislators, public prosecutors &
investigators, and civil society in developing countries

in the policy, legal and criminal justice aspects of the enabling
environment to combat “cybercrime’;

through synthesizing international best practice in these areas in a
published tool that enables assessment of and best practice guidance with
respect to the legal issues associated with combatting cybercrime; and

field testing the tool in selected pilot countries.

The tool will be made available as a global public good.
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Project Components / Deliverables
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* Portal
* Toolkit
* Assessment Tool
 Virtual Library

* In-Country Assessment Pilots
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Available soon at:

Portal - www.combattingcybercrime.org

Cfombatting nybercrime Overview Download Toolkit &
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overview  Combatting Cybercrime: Tools and
Capacity Building for Emerging
Economies.

The resources available here are aimed at building capacity among policy-
makers, legislators, public prosecutors & investigators, and civil society in

developing countries in the policy, legal and criminal justice aspects of the
enabling environment to combat cybercrime. These resources include:

m AToolkit that synthesizes good international practice in combatting
cybercrime

m An Assessment Tool that enables countries to assess their current
capacity to combat cybercrime and identify capacity-building priorities Gl st G e e
m AVirtual Library with materials provided by Project participating T oo (s i A

organizations and others Emerging Economies

Using the Toolkit ®


http://www.combattingcybercrime.org/

Component I. Toolkit

PART 01

Purpose of this Toolkit
Digital technologies and the internet have
transformed our everyday lives.

More than 348 Million
Identities were Exposed
When identity thieves hacked
several trusted institutions, and
594 million persons are affected
by eybercrime globally2.

170 Million Credit and
Debit Card Numbers Stolen
In the United States, a criminal hacker
was sentenced to 20 years in prison
for stealing more than 170 million
credit and debit card numbers, making
it the largest identity theft case the
Department of Justice has ever
prosecuted, in 2010.

$1 Trillion Lost in the

Combatting Cybercrime United States

Estimates of losses from intellectual
property and data theft range 2 high
as $1 trillion in the United States.

Tools and Capacity Building for
Emerging Economies
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Component Il. Assessment Tool

Level 2
Non-Legal Framework

National Strategy

Leading Gov.

Technical Cooperation Lo
P Institution

MNon-Legal F

Public-Private
Partnership to combat
cybercrime

Maintain Statistical
Information

Define statistics necessary for cyvbercrimme?
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How to use this “Assessment Tool”?

Check

« Based on your
best

knowledge

 Work with
Experts in
each area

Discuss

 Clarify any
uncertain
IES

* Choose the
most objective
answer

Combatting Cybercrime: Tools and Capacity Building For Emerging Economies

Decide

* Relative
strengths and
WEELQERS

* Prioritize
allocation of
resources
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Component Ill. Virtual Library
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ybercrime Toolkit Introduction
USAGE The Assessment Tool is organized along the
following lines.

The purpose of this project is to simensior
build capacity among polic

islators, public pro
investigators, and civil society in

le
Non-Legal Framework

o
v

Which covers national strategies and policies and other matters of a non-legal nature

developir ries A : 4 Sukh a5 Cooparation With the private sector

legal and cri ;
3 gal Framework

Which covers national law and whether a country has joined a treaty.

Substantive Law
Which addresses activities that have been criminalized.

Procedural Law

Which mainly addresses investigatory matters.

Lovei2 e-Evidence
NonLegalframework

Which focuses on admissibility and treatment of digital evidence in the cybercrime
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THE WORLD BANK GROUP GOALS

END EXTREME POVERTY AND
PROMOTE SHARED PROSPERITY

Thank you
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