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The Commonwealth Charter 



Data Protection in the Commonwealth-status quo 

• Some Commonwealth jurisdictions have 

adequate laws and policies in place; others 

including small islands and developing states do 

not have 
• law in a number of large Commonwealth countries, 

such as India, South Africa, and Nigeria, remains a 
work in progress 

•  small states such as the Bahamas, Lesotho, Mauritius 
and Trinidad and Tobago have data protection 
legislation while others, such as Guyana, Botswana 
and all small Commonwealth states in Asia and the 
Pacific  have not enacted comprehensive data 
protection laws  

 



Data Protection in the Commonwealth-regional 
initiatives 

• Canada, UK, New Zealand and Australia (members of 
OECD) have developed advanced data protection regimes 
in line with the OECD Guidelines on the Protection of 
Privacy and Transborder Flows of Personal Data 

• UK, Cyprus and Malta - bound by the EU Data Protection 
Directive 

• Other regional regulatory initiatives: the African Union 
Convention on Cyber Security and Personal Data 
Protection, ECOWAS Supplementary Act on personal data 
protection, Council of Europe Convention for the Protection 
of Individuals with regard to the Automatic Processing of 
Personal Data and the APEC Privacy Framework. 



A Commonwealth regime-Interoperability and 
harmonisation? 

• Shared legal tradition of common law in most jurisdictions 

• No binding legal regime applicable to all Commonwealth 
jurisdictions.  

• Recognition of diversity-promote 'best fit' and not 'best practice' 

• In each of the 53 member countries, data protection is regulated by 
domestic laws, mainly constitutional and statutory law provisions, 
as well as common law principles. 

 

• Commonwealth Secretariat provides technical assistance to member 
countries in response to requests 

• Has provided model legal framework to member countries for 
control over collection, access to, use of, and dissemination of data 
stored in digital and in paper-based systems.  



A Commonwealth regime-Actions taken 

• Commonwealth Law Ministers endorsed the Commonwealth 
Freedom of Information Principles which were subsequently 
noted by the Commonwealth Heads of Government (CHOGM) at 
their Durban Meeting in 1999.  

• Normative basis: the Declaration of Commonwealth Singapore 
Principles, 1971, which recognises the liberty of the individual 
and to that end strives to promote in each of the member 
countries guarantees for personal freedom under the law 

• Recognition of the fundamental importance both of the right of 
the public to access information held by government (in the form 
of freedom of information laws), as well as a need to protect the 
privacy of individuals whose personal information is held by a 
government or public institution (in the form of informational 
privacy and data protection guarantees)-conflicting rights 



Commonwealth Initiatives 

• These initiatives unfolded in three dimensions:  

a. the development of model laws on protection of personal 
information;  

b. the regulation of information privacy including freedom of 
information;  

c. and the establishment of mechanisms to combat cybercrime, 
including crimes that impact on informational privacy.  

• Commonwealth’s three-dimension approach addresses 
frameworks for cybersecurity, the update of data protection 
legislation (in particular the understanding of personal data in a 
cyber-environment), and the adoption of a core periphery 
approach to human rights (balancing access to information with 
the protection of informational privacy 



Commonwealth Model Laws on Privacy and Data 
Protection 

• In 2002, Law Ministers considered three inter-related model Bills on 
privacy and freedom of information namely: the Freedom of 
Information Bill; the Privacy Bill; and the Protection of Personal 
Information Bill to assist member countries which had yet to enact 
laws providing for access to, processing and protection of 
information. 

• The Privacy Bill and the Protection of Personal Information Bill seek, 
in accordance with general practice in member countries, to deal 
only with information privacy, being the most common aspect of 
privacy regulated by statute.  

• Other aspects of privacy such as privacy of communications, bodily 
privacy and territorial privacy are not dealt with in the two model 
Bills.  

• Issues of privacy and data protection are also addressed in the 
Model Freedom of Information Bill and the Model Law on Computer 
and Computer Related Crime. 



Commonwealth Model Laws on Privacy and Data 
Protection 

• Draw largely from the OECD Guidelines 

• core principles : right of access to information in 
documentary form in the possession of public authorities 
within established exceptions; recognition of the privacy of 
individuals by protecting personal information processed 
by private organisations; accuracy and security of 
information; involvement of the data subject; and limits to 
collection, use, retention and disclosure of personal 
information.  

 



Model Protection of Personal Information Bill 

• seeks to make provision for the recognition of the privacy of individuals by regulating 
processing of personal information or data by private sector organisations.  

• does not apply to public authorities or to information processed for personal or 
domestic, journalistic, artistic or literary purposes. 

• gives effect to core principles of data protection set out in OECD Guidelines. 

• provides for the processing of personal information; requiring appropriateness of 
purpose, knowledge and consent; setting limits and conditions on use and disclosure of 
personal information within and outside the given member country.  

• requires role occupants to ensure accuracy of the information; to secure personal 
information; to retain records and note all uses and disclosures without consent.  

• regulates the procedure for access to information including for persons with disability 
and the manner in which complaints are received, investigated and disputes resolved. 

•  The role of a Privacy Commissioner is also set out, including the requirement to make 
an annual report to Parliament.  

• regulates cross-border disclosures of information, requiring guarantees of protection. 

 



 Aims to provide a model framework for protection of personal information 
held by public bodies, through ensuring that information is collected only for 
appropriate purposes and by appropriate means.  

 Seeks to give effect to the OECD principles and to create a legal regime 
which could be administered by small and developing States without the 
need to create significant new structures.  

 Provides for the collection, use, storage, security, disclosure and retention of 
personal information by public authorities; creates the office of Privacy 
Commissioner; and provides for investigation of complaints and 
accountability to Parliament.  

 Provisions dealing with the creation of a Privacy Commissioner are included 
on an optional basis, with a view to assisting small and developing States 
that may not be able to create such an office and instead rely on courts or 
tribunals to deal with allegations of damage caused by breach of the privacy 
law.  

 Another officer could be designated to perform certain critical functions 
relating to protection of personal privacy.  

 Does not address cross-border transfers of personal information. 

 

 

Model Privacy Bill 



• Prepared to assist those countries desiring to give effect 

to the Commonwealth Freedom of Information Principles. 

• Creates a right of members of the public to access 

information held by public authorities with the aim of 

increasing transparency and accountability of 

government, and exemptions in the interest of privacy.  

• Documents, disclosure of which would involve 

unreasonable disclosure of personal information of any 

individual are exempted from disclosure.  

Model Freedom of Information Bill 



Model Law on Computer and Computer Related Crime 

• Covers the offences of illegal access, interfering with data, 
interfering with computer systems, illegal interception of data, 
illegal data, among others.   

• In comparison to the Convention on Cybercrime, the model law 
expanded criminal liability - so as to include reckless liability- 
for the offences of interfering with data, interfering with 
computer systems, and using illegal devices and addressed issues 
of dual criminality by stating that the act applied to an act done 
or an omission made by a national of a State outside its territory, 
if the person's conduct would also constitute an offence under a 
law of the country where the offence was committed. This may 
lead to prosecution or extradition based on dual criminality, but 
not extradition as it is provided in the Convention on Cybercrime  
which eases prosecution of offences. 



Commonwealth Cybercrime Initiative (CCI)  

• Established as a multi-stakeholder consortium to delivering 
institutional, human and technical capacity building support to 
member countries in combating cybercrime.  

• Aims to promote the sharing of expertise and best practice from 
existent resources, for example, the Commonwealth Model Law on 
Computer and Computer Related Crime and the Commonwealth 
Model Bill on the Protection of Personal Information, and also 
drawing from other existent treaties, toolkits, and resources.  

• Delivers bespoke assistance to member countries, following a 
national needs assessment. Such assistance has frequently focused 
on the need for improved data protection and information security 
frameworks. Instances where the Commonwealth Model Law has 
been used when drafting cybercrime legislation include, among 
others, Tonga’s Computer Crimes Act of 2003, Ghana’s Electronic 
Transactions Act of 2008, Antigua’s Computer Misuse Act of 2006, 
Bahama’s Computer Misuse Act (2003), St. Lucia’s Electronic Crimes 
Act (2014). 



Going forward 

• Need to audit uptake of model laws amongst the 53 
members of the Commonwealth 

• Need to revise existing model laws (dated- >10 years old) 
to take into account new developments and weaknesses 
identified by the UNCTAD study 

• New developments -such as focus on impacts on global 
trade; cross-border transfers; role of informal sector, etc. 

• Conduct assessments to establish  
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