UNITED
NATIONS

1D

Distr.
United Nations GENERAL
Conference TD/ B/ COM 3/ EM 8/ 2
4 May 1999

on Trade and

Original : ENGLI SH
Development

TRADE AND DEVELOPMENT BOARD
Commi ssi on on Enterprise, Business
Facilitation and Devel opnent
Expert Meeting on Capacity Building in the Area of
El ectroni ¢ Conmerce: Legal and Regul atory Di mensi ons
CGeneva, 14 July 1999
Item 3 of the provisional agenda

LEGAL DIMENSIONS OF ELECTRONIC COMMERCE

Report by the UNCTAD Secretari at

Executive Summary

Thi s docunent reviews recent devel opnents pertaining to the I egal and regul atory
di mensions of electronic commerce within various international organizations,
i ncl udi ng UNCI TRAL, CECD, ECE, WPO WO, Commi ssion of the European Comunities,
| CC and APEC. Such devel opments range from the preparation of nodel |aws and
gui del i nes, standard contract provisions, rules and regul ati ons covering certain
aspects of electronic commerce, to various recomendations and proposals for
future action. The docunent | ooks at the objectives and inpact of some of these
devel opment s and di scusses areas which are regarded as creating |legal barriers to
t he devel oprment of gl obal el ectronic commerce, such as concerns about paper-based
formrequirenents and fragmented | egi sl ative approaches.

The docunent refers to a nunber of |legal issues identified by various bodies as
crucial in the evolution of electronic conmrerce. They include comrercial |aw
i ssues, security and authentication, privacy, intellectual property protection
custons and taxation, electronic paynment systens, Internet content regul ation,
jurisdiction, dispute settlement mechanisns, liability and consumer protection
It notes, however, that not all of the issues identified are of the same nature
or inportance if the goal is the elimnation of barriers to electronic conmerce.
It is suggested that priority my be given to those areas in which an
i nternational consensus has energed on howto treat electronic comrerce issues and
where donestic action is necessary to foster electronic comerce.
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INTRODUCTION AND SUMMARY

1. The Comm ssion on Enterprise, Business Facilitation and Devel opnent,
at its third session, agreed to convene an Expert Meeting on: “Capacity-building
in the area of electronic comrerce: |egal and regul atory di nmensions: (a)potenti al
i mpact on devel oping countries of the legal and regul atory proposals currently
bei ng discussed in international foruns; (b)capacities and policies to be
consi dered by devel oping countries and the international comunity to stinmulate
the participation of smaller players (including small and nediumsized
enterprises and | east devel oped countries) in global electronic comerce.”?

2. This report has been prepared in order to facilitate the deliberations
of the Expert Meeting. It builds upon the prior UNCTAD secretariat study
(UNCTAD/ SDTE/ BFB/ 1) presenting an overview of +the legal and regulatory
devel opments within various international organizations not previously discussed.
It consists of two parts. Part one reviews the devel opnents within the rel evant
i nternational organizations, and part two | ooks at a nunmber of policy issues and
proposals identified by a nunber of organizations. The recommendati ons put
forward by various bodies may need to be scrutinized so as to ascertain whether
the principles they enbody are equally applicable in different socio-economc
envi ronnent s.

1See the report of the Commission on Enterprise, Business Facilitation and
Devel opnent on its third session (TD/ B/ COM 3/ 20), para. 36.
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Part one
BACKGROUND
3. Recent statistics on the growmh of electronic comerce denmpnstrate its

vital inportance. One recent study? concluded that, although el ectronic comrerce
is relatively small in today' s global econony (US$ 26 billion in 1995), it is
growing rapidly, and is expected to approach $330 billion in 2001-2002 and $1
trillion by 2003-2005; busi ness-to-business transacti ons account for 80 per cent
of total e-comerce activity today. In the United States (where statistics are
nmost readily available), in 1995-1997 el ectronic comerce was equi valent to 37
per cent of US mail order catal ogue shopping, but estimates are that it wll
qui ckly overwhel m US catal ogue shopping. Al t hough in 1995-1997 electronic
commerce accounted for only 0.5 per cent of retail sales in the seven COECD

econom es, estimates are that it will rise 300 fold (to 15 per cent) by 2003-
2005.
4 At present, the United States accounts for about four-fifths of

wor | dwi de el ectronic conmerce activity. According to a study by the United
States Departnent of Commerce, information technol ogy industries have accounted
for over one-third of the real growmh in United States gross domestic product
over the past three years.® It is anticipated, however, that as electronic
conmerce grows on a global |evel, the proportion of such activity in the United
States will decrease as electronic commerce activity outside the United States
i ncreases.

5. The accessibility of the Internet makes electronic comerce on a
gl obal level a realistic possibility, and the |argest inpact of business-to-
busi ness electronic comrerce is likely to be on small and mediumsized

enterprises (SVMEs). Access to market infornation, accessibility of new potenti al
custoners and new products, and ease of comuni cati ons make el ectroni c comrerce
attractive to small and medi um sized businesses. “Smaller firms may in fact
benefit from the opportunities offered by electronic comrerce as they are
unencunbered by existing relationships with traditional retail outlets or a |arge
sales force. They may adopt a business nodel that forces |arger, established
conpetitors to restructure their existing relationships... The Internet can
| evel the competitive playing field by allowi ng small conpanies to extend their
geogr aphi cal reach and secure new custoners in ways formerly restricted to much
larger firnms.”* At the sane tine, however, there are significant barriers to the
participation of SMEsS in the global electronic narketplace. The [ ack of
awar eness of electronic comrerce, the |ack of suitable products and integrated
systenms, and the lack of a sound |egal basis, conbined with the newness and

2Organi zation for Econonic Co-operation and Devel opnent, The Economic and Social
Impacts of Electronic Commerce: Preliminary Findings and Research Agenda, (1998), Chap. 3,
avai |l abl e at <http://www.oecd.org/subject/e_commerce/summary.htm >. See al so US
Departnent of Commerce, The Emerging Digital Economy, (1998), avail able at
<www.doc.gov/ecommerce/EmergingDig.pdf>.

3US Worki ng Group on El ectronic Commerce, First Annual Report, November 1998,
avai |l abl e at <http://www/ecommerce.qgov>

4Qrgani zation for Econonic Co-operation and Devel opnent, The Economic and Social
Impacts of Electronic Commerce: Preliminary Findings and Research Agenda, p. 17,
avai | abl e at <http://www.oecd.org/subject/e commerce/summary.htm>,
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continued evolution of the market, the conplexity and cost of electronic
comerce, and uncertainty about its benefits and security, are perceived as
significant barriers and obstacles to the use of electronic comrerce by SMEs.S®

6. The growth of electronic comerce should have great significance for
devel opi ng countries, allowing themto participate nore actively in the gl oba
econony. Indeed, sone believe that information and comruni cati ons technol ogi es

can serve as nechani sns enabling devel oping countries to “leapfrog” stages of
devel opment. A recent study found rmany areas in which Internet could strengthen
econom ¢ policy progranmes: econom c research and anal ysis; public transparency
and advocacy; professional networking; institutional networking; distance
techni cal assistance; distance education; regional approaches; and business-
oriented Internet programmes.® Unless, however, devel oping countries capitalize
upon the potential benefits of information technology and el ectroni c conmerce,
there remains the possibility that the emerging gl obal information infrastructure
wi Il increase the econom c divergence between devel oped and devel opi ng countri es.

LEGAL BARRIERS

7. An important concern of many countries is that existing |ega
framewor ks may not adequately accommodate el ectronic conmerce, and that existing
| aw centring on paper-based systens nmay prove to be a barrier to increased gl oba
el ectronic trade. As early as 1985, the United Nations Comm ssion on
International Trade Law (UNCI TRAL) call ed upon all Governnents to “review | ega
requirements of a handwitten signature or other paper-based methods of
authentication on trade related docunents with a view to permtting, where
appropriate, the use of electronic nmeans of authentication,”’” a recomrendation
that was endorsed by the UN Ceneral Assenbly (resolution 40/71, para. 5(b)).
UNCI TRAL nonetheless continued to nmonitor the area of electronic data
i nterchange, ultimtely concluding that paper-based requirenents conbined with
the lack of harnonization in the rules applicable to electronic conmerce
constituted a barrier to international trade, and that uniform rules for
el ectronic conmerce were necessary.? In 1992, UNCI TRAL enbarked upon the
preparation of legal rules on the subject® and gave its final approval to the
resul ting Mbdel Law on El ectronic Commerce on 14 June, 1996. The Mdel Law was
in turn adopted by the General Assenbly in Decenber 1996.1°

SWrking Party on Small and Medium Sized Enterprises, SMES and Electronic Commerce,
DSTI /| NDJ PME( 98) 18/ REV1, avail abl e at
<http://www.ottawaocecdconference.org/english/homepage.html>.

SUSAI D, The Internet as a Tool to Strengthen Economic Policies, 27 Cctober, 1997.

"Official Records of the General Assenbly, fortieth session, Supp. No. 17
(A 40/ 17), para. 360.

8See “El ectronic data interchange, Prelinminary study of |egal issues related to the
formati on of contracts by electronic neans: Report of the Secretary-General, A/ CN.9/333
(1990).

SReport of the United Nations Conmission on International Trade Law on the work of
its twenty-eighth session, 2-26 May 1995, A/ 50/17.

OReport of the United Nations Conmission on International Trade Law on the work of
its twenty-ninth session, 28 May - 14 June 1996, A/51/17, Annex |I.
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8. In May 1998, the UNCTAD secretariat issued a study entitled “El ectronic
comerce: Legal considerations”! which reviewed many of the | egal issues raised
by paper-based legal rules: the requirement for a “witten docunent”, “signature”
or “original”, the evidential value of electronic messages, the storage of

el ectronic mnmessages, docunments of title and negotiability, allocation of
liability, validity and formation of contracts, and incorporation by reference.
Many of these issues had been raised in prior studies by the United Nations
Econom ¢ Conmi ssion for Europe (ECE)!? and have been dealt with in proposed
nati onal and international instruments, the nost significant of which is the
Model Law on El ectronic Conmerce.

9. In addition to the concern about paper-based requirements as a barrier
to electronic commerce, there is also concern that |ack of harmnonization in the
rules generally applicable to el ectronic comrerce would also result in effective
barriers to trade. Areas that have been identified as involving |legal issues
relevant to electronic comerce include data protection, taxation, custons
duties, security and authentication, intellectual property rights, liability of
Internet service providers, illegal and harnful content, Internet governance
(more specifically, domain names), electronic paynents systenms, and consuner
protection.

INTERNATIONAL EFFORTS TOWARDS FACILITATION OF ELECTRONIC COMMERCE
A. UNCITRAL Model Law on Electronic Commerce

10. Conti nued concern about the lack of a refined | egal structure for the
i mportant and rapidly growing field of electronic commerce |led UNCH TRAL to
undertake the preparation of a set of legal principles and basic |egal rules
governing el ectronic comerce. Utimately, in 1996, UNCI TRAL conpleted its work
and officially adopted the Mdel Law on Electronic Conmerce (hereinafter the
“Model Law').?®3

11. The main objective of the Mddel Law was to offer national |egislators
a set of internationally acceptable rules allow ng a nunber of |egal obstacles
to be removed and a nore secure legal environnent created for electronic
conmerce. An acconpanying “Quide to Enactment” is aimed at assisting |legislators
and users of electronic comerce by providing explanations and clarifications
of the provisions of the Mdel Law.

12. The Mbdel Law sets forth a nunber of key principles. The first is that
of non-discrimnation: information should not be denied | egal effect, validity
or enforceability solely on the grounds that it is in electronic form (Article

5). To give effect to this principle, the Mddel Law |lays out rules for what
constitutes the equivalent of a witten docunent, signature and original in the
el ectronic environment, as well as setting forth rules governing the

adm ssibility and evidential weight of electronic messages, the retention of data

MUNCTAD/ SDTE/ BFB/ 1.

12" egal aspects of trade data interchange: Review of definitions of ‘witing,
‘signature’, and ‘docunent’ enployed in nmultilateral conventions and agreenents relating
to international trade”, TRADE/ WP.4/R 1096, 1994.

B Official Records of the General Assenbly, fifty-first session, Supplenment No. 17
(A /51/17), para. 209.
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messages, the formation and validity of contracts, and attribution. A discussion
of many of the provisions of the Mddel Law may be found in UNCTAD/ SDTE/ BFB/ 1
par as. 15- 23 and 93-179.

13. Since its adoption, the Mdel Law has been used as a tenplate for nmany
countries considering an appropriate response to the issues of electronic
conmer ce. A nunber of countries have recently introduced, or are about to
i ntroduce, legislation either adopting the Mdel Law or addressing related
el ectronic comerce facilitation issues. Qther countries have established policy
wor ki ng groups, in sonme cases in consultation with the private sector, which are
wor ki ng on the need for |egislative changes to facilitate el ectronic comrerce,
actively considering adoption of the Mddel Law, preparing necessary | egislation

and wor ki ng on el ectronic signature issues.

B. UNCITRAL — Uniform Rules on Digital and Electronic Signatures

14. Upon conmpl etion of the Mddel Law, UNCI TRAL continued its work on the
preparation of |egal standards that could bring predictability to electronic
comerce. It decided to pursue the area of digital signatures and certificating

aut horities. More specifically, it was agreed that uniform rules should be
prepared on such issues as the | egal basis supporting certification processes,
the applicability of the certification process, the allocation of risk and
liability between users, providers and third parties, and the use of registries
in the certification process. Although no decision was nade as to the exact
scope and formof the Uniform Rules, it was generally agreed that they should
be consistent with the nedia-neutral approach of the Mdel Law, and not
di scourage the use of other authentication techniques. Moreover, it was noted
that the rules would need to accommodate various |evels of security and recognize
the various legal effects and level of liability corresponding to the various
types of services provided in the digital signature context.

15. Initial drafts of the UNCI TRAL Uniform Rul es adopted a “two-tiered”
approach, distinguishing between electronic signatures, which are those that
satisfy the relatively broad requirements of Article 7 of the Mbdel Law, and a
narrower category of signatures (“enhanced” el ectronic signatures) that satisfy
a hi gher standard or that are executed according to the terns of the agreenent
between the parties.

16. At its February 1999 neeting, the UNCI TRAL Worki ng Group had before it
two drafts: one a nore detailed set of rules,! the other a nore generic or
“mninmalist” set of rules.®™ It was decided that the nore generic set of rules
provi ded a better basis for discussion. The mnimalist rules are limted to
those requirements necessary to give effect to electronic signatures, and were
intended to bridge rather significant gaps between those countries which
preferred generic approaches and those which preferred nore detailed rules.

17. During this Wrking Goup neeting, there was discussion of two
i mportant under pi nni ngs of the Mdel Law, nanely technology neutrality and nmedi a
neutrality. Although these two principles had at the outset been adopted as
principles in the drafting of the Uniform Rules, the result was a tension in
attenpts to address a nunber of signature techni ques and accord specific | ega
effects to various types of signature techniques. As the discussions of the
Uni form Rul es progressed, the Wrking Goup decided to abandon its origina
technol ogy-neutral position for the moment and to concentrate instead upon the

HAICN 9/ WG | V/ WP 79.

1SA/ CN. 9/ WG | V/ WP. 80.
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use of digital signatures within a public key infrastructure (PKI), thus focusing
on the obligations of the signature holder, reliance issues, and the obligations
of the information certifier, as well as party autonony. Once agreenent had been
reached upon those rules, the possibility of technology neutrality in the Uniform
Rul es woul d be reconsidered.'®

C. Organization for Economic Co-operation and Development (OECD)

18. OECD has focused primarily on the economic and social inpact of
el ectronic comrerce, and in 1998 issued its prelimnary findings and research
agenda in the area.' That report noted that el ectronic commerce transforns the
mar ket pl ace, has a catalytic effect, vastly increases interactivity in the

econony, is characterized by openness and expansiveness, and alters the
i mportance of tinme. The report noted that the forces that drive electronic
conmerce will require a re-exam nation of the framework for conducting business

and a questioning of both the efficacy of governnent policies pertaining to
commerce and of traditional comrercial practices and procedures, nost of which
were formed with a nuch different image of comerce in mnd

19. In Cctober 1998, CECD in conjunction with the Governnment of Canada hel d
a Mnisterial Conference on “A Borderless Wrld: Realising the Potential of
Gl obal El ectronic Commerce”, also known as the Otawa Conference. The Otawa
Conf erence brought together |eaders from national Covernnments, business, |abour
consunmer and social interests, and international organizations to discuss a
gl obal action plan for electronic comerce. There energed fromthe Conference
three action-oriented products: the OECD Action Plan for Electronic Comerce,
the Report on International Bodies: Activities and Initiatives in Electronic
Comer ce (SG ELECTRONI C COMVERCE(98) 10/ REV5), and the d obal Action Plan for
El ectroni c Commerce prepared by Business with Recomendations for Governments.
In addition, Mnisterial Declarations were adopted regarding CECD s further work
on privacy, consuner protection, and authentication, and several agreenents and
a work plan on taxation issues were concl uded.

20. Because el ectronic commerce is global in nature, it was necessary to
devel op cooperative approaches to the devel opnent of el ectronic comerce policies
and activities. To this extent, the OECD M nisters, and other parties, concluded
t hat :

. El ectronic comrerce offers the potential for increased econom c growh
and devel opnent worl| dwi de;

. Cooperation anongst all players (Governnents, consuners, business,
| abour, and public institutions) nmust be encouraged in policy nmaking, and
actions should strive to be internationally compati bl e;

. Covernnents shoul d pronote a pro-conpetitive environnent that would all ow
el ectronic commerce to flourish, work to reduce and elimnate unnecessary
barriers to trade, and act to ensure adequate protection of key public
i nterest objectives;

%For detailed information on the work of the UNCI TRAL Working G oup, see document
A/ CN. 9/ 457.

17See The Economic and Social Impacts of Electronic Commerce: Preliminary Findings
and Research Agenda, avail able at <http://www.oecd.org/subject/e commerce/summary.htm>,

Bpocuments from and general information about the Ottawa Conference may be found
on its website at <http://www.ottawacecdconference.org.>.
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. Government intervention, when required, should be proportionate,
transparent, consistent and predictable, as well as technologically
neut r al

. Covernnents shoul d recogni ze the inmportance of industry standard setting
and enhancing international inter-operability within an internationa
vol untary and consensus-based environment;

. Busi nesses shoul d continue to play a key role in devel oping solutions to
el ectronic commerce issues.

21. Specifically with regard to |egal franmeworks, the OECD Conference
concluded that |egal franmeworks should be established only where necessary,
shoul d pronote a conpetitive environment, and should be clear, consistent and
predi ct abl e.

22. The OECD Action Plan for Electronic Comrerce® is organized al ong four
main thematic lines: building trust for users and consuners, establishing ground
rules for the digital narketplace, enhancing the information infrastructure for
el ectronic comrerce, and maxim zing the benefits of electronic comerce. The
areas of priority include privacy, authentication, consuner protection, taxation,
access to infrastructure, and soci o-econom c i npact.

23. Specific declarations were adopted on (i) Protection of Privacy in d oba
Net wor ks, (ii) Consumer Protection in the Context of Electronic Commerce (urging
the CECD to conmplete its ongoing work to draft effective “CQuidelines for Consumer
Protection in the Context of Electronic Commerce”), and (iii) Authentication for
El ectronic Commerce. In addition, a report was recei ved on “El ectronic Commerce:
Taxation Franmework Conditions”, setting out principles for taxation of electronic
comerce. In the context of the Declaration on Authentication for Electronic
Commerce, the Mnisters urged, anong other things, a non-discrimnatory approach
to electronic authentication from other countries and anendnents to technol ogy-
or nmedia-specific requirenments in current laws or policies that may inpede
el ectroni c commerce, “giving favourable consideration to the rel evant provisions”
of the UNCI TRAL Model Law.

24, In preparation for the Gtawa Conference, a background paper was prepared
on snall and nedi um si zed busi nesses (SMEs) and el ectroni ¢ conmerce. 2 According
to that report, the nost significant barriers and obstacles for SMEsS to greater
participation in the global electronic marketplace are a |ack of awareness of
el ectroni c commerce, uncertainty as to its benefits for their business, security
concerns, lack of suitable products and integrated systenms for using the
Internet, the conplexity and cost of electronic conmerce with regard to the
banki ng system its early stage of devel opnents, set-up costs, |ack of know edge,
and |l ack of a sound | egal basis.

D. United Nations Economic Commission Tfor Europe (ECE) - Centre for the
Facilitation of Procedures and Practices for Administration, Commerce and
Transport (CEFACT)

25. In 1995, ECE adopted a contractually based nodel electronic data
i nterchange agreenent for parties using EDI (the Mdel |nterchange Agreenent for

195G EC( 98) 9/ REVS.

2Working Party on Small and Medium Sized Enterprises, SMEs and Electronic
Commerce, DSTI/| ND/ PVE(98) 18/ REV1, avail abl e at
<http://www.ottawaocecdconference.org/english/homepage.html>.
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the International Commercial Use of Electronic Data Interchange).? In the |ight
of devel opnents since then, the Legal Working Goup of CEFACT is currently
proposing a revised nmodel contract for nmore general use in electronic comerce
oper ati ons. This approach recognizes the need for a framework of basic
provisions to be agreed upon by business entities, as well as acknow edgi ng the
flexibility required to conduct day-to-day commercial transactions. The
El ectroni ¢ Commerce Agreenent, referred to as the "E-Agreenent”, is intended to
serve the commercial requirenments of business-to-business electronic conmerce
partners and addresses all forns of electronic comrunications used in electronic
conmerce. It provides a basic set of provisions which can ensure that one or nore
el ectronic conmmercial transactions, or "E-Transactions”, may subsequently be
concluded by comrercial partners within a sound |egal franmework. Commerci a
partners engaged in contractual relations based exclusively on EDI are advi sed
to continue to use the ED |nterchange Agreement. Conmercial partners engaged
in contractual relations based on the use of a conbination of electronic comerce
technol ogi es including EDI are advised to use the E- Agreenment and, to the extent
necessary, replace the use of an ED Interchange Agreenent with the E-Agreenent.

26. The Legal Working G oup has al so been working to revise and update an
inventory of international trade conventions and agreements? which contain
references to “signature”, “witing” and “docunent”. The Legal Working G oup

is considering a reconmmendation that UNCI TRAL consider the action necessary in
respect of the changes to the international trade conventions and agreenents
identified in the revised inventory. It is further exploring the feasibility
of devel oping a convention covering electronic comrerce |egal issues, working
together with UNCI TRAL and ot her rel evant bodi es.

E. World Intellectual Property Organization (WIPO)

27. The World Intellectual Property Organization is paying particular
attention to the inplenentation of trademark, copyright and patent protection
safeguards in electronic commerce. Mre specifically, WPO is cl osely exam ni ng
the inpact of electronic comerce issues on the sectors of film publishing

mul ti media, and information technol ogy. Exanples of its work in this area
i nclude the WPO Copyright Treaty and the Performances and Phonograns Treaty;
work is also continuing in the areas of patents, tradenmarks and dat abases.

28. One of WPO s main tasks in the area of electronic comrerce is to resolve
the issue of domamin nane disputes, a critically inportant area given the often
contentious rel ati onshi p between dormai n names and trademarks. W PO has | aunched
an international process to devel op recomendati ons concerning the intell ectua

property issues associated with Internet domain nanmes, including dispute
resolution. The recomrendations resulting fromthe WPO Internet Domain Name
Process will be made available, to the Internet Corporation for Assigned Nanmes

and Numbers (1 CANN), a new organization that has been forned to manage the
I nternet Dormain Name System

29. The W PO Arbitration and Mediation Center has devel oped an Internet-
based, on-line dispute resolution systemthat can provide a neutral, speedy and
cheap neans of resolving disputes arising out of electronic comerce w thout the

2'The Conmercial Use of Interchange Agreenments for Electronic Data Interchange
Recomendati on No. 26, adopted by the Working Party on Facilitation of Internationa
Trade Procedures, Geneva, March 1995, TRADE/ WP.4/R11133/Rev.1

22TRADE/ WP. 4/ R 1096.
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physi cal novenent of persons or things.? Although devel oped particularly for
di sputes concerni ng domai n nanes, trademarks, and intellectual property disputes
more generally, the system offers the advantages of the swift and inexpensive
resol ution of any international comrercial disputes arising out of electronic
commer ce

30. In recognition of the fact that, with the remarkabl e worl dwi de expansi on
of the Internet, electronic comrerce is of major econom ¢ and policy inportance,
W PO has devel oped a progranmme to focus on intellectual property rights and their
role in mintaining a stable and positive environment for the continuing
devel opnent of el ectronic conmerce. Three regional consultation neetings on
intellectual property and electronic comerce are planned in Africa, Asia and
Latin Anerica in 1999 in order to generate greater awareness of the ways in which
el ectronic commerce is affecting intellectual property and to assist in
fornmulating a tinmely and swift response to those issues. These neetings are to
be followed by a mjor international conference in Ceneva from 14 to 16
Sept enber, 1999. The W PO Conference on Electronic Comrerce and Intell ectua
Property will address the inpact of electronic comerce on intellectual property
and will include plenary sessions on devel opnents in el ectronic conmerce at the
t echnol ogy, business and policy levels, as well as workshops which will deal
on a practical level, with intellectual property and related areas. Proposed
topics range from the inpact of electronic commerce on intellectual property
(jurisdiction, enforcement and dispute resolution) and electronic delivery of
publications to devel oping countries and el ectronic comrerce. %

F. World Trade Organization (WTO)

31. Al t hough WO has only recently begun to consider Internet trade as a
gl obal trade issue, various WO bodies are now exam ning the trade-related
aspects of electronic commerce within the framework identified for the “Wrk
Progranme on El ectronic Commerce,” adopted by the General Council in Septenber
1998 (WI/L/274). The range of WO disciplines that could affect electronic
conmerce is broad, involving services, intellectual property, goods, governnent
procurenent, TRIPS and technical barriers to trade.

32. In March 1998, WO rel eased a study on “El ectronic Commerce and the Rol e
of the WIQ % The study noted that, while in 1991 there were fewer than 5 nmillion
Internet users, by the turn of the century there are likely to be nore than 300
mllion,and the value of electronic commerce is likely to reach US $300 billion.
The study enphasized the extraordinary opportunities that electronic conmerce
offers, particularly to devel oping countries, but noted that inproving access
to the necessary infrastructure and wuser skills is necessary if these
opportunities are to be realized. Among the policy issues identified by the study
are the legal and regulatory frameworks necessary for Internet transactions,
security and privacy questions, taxation, access to the Internet, market access
for suppliers, trade facilitation, public procurement, intellectual property
guestions, and regul ation of content.

23See <http://arbiter.wipo.int/>.

2%For the provisional agenda, see
<http://ecommerce.wipo. int/conferences/program/program.html>.

%5Avai | abl e at <http://www.wto.org/wto/ddf/ep/public._html>.
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33. At a mnisterial conference in May 1998, WO adopted a Declaration on
Gl obal El ectronic Comrerce? proposing a full examination of all trade-rel ated
i ssues concerning global electronic comerce. The Declaration noted the
i mportance of the economic, financial and devel opnment needs of devel oping
countries, and recogni zed the work being undertaken in other international fora.
The Decl aration also reaffirmed nmenber States' current practice of not inposing
customduties on electronic transmssions. WO s position is that just as nenber
countries do not inpose custons duties on tel ephone calls, fax nessages, e-mail,
or computer |inks when they pass national boundaries, they should not inpose
custons duties on electronic transm ssions over the Internet.

34. Over the past year, WIO s continuance of its no-custons-duties policy on
el ectronic comrerce has resulted in further growth in the use of the Internet
as a global market. Indeed WIO believes that the growh in international trade

conducted over the Internet is due in part to the fact that nations have not
erected new barriers to i npede business on the Internet, and it encourages its
menbers to fornmally adopt policies that permanently refrain frominposing any
taxes in the future

35. In Septenber 1998, WIO s Director-General gave a noteworthy address in
Berlin on e-conmerce issues, "Building the framework for a gl obal electronic
mar ket pl ace".?” He described el ectronic commerce as a crucial new way of buying,
selling and distributing goods and services, which are fornms of trade currently
covered by nultilateral trade rules-- specifically, the General Agreenent on
Trade in Services (GATS). New negotiations may be needed, however, to extend
the rules into the electronic environment. The great significance of GATS is
that it provides for binding and compul sory dispute settlenment for trade
di sputes. Rules concerning the physical infrastructure of the Internet already
have been partially addressed by the WIO s Basic Tel ecomruni cati ons Agreenent.
Li kewi se, tel ecomruni cati on products have been covered by the WIO s Information
Technol ogy Agreenent.

G. Commission of the European Communities

36. The European Comm ssion has been one of the nost active of al

i nternational organizations in developing directives and policies in the area
of electronic comerce. Under its TEDIS (Trade Electronic Data |nterchange
System programe,? it has studied and published several reports on the |ega

status of electronic comrerce in its nmenber States, prepared a European Mode

EDI Agreenent, and done studies on the recognition within nenber States of
digital and el ectronic signatures.

37. In early 1998, it released a report on “The Need for Strengthened
I nternational Coordination”.? The report noted the “nunerous initiatives and
regul atory actions at national and regional Ievels” but observed: “These
activities are not always coordi nated and sonetinmes reveal divergent approaches.
I1l-adapted or fragmented regul ation, however, wll hinder the devel opment of
the "on-1ine" econony fromwhich business and citizens have nuch to gain... The

%6Avai | abl e at <http://www.wto.org/anniv/ecom.htm>.

2"Avai | abl e at <http://www.wto.org/speeches/oslo.htm>.

28See UNCTAD/ SDTE/ BFB/ 1, paras. 80- 86.

2%COM (98) 50, available at <http://www.ispo.cec.be/eif/policy/com9850en.html>.
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wi de range of activities possible can only be fully exploited if an internationa
enabl i ng framework energes.”

38. In May 1998, the Commission issued a Proposed Directive on a Common
Framework for Electronic Signatures.?® In its explanatory nenorandum the
Commi ssion stressed the basis for the proposed directive. First, it noted the
need for a harnoni zed | egal franework to avoid barriers to electronic comerce
Wi thin the conmon market. Second, it concluded that any directive should be
t echnol ogy-neutral, and not focus solely on digital signature technol ogies.
Third, in order to ensure devel opnent of the market and of the technol ogy, “prior
aut horization”™ or licensing schemes were to be avoided. Fourth, contractua
freedom shoul d be recognized. Fifth, legal recognition of electronic signatures
and certification services, particularly cross-border, was deenmed of extrene
i nportance. Last, industry should take the lead in devel oping internationally
agreed standards for electronic signatures.

39. In 1997, the Commi ssion set out its approach to electronic comerce in
“A European initiative in electronic conmerce”,® announcing the creation of a
| egal framework for the internal market based on the principle of country of

origin control. The initiative stressed the inportance of a favorable regul atory
framework as the basis for the devel opnment of electronic commerce, and set forth
several proposals for creation of such a favorable climte. [In Novenmber 1998,

t he Commi ssion issued a proposal for a “European and Council Directive on certain
| egal aspects of electronic commerce in the internal market” .** Followi ng on the
suggestion in the Initiative that barriers to electronic comrerce be identified
to allow for the creation of such a franmework, the proposal noted that
differences in legal rules applicable to information society services (or third
party information service providers) effectively created barriers to electronic
commerce. In essence, the proposal would establish a coherent |egal framework
for information society services involved in electronic comerce in the European
Union. Under this framework, any information society service established within
the EU that conmplied with the laws of its country of origin would be assured of
the ability to offer its services throughout the European Union w thout having
to conply with the laws of all nenmber States. In essence, single nmarket concepts
of free movenment of services and freedom of establishnent woul d be applicable.

H. International Chamber of Commerce (ICC)

40. As noted in UNCTAD/ SDTE/ BFB/ 1, the Internati onal Chanber of Commerce has
created an El ectronic Commerce Project which replaces the old E-100 project and
includes three working groups on electronic trade practices, information
security, and E-terns. The primary thrust of ICC has been to develop a
self-regulatory framework for electronic comerce, and to that end |1CC has
produced several work products for use by the business community.

41. The first such product are the | CC Revised Cuidelines on Advertising and
Mar keting on the Internet.3 The Cuidelines, which apply to all narketing and

30COM1998) 297 final, available at
<http://www. ispo.cec.be/eif/pocily/com98297 . html>.

3lcOM(97) 157 final, 16 April 1997.

32COM1998) 586 final, available at
<http://www. ispo.cec.be/ecommerce/legal .htm#legal>.

3% | CC Document No. 240/394 Rev. 3, available at
<http://ww. i ccwbo. or g/ Conmi ssi ons/ Mar ket i ng/ | nt er net _CQui del i nes. htm >.
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advertising activities on the Internet for the pronotion of any form of goods
or services, set standards of ethical conduct to be observed by all advertisers
and narketers to increase the public's confidence in nmarketing in the interactive
medi a, to safeguard advertisers' freedom of expression, to mnimze the incentive
for government al regulation, and to meet reasonable consumer privacy
expect ati ons. Key provisions require disclosure of the identity of the
advertiser, full disclosure of all costs and responsibilities associated with
el ectroni c sale and narketing, and restrictions on collection and use of personal
dat a.

42. A second mmjor project undertaken by I1CC is the fornmulation of the
General Usage for International Digitally Ensured Commerce (GU DEC).3* The
QU DEC provides a set of common definitions and busi ness-generated best practices

for certifying and "ensuring" electronic comerce. It applies to the use of
public key cryptography or digital signatures and the use of trusted third
parties or “certifiers”. It builds upon the UNCI TRAL Mbdel Law, providing a

framework for use by parties in electronic commerce, as well as a framework for
further devel opnment of issues.

43. A nore recent project within ICCis its “E-terns” project. The E-terns
service is conceived as an on-line repository of shorthand terms (like ICC s
| NCOTERMS) which parties nmay use in conducting their electronic transactions.
The repository will contain all the tools that are necessary to conpose contracts
on-1line and conduct electronic transactions with a m nimumof legal risk. Rules
and terms of different kinds that mght apply in the digital environment can be
incorporated into electronic contracts by referring to a unique identifier
automatically supplied by the E-terns repository. A prototype of the repository
and service is expected to go "live" in 1999 for a year-long testing period
anong a group of volunteer users. E-terns will be especially useful for snal
and nmedi um si zed enterprises that do not have their own in-house | egal expertise
or the resources to fully negotiate the terns in electronic transactions.

44, ICC's Electronic Trade Practices Wrking Goup is creating a set of
foundation rules for electronic trade and settlement. Its objective is to “nmake
trade nmore efficient by not only adapting rules to new technol ogi es and nedi a
such as the Internet, but by taking advantage of these new tools to streamine
trade transactions”. These rules will provide guidance to buyers and sellers
in different parts of the world for conducting their negotiations, making
contracts, and arranging for finance, transport or insurance on-line.

I. Asia Pacific Economic Cooperation Forum (APEC)

45, The Asia Pacific Econom c Cooperation Forumis devoted to pronoting open
trade and econom c devel opment anong the 21 Pacific rim countries. At the
November 1997 APEC Mnisterial and Leaders’ Meeting in Vancouver, the APEC
| eaders directed that a work programe on el ectronic comerce be created that
woul d develop a predictable and consistent environment enabling all APEC
economes to reap the benefits and foster the growth of electronic comerce.
In February 1998, the Ad-Hoc Task Force on El ectronic Conmerce was established
(co-chaired by Australia and Singapore) to manage this work programe.

%4Avai | abl e at <http://www. iccwbo.org/gquidec?. htm>.
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46. APEC s Electronic Comrerce Task Force*® has been charged with the
i mpl ementation of the APEC Blueprint for Action on Electronic Commerce.®* The
wor k programme includes: identifying inpediments to SME utilization of electronic
commerce; identifying the economic costs that inhibit increased uptake of
el ectronic comerce, including those inposed by regulatory and market
envi ronnments; establishment of a virtual multinedia resource center; work on
paperl ess tradi ng; and addressing the year 2000 (Y2K) issue.

47. The APEC Bl ueprint for Action on Electronic Commerce also identified five
key guiding principles. First, the business sector should play a |l eading role
in developing electronic comrerce technology, applications, practices and
servi ces. Second, the role of Governments is to pronote and facilitate the
devel opnent and uptake of electronic comerce by providing a favourable
environnent, including the | egal and regul atory aspects, which is predictable,
transparent and consistent, and pronotes trust, confidence and efficiency.
Third, for electronic conmerce to flourish, business and Governnents should
cooperate wherever possible to ensure the devel opment of affordable, accessible
and inter-operable comunication and information infrastructure. Fourth, while
recogni zing that sone degree of governnment regulation may be necessary,
t echnol ogy-neutral, conpetitive market-based sol uti ons which can be saf eguarded
by conpetition policy, and effective industry self-regulation should be favoured.
And | ast, governnent and business should co-operate to devel op and inpl ement
t echnol ogi es and policies which build trust and confidence and whi ch address such
i ssues as privacy, authentication and consumer protection

35See <http://www.dfat.gov.au/apec/econ/index.html>.

S6Avai | abl e at <http://www.dfat.gov.au/apec/ecom/ecom_blueprint.html>.
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Part two
POLICY CONSIDERATIONS
48. There are a nunber of prerequisites for creating an environment conducive

to the development of electronic conmerce. They include: (a) a nodern
tel ecomuni cation infrastructure, by means of which el ectronic commerce can take
pl ace; (b) a supportive information infrastructure, involving the acquisition
and devel opment of the appropriate software and ot her information products which
contribute to the backbone of gl obal electronic conmunications; (c) a human
resource infrastructure and the education of the business comunity as to the
benefits and potential uses of electronic commerce, as well as the training of
the workforce to take advantage of those benefits; (d) a legal and policy
i nfrastructure which is conducive and supportive of electronic comrerce (which
is the focus of this docunment). In this regard, it is instructive to note that
the international organizations and public or private sector entities that have
studi ed el ectronic commerce froma variety of perspectives have tended to focus
on certain comon elenments that would be present in any favourable |ega
envi ronnent .

49. The first major theme that energes is that of mnimalist |egislation:
Governments should not over-regul ate; the concern is that attenpts to control
restrain or channel electronic conmerce devel opments will hanper the ability of
busi nesses to adopt those technol ogical applications that are best for their
activities, prevent innovation in terms of both technology and business
i pl enentation nodel s, and hanper the devel opnment of the market place. For
exanmpl e, the Internet Law and Policy Forum has published a nunber of surveys of
devel opnments in electronic conmerce and digital signature legislation.® Inits
initial survey,®* it concluded that the electronic authentication trend was
toward legislation which (a) at a mnimum enables electronic comerce by
recogni zing that the primary objective of electronic authentication is the
removal of barriers associated with traditional witing and signature
requi rements, and (b) establishes evidentiary presunptions in favour of
el ectronic signature use based on security and trustworthiness standards.
Simlarly, at the COctober 1998 neeting of OECD on electronic conmrerce, a
conprehensive inventory of electronic authentication |egislation and policies
in the CECD countries was issued, followed by the adoption of a Declaration on
Aut hentication for Electronic Conmerce. The principles set forth in the
Decl aration generally encourage el ectronic authentication policies that mnimze
government regul ation, support technological neutrality, and recognize party
aut onony.

50. In addition, the principle energes that any Ilegislation should be
technol ogy-neutral: that to the extent possible all mnodes of electronic
communi cati on and authenticati on shoul d be recognized and supported. Al though
the theme of “technology neutrality” is heard nost often in the debates
surrounding the |l egal effect of electronic and digital signatures, the concept
is a broader one: the |aw should not, through the adoption of rules peculiar to
one type of technology, block innovation and preclude devel opment of newer
met hods. A further related principle frequently articulated is that of party
aut onony: the parties involved in electronic comerce should be able to
determ ne, between thenselves, the rules and standards applicable to their
busi ness rel ati onshi p.

37Their studies are avail able at <http://www.ilpf.org/digsig>.

38Avai | abl e at <http://www. ilpf/digsig/survey.htm>.
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51. Nurrer ous | egal issues have been identified by various bodies as crucia
in the evolution of electronic comerce. The 1997 Franework for dd oba

El ectronic Conmerce issued by the United States admi nistration identified the
following critical areas involving |egal aspects: custons and taxation

el ectronic paynent systens, electronic comercial law, intellectual property
protection, privacy, security, telecomunications infrastructure and information
technol ogy, content. The 1998 report of the European Comm ssion, in enphasizing
the need for strengthened international cooperation, highlighted these |ega

issues: jurisdiction, liability, taxation, copyright, authentication, encryption,
data protection, content, and consunmer protection. OECD s report lists privacy,
consuner protection, authentication, taxation, and access to infrastructure as
anmong inportant areas for its consideration. WO s |ist includes security,
privacy, taxation, access, trade facilitation, public procurenent, intellectua

property, content regulation, and the legal framework for Internet transactions.
Trans Atl antic Busi ness D al ogue has focused on five priority areas: protection
of personal data and privacy; digital signatures and a harnonized |ega

framework; encryption; tax, tariff, and custons; and intellectual property
protection and associated liabilities.?* The G obal Internet Project has
identified these areas: taxation and custons; uniforminternational comercia

law principles; intellectual property protection; security; privacy; content
regul ation; and inport and export restrictions.* Last, the Wrld Bank has
i ssued a study which looks at the inpact of the information revolution on
devel opi ng countries and the need for such countries to create an "information-
friendly environment, characterized by coherent tel ecomunications reform and
information policies; laws protecting investment, intellectual property, and
i ndi vidual privacy; open and well-regulated information and comunication
mar kets; education policies that favor a skilled |abor force; and effective
regul atory and standard-setting institutions”. %

52. Not all of the identified issues are of the sane nature or inportance if
the goal is elimnation of barriers to foster electronic conmerce. Sone of these
i ssues, including privacy, informational content, and consumer protection issues,
are directed nore to the protection of the public interest than support and
facilitation of electronic trade. 1In addition, there is currently no consensus
(either within countries or internationally) on a comon approach in these areas.
In other areas, the issues are nore of policy than of law. For exanple, while
it is inmportant to consider the inpact of the tax regime of a country on the
willingness of people to do business there (electronically or by traditiona

means), the choice of tax regimes is not primarily a legal one; there is

however, an energi ng consensus on how these tax issues should be addressed which
is simlar to the approach taken on other issues: do not take steps to tax or
regul ate that are in any way different fromthe current approach to trade.

53. The key for devel oping countries may be to identify: (i) those areas in
whi ch an international consensus has energed on how to treat electronic conmerce
i ssues; (ii) those areas where donestic action is absolutely necessary to foster
an environment favourable to electronic conmerce; and (iii) those areas where

3%See Trans Atlantic Business Dial ogue, Final Communique fromthe 1997 TABD
Meeting, available at <http://www.iep.doc.gov/tabd/final_htm> and excerpted at
<http://www.ecommerce.gov/tabd/htm>

4°Qd obal Internet Project, Framework for Electronic Commerce on the Internet, 27
Cct ober, 1997, available at <http://www.gip.org/gipdf.htm>.

4“Eduardo Talero and Philip Gaudette, Harnessing Information for Development: A
Proposal for a World Bank Group Strategy (March 1996), avail able at
<http://www.worldbank.org/html/fpd/harnessing/ >.
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it is possible for developing countries to resolve the legal issues in an
expedi ted manner. If a particular area falls into these categories, then it
woul d appear to be expedient to act with respect to that particular issue. For
exanpl e, the area of comercial |aw and electronic commerce is one frequently
identified as an inmportant area to address in adapting to electronic conmerce.
UNCI TRAL has produced a Moddel Law which is mnimalist in approach, represents
an international consensus, and is adaptable to countries with different |ega
traditions. The Mddel Law represents a bal ance between public policy on security
and freedom of parties to decide how to authenticate. A country wishing to
revise its comercial laws to make them nore acconmodating for electronic
commerce can easily take advantage of this resource. Simlarly, intellectua
property protection is crucial in the devel opnent of electronic conmerce;
devel opi ng countries should seriously consider such international instrunents
as the Berne Convention and the WPO treaties in this field. As the Wrld Bank
noted: “The information revolution has increased the conplexity of intellectua
property issues. Research in industrialized countries suggests that increased
protection of intellectual property generates research and devel opnent activity
sufficient to offset the social costs of limted nonopolies. For devel oping
countries, simlar research is proposed along with neasures to strengthen the
protection of intellectual property.”#

54. Devel opi ng countries have a big stake, as well, in helping shape the
emergi ng i nternational consensus in all these areas within various internationa
fora. To this end, cooperation and coordination anmong countries with simlar
probl ems and concerns is critical to ensure that, ultimately, all voices are
heard in these international fora.

55. Furt hernore, devel oping countries nmay wi sh to give consideration to those
el ements of a legal structure which are critical conponents of a vibrant econom c
mar ket pl ace — whet her that market place be in cyberspace or otherwi se. Fair and
effective dispute resolution nechanisns, for exanple, are an indispensable
ingredient in all types of commerce. Simlarly, customs, inmport and export
restrictions need to be revisited to assess their inpact on international trade
in general and electronic comrerce in particular

56. The gl obal el ectronic comerce nmarketplace is here to stay; the chall enge
for developing countries is to ensure that they becone active and equa
partici pants.

421bid.



