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WCO Study Report on Illicit Financial Flows via Trade Misinvoicing

1. Ensure that Customs have a sufficient mandate and the resources necessary to tackle not

only under-invoiced imports intended to evade Customs duty, but also over-invoiced imports

intended to disguise capital flight as a form of trade payment, under-invoiced exports intended to

conceal trade profit abroad such as tax havens, and over-invoiced exports intended to bring illicit

proceeds into the domestic legal financial system.



International standards on money laundering,

terrorist financing and proliferation
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Analysis of foreign trade companies and 

their gradation according to the risk of 

law violation and performance of 

suspicions operations

Gradation of foreign trade contracts 

according to the risk of performance of 

suspicions operations

Analysis of specific transactions to 

identify suspicions operations

Analytical functions, performed by customs authorities to prevent 

the illegal outlfow of capital

information base
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The Central 

Bank

The Federal 

Customs 

Service
Information exchange under the 

agreement is conducted via a closed 

communication channel

Authorized 

banks

Declaration on goods

Unique contract 

number, bank currency 

control sheet
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Interaction of the Federal Customs Service of the Russian Federation 

with the Central Bank of the Russian Federation and authorized banks



Cooperation of customs and tax authorities to combat illegal activities 

of shell companies  

From 2016 till now 893 shell legal entities have been excluded from the Register.
Suspicious foreign trade operations in the amount of over 3,6 bn US dollars have been prevented. 

6 months later

claim of violation of legislation on 
state registration of legal entities 

enquiries 
legal entities
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Customs officers

Russian 

Post

Reasons for return claim:

❑ Senders

❑ Refusal of send

❑ Absence at the address

❑ Impossibility to read the sendees address

❑ Storage period expired

❑ Other reasons



In 2019 the amount of suspicions 

foreign trade operations decreased 

from 2,4 bn rubles to 1,3 bn rubles. 

Illegal transactions in the amount of 3 

bn US dollars were prevented 

the price is twice 

as high as the price 

for similar or 

identical goods

Customs officers

daily

Monitoring 
of declarations

Customs procedures: 
40 (no duties or taxes), 
53, 70, 78, 93, 94

paid transaction 

Price for the goods 
exceeds 200.00 rubles

analysis of price

Extra analysis

Accumulation and 

integration of data

Central office 

of the Federal 

Customs Service

Analysis of price information to reveal overinvoicing of imports
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Refusal to make 

payments



request

information 

about 

goods

Registration 

information

The Central BankFIU

The Tax Service

Agreement on 

prevention, detection 

and combating 

suspicious financial 

transactions of 

international 

business participants

The scheme of interaction by the Federal Customs Service of the Russian 

Federation with foreign competent authorities in the field of combating suspicious 

financial transactions
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➢ state registration

➢ risk-management system

➢ combating money laundering

➢ risk-management system

➢ control currency transactions

➢ risk-management system



The Federal Customs Service initiated conclusion of bilateral agreements 

with foreign competent bodies to prevent, detect and suppress the 

committing of doubtful financial transactions

Bilateral agreement on prevention, detection and combating suspicious 

financial transactions of international business participants
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FATF

Financial Action Task Force on Money Laundering
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Authorized bodies 

of 34 foreign states



ДВУСТОРОННЕЕ  СОГЛАШЕНИЕ  ПО  ПРЕДУПРЕЖДЕНИЮ,  ВЫЯВЛЕНИЮ  И 

ПРЕСЕЧЕНИЮ  СОВЕРШЕНИЯ  УЧАСТНИКАМИ  ВНЕШНЕЭКОНОМИЧЕСКОЙ 

ДЕЯТЕЛЬНОСТИ  СОМНИТЕЛЬНЫХ  ФИНАНСОВЫХ  ОПЕРАЦИЙ

11

AGREEMENT on prevention, detection and control of suspicious 

financial operations between the Federal Customs Service of the 

Russian Federation and Customs service of the Government of the 

Republic of Tajikistan

Signed in Moscow on October 24, 2019



Examples of suspicious currency transactions

Thermoplast automatic machine (molding lithium) 

trademark: OIMA model: TPI-500
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company has never produced or shipped the above-

mentioned goods to the Russian Federation.

«Referring to your request we can inform you

that the company Novestica OU is registered in

the Estonian Commercial Register (printouts

from the register enclosed). Novestica OU is

not active on Estonian territory.

Examples of suspicious currency transactions
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Letter from the customs service 

of the Republic of Korea

Examples of suspicious currency transactions

In addition, the consignors specified in thee B/L 

have no export 

declaration record under the B/L 'DBSLDC180603003' 

and 'DBSLDC180715003'. It means that other exporters 

submitted export declaration to Korea Customs and after 

clearance, they issued and submitted B/L and outbound 

manifest under the name of two business abovementioned.
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ИМ-78

Import duties and VAT are 

not levied 

Small-size goods, hard 

to identify

Export of goods by passing 

customs control

Reimport of goods 

with the purpose of 

capital outflow

СХЕМА ВЫВОДА КАПИТАЛА ЗА РУБЕЖ

microchip

cable

Multiple overpricing

microchip

cable
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Letter from the Customs administration

of the Czech Republic

The representative of the company also stated, that

she did not have any confirmation that the company

Would took over or paid for the goods, and the goods should have

been returned to the supplier. The company in

the delivered statement about this case stated that no business

case took place in reality, and therefore they do not have any

documents to be submitted. Apart from others, the representative

of the company also stated that she doesn't

know the company which is declared at the

Russian import customs declaration as the exporter.

Examples of suspicious currency transactions

In the provided statement the company stated

that they do not know about export of such goods to the

Russian Federation and because they did not realise this

export, they are not able to submit any invoices or other

documents.
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