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Global Research 
Studying cybercrime trends 

and perpetrators 

Understanding digital 
investigation processes 

Global Tools 
Standardizing assessment 

and training methodologies 

Developing tools for 
cooperation in digital cases 

National Capacity 
Training law enforcement, 

prosecutors and judiciary in 
cybercrime investigation, 

digital forensics and 
evidence 

International 
Cooperation 

Strengthening informal and 
formal cooperation 

mechanisms 

Joined-up 
Programming 

Highlighting cybercrime 
aspects of illicit trafficking 

and money laundering 

UNODC Global Programme on Cybercrime 



Cybercrime Legislation 



Cybercrime Offences 

Cybercrime 
Acts against the 

confidentiality, integrity and 
availability of computer data 

and systems 

• Illegal access to a computer system 

• Illegal access of computer data 

• Interception of computer data 

• Acquisition of computer data 

• Illegal data/system interference 

• Production/distribution/ possession of 
computer misuse tools 

• Breach of privacy/data protection 
measures 

Computer-related acts for 
personal or financial gain 

 

• Fraud 

• Forgery 

• Identity offences 

• Copyright/trademark violations 

• Sending/controlling sending of SPAM 

Computer-related         
specific acts 

 

• Acts causing personal harm 

• Acts involving Racism/xenophobia 

• Production/distribution/ possession of 
child pornography 

• Solicitation/'grooming' of children 

• Financing/planning of terrorism 

• Incitement to terrorism 

• Incitement to genocide 

• Incitement to 
discrimination/hostility/violence 

• Propaganda to war 



Cybercrime Criminalization 



Cybercrime Procedural Aspects 

Procedural aspects 

Investigative 
Measures 

 

Electronic 
evidence 

 

Jurisdiction 
International 
cooperation 

Third parties 
cooperation 
obligations 



Procedural Investigative Powers 



Cybercrime Repository 

Commission on Crime Prevention and Criminal Justice 
(CCPCJ) 2013 

Resolution 22/8 

Promoting technical assistance and capacity-building to 
strengthen national measures and international cooperation 
against cybercrime 

5. Further requests the United Nations Office on Drugs and 
Crime to serve as a central data repository of cybercrime 
laws and lessons learned with a view to facilitating the 
continued assessment of needs and criminal justice 
capabilities and the delivery and coordination of technical 
assistance; 



Cybercrime Repository - Sources 

UNODC 
Comprehensive 

Study on 
Cybercrime 

(Questionnaires) 

Information received 
from Member States 

Open source 
research 

UNODC Global Programme on Cybercrime 
cybercrime@unodc.org 



Cybercrime Repository 

Database of Legislation 

Case Law Database 

Lessons learned 



SHERLOC Knowledge Management Portal 

UNODC Global Programme on Cybercrime 
cybercrime@unodc.org 



UNODC Global Programme on Cybercrime 
cybercrime@unodc.org 

http://cybrepo.unodc.org 
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The cybercrime repository can assist countries in the 
fight against cybercrime 

• Legislative drafting 
• Policy response to cybercrime 
• Good practices & lessons learned in 

investigation, prosecution and prevention 
of cybercrime 

• Cooperation with third parties 
• Formal and informal international 

cooperation 



Strengthening of the capacities of El 
Salvador National Police to effectively 

identify and investigate cybercrime cases. 

Objective: to strengthen El Salvador’s national 
capacities to prevent and fight against cybercrime 
through tailor-made technical assistance services 
focused on crime prevention and criminal justice and 
based on UNODC´s assessment, protocols and tools. 



Outcome 1: Effective investigation, prosecution and 
adjudication of cyber crime cases in El Salvador.  

1.1. 
• Assistance delivered for the development of normative and operational 

documents for the Cybercrime Unit of the National Civil Police of El Salvador. 

1.2. 
• Other Units of the National Police and Prosecution Offices supported by the 

Cybercrime Unit in Cybercrime-related cases. 

1.3. 
• Cybercrime Unit equipped. 

1.4. 

• Law enforcement officers and prosecutors trained in different areas, for 
example: cybercrime investigation techniques, crimes against children, 
financial crimes, etc.  



1.5. 
• National Police officers in El Salvador trained to effectively identify and 

report cybercrime cases. 

1.6. 
• Judge in El Salvador trained to work with cybercrime cases, including the 

interpretation of electronic evidence.  

1.7. 

• Training courses on cybercrime approved and replicated by the National 
Academy of Public Security. 

1.8. 
• Training courses on cybercrime approved and replicated by the Prosecutors’ 

Academy. 

Outcome 1: Effective investigation, prosecution and 
adjudication of cyber crime cases in El Salvador.  



Outcome 2: Citizens in El Salvador are aware of the 
threats posed by cybercrime and take steps to prevent 

and fight against it.  
 

2.1. 

• Increased understanding among children of the threats that may 
be found on the internet and the best way to address them. 

2.2. 
• Cybercrime reporting mechanisms established. 



Outcome 3: Government institutions works jointly 
with the private sector and other countries in the 

region to effectively address cybercrime. 
 

3.1. 
• National Police and prosecutors supported by internet services 

providers in the prevention and fight against cybercrime. 

3.2. 

• Law enforcement officials have a better understanding of the 
corporate procedures, jurisdiction, legal process requirements and 
cooperation channels with International Private Companies. 

3.3. 
• Cooperation networks with other countries in the region 

established. 



On September, 2015 the Cybercrime Unit was created by the Subdirection of Investigations 
with intermediation of UNODC.  



In order to deliver effective tools for preventing and countering cybercrime, UNODC has 
provided 6 external hard drives, 2 multifunctional printers, 1 mobile printer, 2 UFED 
Ruggedized Kits (to National Civil Police’s Cybercrime Unit and Attorney General’s Office 
Criminal Analysis Unit),   1 laptop for on site forensic examination, 16 desks and 16 chairs.  



In order to strengthen El Salvador’s national capacities to prevent and fight against cybercrime 
a training workshop on «Investigation and Digital Forensic Techniques. Child Pornography 
Cases» (May 18-22),  a workshop on «Cybercrime General Perspective and Comprehensive 
Care for Children and Adolescents» (September, 16) and a «Basic Course on Cybercrime 
Investigation»(September, 7-October, 5) have been delivered.  



Up to now, 485 children and adolescents, as well as 79 parents and teachers, have been 
sensitized through workshops focused on threats that may be found by children on the 
internet  



On May 10-13, 2015, a study visit to Mexico took place. The objective was that the Salvadoran 
delegation -six  investigators and two prosecutors- obtained first-hand knowledge about the 
organization of Mexico Federal Police Cyber Coordination and Mexico City Cybercrime Police 
organization, working procedures and the challenges they face when investigating cybercrime.  



Guatemala Cybercrime Project 

This programme is intended to support the law 
enforcement and criminal justice community to combat 
the abuse of Internet technology services against 
children. This will be accomplished by improving local 
law enforcement capacity and making the investigation 
and prosecution of cybercrime against children a local 
responsibility that is confidently undertaken. 



Direct Effect 1:   Strengthening of the Anti-Organized Crime 
Department at National Civil Police, Specialized Division on 
Criminal Investigation, through the implementation of the 

Criminal Investigation Management Model in the Cybercrime 
Section. 

1.1. 

• Analysis and revision of legal and operation framework of the 
Cybercrime Section and development of protocols and operational 
guides.  

1.2. 
• Design and implementation of the Criminal Investigation 

Management Model in the Cybercrime Section 



Direct Effect 2: Strengthening the strategic criminal prosecution 
of human trafficking crimes in the Specialized Office of the 

General Attorney's Office. 

2.1. 
• Design and create the monitoring ICAC unit in the 

Specialized Attorney Office against human 
trafficking. 



Direct Effect 3: Increased efficiency and effectiveness in the 
investigation, prosecution and adjudication of cybercrime acts 

against children, leading to greater deterrence and just 
outcomes for suspected persons, in line with international 

human rights standards 

3.1. 
• Provide skills and knowledge to investigators and prosecutors to 

combat the abuse of Internet technology services against children. 

3.2. 
• Provide instruction on considerations for judges in handling child 

victims in ICAC cases. 



Thank you! 
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