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HIGHLIGHTS
President Obama Visits FTC

better protect consumers’ privac d identity.

Chairwoman Edith Ramirez introduced the
before he provided his rks in front
staff. The a

its Centennial year.

CONSUMER PROTECTION AND PRIVACY

T-Mobile to Pay At Least $90 Million, Including Full Consumer Refunds,
To Settle FTC Mobile Cramming Case
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How to Make Effective Disclosures Federal Trade Commission
in Digital Advertising 2014 Privacy and Data Security Update"

wilh proteciing consumers and enhancing compelition across broad

legal autherty comes from Section 5 of the Federal Trade Commiss

practices In the marketpiace. The FTC also has authortty to enforce a varlety of sector specific laws, Including
the Truth In Lencing Act, the CAN-SPAM Act, drens v on Act, the Equal Credit

business modls.

How Does the FTC Protect Consumer Privacy and Ensure Data Security?

The FTC uses a variety of tools to prok and personal information, The FTC's peincipal tool
FTC Staff Report . R S s Vi
1§ 10 bring enforcement actions 1o $top law violations and require companies to take afirmative steps 10 reme-
hen appropriate, Impiementation of comprehensive privacy and
independent experts, monetary redress o consumers, disgorge-
gains, deletion of il ly obtained consu Information, and provision of robust notice and
choloe mechanisms to consumers. if a company violates an FTC order, the FTC can seek civil monetary penal

JANUARY 2015

for the violations. The FTC can also ob monetary penalties for vilatio
including Chidren's Online Prvacy Protection Act, the Falr Credt Reporting A
Commésslon has brought hundreds of p
Enforceable Codes of Conduct: Protecting Consumers Related Releases aterlals for consumers and busi

Across Borders nd reguiatory proposals that affect consumer priv

jes.

ENFORCEABLE
CODES OF CONDUCT

Protecting Consumers Across Borders

EVENT DESCRIPTION

EVENT DETAILS
» AGENDA
» EVENT SPEAKERS

P EVENT MATERIALS
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ss-Border Fraud Complaint Count!
ilendar Years 2009 through 2013
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International Consumer Complaints
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~ 100.000

Federal Trade Commission
May 2014

75.000

Source: Data from Consumer Sentinel Network
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FTC Office of International Affairs
FY2013 Technical Assistance Report
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Tech Support Scam Enforcement

e Microsoft
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International Consumer
Protection and Enforce

PROTECTING CONSUMERS

About ICPEN

Welcome to the website of the International Consumer Protection and Enforcement Metwork (ICPEMN) — an organization composed of consumer protection authorities

from almost 40 countries, whose aim is to:

Search Enter phrase

» Protect consumers’ economic interests around the world,

» Share information about cross-border commercial activities that may affect consumer welfare,

» Encourage global cooperation among law enforcement agencies.

For consumers

-

Find out how to shop online wisely, avoid scams, where to seek consumer

assistance abroad and what ICPEMN does for you. »

For consumer experts

Contact

Find out mare about ICPEM, what we do and how you can join in our work. Check

out our resources and learn more about consumer protection worldwide. »

News

United States - Telephone Bill Cramming
Forum

The Federal Trade
Commission will be hosting
a day-long public forum on
cramming on May 11, 2011,
in Washington, DC. The

- forum will focus on  how
government, businesses. and organizations can
work together to reduce telephone bill cramming
through business practices, law enforcement, and
possible legislation,

Japan - Fraud alert related to charity and
other deceptive trade practices after 2011
Tohoku-Pacific Ocean Earthquake disaster

Charity frauds, pretending to

be from some social welfare

associations or public
./ institutions., have been

reported since the Japan

earthgquake disaster. The
Consumer Affairs Agency and the MNational
Consumer Affairs Centre of Japan have issued
alerts to consumers regarding the guakes charity
frauds and other deceptive trade practices

United Kingdom - OFT's approach to
promoting business compliance

The Office of Fair Trading
has recently published a
policy staterment entitted “The
OF T's approach to promoting
business compliance with
consumer protection  law.
The statement sets out how the OFT through its
own actions and in partnership with others will
seekto raise compliance across markets. The OFT
approach is based around two themes.

New Fealand - Don’t fall for DNA scam

The Commerce
Commission is warning
? people not to fall for a scam

that has been circulating in

Australia and has now hit

Mew Zealand. It involves a
supposed DMNA testing kit, which has been turning
up unsolicited in Mail boxes.

s

MORE NEWS »

websites.

.

You can also check the news from our members and partnersdirectly from their national

MEMBERS LOGIN
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An initiative of the International Consumer Protection
and Enforcement Metwork (ICPEN)
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® United States - Prepald Mobile Provider M—H ‘.”‘]4 & *I'l| {he) - 2012
TracFane to Pay &40 Million to Settle FT(
l"lﬂ?‘.‘ [t Deceived Cansismers About
Unlisdred’ Data Plan

TrucFoie, the largest prepaid mobe provider a
thie 1.5, has agreed to pay $40 million 1o the
Federal Trade Commission to settle charges that
it deoeived milBan of contiemen with holaw
prosnsed of “ualimubed” dith irvios,

Annual Complaint Trends - 2014

United States - FTC Report an Internet of
Things Urges Companies 1o Adopt Bast
Practices to Address Consumer Priviey
and Seeurity Risks

In a detailed report on the Internet of Things,
rebeased, the staff of the Federal Trade
Commzasan recomimend i sere of concrete
steps that businesses can take to enbance and
protect consumers’ privacy and security, as
Americans start to reap the benefits from a
growing world of Internet-cananected devices,
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THE LONDON ACTION PLAN MEMBERS
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DO NOT CALL

ENGAGE INTERNATIONAL SPA

NFORCEMENT COOPERATION

ABOUT THE LONDON ACTION PLAN

On October 11, 2004, government and public agencies from 27 countries
responsiie for enforcing laws concaming spam met in London %o discuss
international spam enforcement cooperation, At this mesting, a broad
range of spam enforcement agencies, including data protection agencies,
telecommunications agencies and Consumer prataction agencies, met 1o
discuss Intemational spam enforcement cooperation, Several private
sacior representatives also collaborated in parts of the mesting

MISSION STATEMENT

The purpose of this Action Plan is to promote intemational spam
anforcement cooperation and address spam related problems, such as
online fraud and deception, phishing, and dissemination of viruses. The
participanis also open the Action Plan for participation by other interested
government and public agencies, and by appropriate private sector
representatives, as a way to expand the network of enffties engaged In
spam enforcemant cooperation.

VALUE PROPOSITION

The London Action Plan (LAP) was founded in 2004 with the purpose of
promating intemational spam enforcement cooperation. Since inception.

COMING SOON

LAPMAAWG Meeting

NHEN

June 8 - 11, 2015

Dubhin. Ireland
[Burtngtan Holel)

EVENT DETAILS

WHAT'S NEW?

New Zealand: Email Spammer
Fined $12,000

January 15 201%

Auckiand man sent 2,230
commercial elecironic messages
that inciuded links to his free
Androld app.

Settlement with the FTC and
Florida Attorney Genaral
Stops Operations that Used
Robocalls to Fraudulently
Pitch Medical Alert Davices to
Seniors

Decernber 17, 2004

Defendants lied about healih
organizations endorsing their
products

MORE NEWS

LAP has exﬁd fts mandate to include addtional online and mobile



Mass-Marketing Fraud:
A Threat Assessment

Spanish Police Arrest 84 in Probe of

igerian Scam

International Mass-Marketing Fraud Working Group

June 2010

SCT0m Wit 3 kocal "
Ian, German and A
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Global Privacy Enforcement Network

Enforcement cooperation tools

GPEN is focused on the practical aspects of privacy
enforcement cooperation. Accordingly, a priority has
been to create or refine practical tools or mechanisms
to facilitate and improve bilateral and multilateral
enforcement. Three examples of cooperation tools
are given. GPEN continues to work on developing
other tools such as a secure mechanism for sharing
confidential information.

Example #1: On-line platform

An online platform for enforcement cooperation, built
by the OECD, was launched in Paris in September
2010. Key content is available only to registered users
from member authorities. Members may obtain as
many user accounts for staff as required. The website
enables users to post news items, promote discussion
and information exchange and read profiles of member
authorities. The number of registered users exceeds
200. Users can email any other registered user of the
website from another member authority or to do a
mass mailing to all users simultaneously.

Example #2: Contact directory

GPEN was selected by the OECD and APEC to be

the repository of a directory that combines the
enforcement contact points for both international
organisations. The Council of Europe has now joined
in. The combined APEC-OECD-COE enforcement
contact point directory will be updated as time goes by.
Access to such authoritative lists facilitates authorities
seeking assistance from the right quarters in the event
of cases having a cross-border element.

Example #3: Regional teleconferences

In November 2013, the network launched the GPEN
Atlantic and Pacific teleconferences. These are a
parallel series of monthly 40 minute teleconferences
held at convenient times for most time zones. They are
a good opportunity to share enforcement know-how.

GPEN Members

As of September 2014 there are 51 member authorities
from the following economies:

+ Albania = Argentina

* Australia * Belgium

* Bulgaria * Canada

+* Colombia * Czech Republic
+ Estonia * European Union
* France * Germany

* Gibraltar * Guernsey

* Hong Kong * Hungary

* lreland * Isle of Man

* lIsrael * ltaly

* Korea * Kosovo

* Lithuania * Luxembourg

* Macau = Mauritius

* Mexico * Moldova

* Monaco * Netherlands

* New Zealand * Norway

* Poland * Slovenia

* Spain * Switzerland

* Ukraine * United Kingdom

* United States

Contact
* GPEN COMMITTEE

Blair Stewart, New Zealand

Sharon Azarya, Israel

Hannah McCausland, United Kingdom
Michael Maguire, Canada

Guilherme Roschke, USA

* You can contact the GPEN Committee
using the contact link on the website:

www.privacyenforcement.net

Information about GPEN
for Privacy Enforcement
Authorities

September 2014
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