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VWCO Study Report on Executive Summary

PRINCIPLE CONCLUSIONS AND REC!

lllicit Financial Flows o e s o

particular focus on IFFs via deliberate trade mis-invoicing, as tasked by the G20. The
& . high estimates of IFFs via trade mis-invoicing (IFFs/TM) which feature prominently in
'I- current literature, research and even media outlets, should not be understood as a reliable
V I a ra d e M I S - quantitative measurement of the scale of IFFs/TM, but rather as a risk indicator, which can
be useful in comparing the risk of IFFs/TM across commodities, countries and over a longer

time period.

Although the scale of IFFs/TM has been much debated, the issue of how to detect IFFs/TM

L] " .
has not been properly examined The results yielded from this innovative research,
ing the y of ion-level data il to , suggest

that cross-refe the two p ipl hod: y used to the
magnitude of IFFs, i.e. the Prlco Flltof Methods and Partnor Country Methods, can be
an effective method to detect trade where mis-i g is already
suspected. Moreover, this Report concludes that the suspected trade transacbons
identified by trade data analysis should be the subject of further investigation by Customs
administrations.

Based on the best practices to combat IFFs/TM featured in this Report, the WCO
recommends that Members:

1. Ensure that Customs have a sufficient date and the rces y to
tackle not only under-invoiced imports intended to evade Customs duty, but also
over-invoiced imports intended to disguise capital flight as a form of trade payment,
under-invoiced exports intended to conceal trade profit abroad such as tax havens,

B a Ck g ro u n d fo r th e mnodv:'r:;::;ed exports intended to bring illicit proceeds into the domestic legal
WCO Global Conference on IFFs/TM, it ol il e
23 May 201 8» WCO Headquaﬂers. Brussels: Belglum 3. Provide financial and human resources for Customs to combat IFFs/TM. Customs

should enhance integrity within their human resource departments as it is a pre-

requisite for the effective and efficient functioning of a Customs administration, and

1. Ensure that Customs have a sufficient mandate and the resources necessary to tackle not
only under-invoiced imports intended to evade Customs duty, but also over-invoiced imports
intended to disguise capital flight as a form of trade payment, under-invoiced exports intended to
conceal trade profit abroad such as tax havens, and over-invoiced exports intended to bring illicit
proceeds into the domestic legal financial system.
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International standards on money laundering, 3
terrorist financing and proliferation

G. INTERNATIONAL COOPERATION

37. Mutual legal assistance

Countries should rapidly, constructively and effectively provide the widest possible range of
mutual legal assistance in relation to money laundering, associated predicate offences and
terrorist financing investigations, prosecutions, and related proceedings. Countries should
have an adequate legal basis for providing assistance and, where appropriate, should have in
place treaties, arrangements or other mechanisms to enhance cooperation. In particular,

INTERNATIONAL STANDARDS countries should:
ON COMBATING MONEY LAUNDERING (a) Not prohibit, or place unreasonable or unduly restrictive conditions on, the provision
AND THE FINANCING OF of mutual legal assistance.

TERRORISM & PROLIFERATION (b) Ensure that they have clear and efficient processes for the timely prioritisation and
execution of mutual legal assistance requests. Countries should use a central authority,
or another established official mechanism, for effective transmission and execution of

The FATF Recommendations requests. To monitor progress on requests, a case management system should be
maintained.

37. Mutual legal assistance

Countries should rapidly, constructively and effectively provide the widest possible range of
mutual legal assistance in relation to money laundering, associated predicate offences and
terrorist financing investigations, prosecutions, and related proceedings.

criminality, if the assistance does not involve coercive actions. Countries should consider
p— L 1 1 2 g c

40. Other forms of international cooperation

Countries should ensure that their competent authorities can rapidly, constructively and
effectively provide the widest range of international cooperation in relation to money
laundering, associated predicate offences and terrorist financing.

www.customs.ru
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the illegal outlfow of capital

Analysis of specific transactions to
identify suspicions operations

Analvsis of foreign trade companies and g0
their gradation according to the risk of
" law violation and performance of
suspicions operations

Gradation of foreign trade contracts
according to the risk of performance of
suspicions operations

information base

www.customs.ru




Interaction of the Federal Customs Service of the Russian Federation %%m% FCS
with the Central Bank of the Russian Federation and authorized banks = °
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Unique contract
Customs number, bank currency
Service control sheet
Information exchange under the
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Cooperation of customs and tax authorities to combat illegal activities % % FCS
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of shell companies L

enquiries

Customs officers legal entities
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Reasons for return claim:

4 Senders

1 Refusal of send
Absence at the address

U Impossibility to read the sendees address
Q Storage period expired Excluded from the Unlified state

claim of violation of legislation on register of legal entities and
state registration of legal entities O Other reasons Individual entrepreneurs (Register)

From 2016 till now 893 shell legal entities have been excluded from the Register.
@ Suspicious foreign trade operations in the amount of over 3,6 bn US dollars have been prevented.

www.customs.ru
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© Customs procedures:
40 (no duties or taxes),
53, 70, 78, 93, 94

Customs officers 4 Monitoring
of declarations

%%

© paid transaction

© Price for the goods
exceeds 200.00 rubles

-

,1

T

analysis of price ]
In 2019 the amount of suspicions
foreign trade operations decreased @
from 2,4 bn rubles to 1,3 bn rubles.
lllegal transactions in the amount of 3 the price is twice
bn US dollars were prevented as high as the price
for similar or
identical goods

Central office oA 4 @

S a of the Federal
& Customs Service
& , @ Extra anaIyS|s((\
www.customs.ru

Accumulation and )
integration of data




The scheme of interaction by the Federal Customs Service of the Russian 4 Fes
Federation with foreign competent authorities in the field of combating suspicious ' OF RUSSIA
_financial transactions

A Russian company

company;

/ The Tax Service

> state registration
» risk-management system

information

gbout Agreement on
. goods revention, detection
reques P
and combating

: e suspicious financial |
A Service transactions of
S R Registration international

' business participants/

O FIU The Central Bank

» combating money laundering > control currency transactions .
&risk-managementsystem » risk-management SyStery { ilaxi{Service)




Bilateral agreement on prevention, detection and combating suspicious %g HESH
financial transactions of international business participants =

®

The Federal Customs Service initiated conclusion of bilateral agreements

with foreign competent bodies to prevent, detect and suppress the

committing of doubtful financial transactions

shipping

contract documents

invoice _registrat!on
information

export
declaration

information about
founders and

_ participants

www.customs.ru
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Financial Action Task Force on Money Laundering OF RUSSIA

Authorized bodies

of 34 foreign states @ Russian
W/ Redeati@in

@Z@@h

Federal
Customs
Service

Swiitzerland

INTERNATIONAL STANDARDS
ON COMBATING MONEY LAUNDERING
AND THE FINANCING OF

TERRORISM & PROLIFERATION

The FATF Recommendations

I37. Mutual legal assistance

40, Other forms of international cooperation

The Repulblic
oFf Korea

www.customs.ru
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Draft Either Party may terminate this Agreement by sending writien nuticc i
the other Party of such its intention, To this case, this Apresment is terminaled
after 2 months from the date of receipt of such nokificadon.

AGREEM ENT on prevention, detection and control of suspicious
financial operations between the Federal Customs Service of the
Russian Federation and Customs service of the Government of the
Republic of Tajikistan

G Signed in Moscow on October 24, 2019

and/or documents under this Agreement; I I
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toreign econemic
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Examples of suspicious currency transactions
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Examples of suspicious currency transactions
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| Al Capo
! del Servizie Federale doganale
Bulavin Viadimir Ivanovich

121087, Moscs, Via Novozavodskaya, n 11/5

“pressa ad iniezione TPI-500”

Cm? la presente”si"cominica che 1 funzionar della Dogana di Pskov della Diresione
Doganale di Nord-Ovest hanno scoperto e stanno controllando 'attivitd illegale commessa da
siweeli ionQri che imnartana nal fascitaeia dolie Bodooo -~ - —_—

non ha mai prodotto né consegnato nel territorio della Federazione Russa la

merce sopraindicata,
WALOL L DU ITRE PIOGOTIO Rie Consegnato nict territorio della Federazione Russa la

merce sopraindicata

company has never produced or shipped the above-
mentioned goods to the Russian Federation.

= rrTer TCr S
membri dell'UD, nonché con 1o scope di evitare it compimento di attivita illegale nei cor;lfrumi
della societh OIMA SRUL. nel territorio dells Federnzione Russa, La preghian corlesemente di
dare disposizione aghi wffici dei servizi doganali 2 1ei affidati, di contattare il titolare del marchio
OIMA all’indirizzo qui & seguito indicato, qualora vengano trasportate attraverso lc frontiere
doganali della Federazione Russa delle merci sotto il marchio di OIMA.:

OIMA S.R.L.

Via Enrico Mattei, 48
31010 Maser (TV)
Tel. 139 0423 9535
bt iiygng: ot it

ASUTUSESISESEXS KASUTAMISEKS
Maksu- ja Toliamed

{m? REPUBLIC OF ESTONIA Juuidepdisupiiengu algus 1207 2018

¢ % Tax AND CUSTOMS BOARD Juurdepadsupirangs I6pp 12 07 2021
\__\ 5/ Juwdapagsapirangu alus: AvTS §350g 1 p 19, MKS § 26

This document cenlaing information for inlermal use and it
iy be used anly by an addressen

Mr A. Pitehugov

Federal Customs Service of

Russian Federation in Latvian Republic
Elizabetes str.2 - 417

Riga, LV 1340

LATVIA

Your ref.: 29.06.2016 no 12-11/263

Qur ref.: A4.07.2016 no 14-1/7601- 1

Agreement betwean the Government of the Republic of the Estonia and the Federation of
Russia regarding mutual assistance in customs matter,

«Referring to your request we can inform you
that the company Novestica OU is registered in
the Estonian Commercial Register (printouts
from the register enclosed). Novestica OU is
not active on Estonian territory.

The market value is more than 4 times overstated
(2 600 000 espo versus 540 000 espo)

The customs authorities initiated a criminal case under article 193.1 of the Russian
criminal code (currency transactions by use of false documents), the result of which
was a conviction against a citizen of the Russian Federation
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\ Letter from the customs service

By a court decision Pinta and Trader companies were forbidden of the Republic of Korea

to import or enter into civil circulation on the territory of Russia
of the goods containing trademarks «1A)», «ZD» and the use O S0 sustome

of these trademarks.

il

Customs

' Border. Targeting Center

I“‘"“"‘“ - — e In addition, the consignors specified in thee B/L
‘:‘C‘)Tn;’;;;anhsxr:noo"nén = Ne — ‘ I have no export
; declaration record under the B/L 'DBSLDC180603003'

T ECHYDTIRA YEONGDERGRO GUSEOUL S0 285 MIRRAT and 'DBSLDC180715003". It means that other exporters
o A submitted export declaration to Korea Customs and after
1 e clearance, they issued and submitted B/L and outbound
POCCHA 690014 IIPHMOPCKIH KPAH B.IA THBOCTOK | " manifest under the name of two business abovementioned.
HEKPACOBCKAA YJI, TOMN: 365, O®HC 9204 ¥ :T'“’ i _

100 w 65, 0% HC W4

—
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. I Import duties and VAT are
[ non-resident ‘ : not levied resident l

3 @ 50 T3 .
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to identify |

cable

microchip

EAMMAACKOE
MOPE

TAMOXHA
G
CUSTOMS

cable

Export of goods by passing
. customs control

Reimport of goods

~~~ with the purpose of -
capital outflow @ 1]

microchip

www.customs.ru




Examples of suspicious currency transactions
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organized criminal group has been
uncovered, multiple episodes of been
criminal activities have revealed, police
agencies on February 22, 2019 initiated
a criminal case (part 1, article 210 of the
Russian criminal code).

Im I o | | I |wmunum-mmmu-

At the same time competent agencies of
Germany are investigating foreign
counterpart to find possible facts of
money laundering.

[Saliaers aavn BRBEI9IN

0 TOBAP | FELEHNH O HATHAYEHHH 'umuaon COEFTINN OT: OT 11852000 M
1R 11300/ 1RSIE/IBNSD0E KHPEEBA AJTESIA PARCOBEA 14452018 1701346
348 00 TOBAP | YBLAOMAENNE O NPEI0CTABTCANN 300 A0K Y MIHTOR N CBERERTIH
KHFEEBA AETRA FAHCOBHA 1005208 LTI 500

HARIKAS NOBAVEH OT 10123016

LMHPIAMYPATOR PYCTAMCEPT EEB IV A CP® i4 09
843439 OT 14072000 PIPERTOP + 79041 110684

Letter from the Customs administration
of the Czech Republic

GENERAL DIRECTORATE OF CUSTOMS
140 96 Praha 4, Budejovicka 7, P.O. BOX 12, Czech Republic

r
Mr. E. Kozyrev

The representative of the company also stated, that
she did not have any confirmation that the company

Would took over or paid for the goods, and the goods should have
been returned to the supplier. The company in
the delivered statement about this case stated that no business
case took place in reality, and therefore they do not have any
documents to be submitted. Apart from others, the representative
of the company also stated that she doesn't
know the company which is declared at the
Russian import customs declaration as the exporter.

TTZOTS= 3 TOUO0=2T,

In the provided statement the company stated
that they do not know about export of such goods to the
Russian Federation and because they did not realise this ’
export, they are not able to submit any invoices or other

documents. g,

FEad of the IMiermanonal Cooperation Deparoanent

Enclesure: 1. Final Report with attachments
2. Translation of the Final Report
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