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Resilient Maritime Logistics: Guidebook+

https://resilientmaritimelogistics.unctad.org/

BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE
Guidance for Ports

https://resilientmaritimelogistics.unctad.org/


The process towards: ResilienceMaritimeLogistics.org 

COVID-19 and 

Maritime Transport: 

Impacts and 

Response, 2020

https://unctad.org/sy
stem/files/official-
document/dtltlbinf20
20d1_en.pdf

Survey COVID-19 

and Maritime 

Transport: : 

Resilience and 

Preparedness, 2021

https://unctad.org/pu
blication/covid-19-
and-maritime-
transport-navigating-
crisis-and-lessons-
learned

COVID-19 and 

Maritime Transport: 

Navigating the crisis 

and lessons learned, 

2021

COVID-19 and 

Maritime Transport: 

Regional webinars 

2020-2021 

Africa, Asia & LAC

https://unctad.org/meetin
g/webinar-covid-19-and-
maritime-transport-
disruption-and-resilience-
africa

Guidebook for ports, 

2022

Building capacity to 

manage risks and 

enhance resilience

https://resilientmaritimelogi
stics.unctad.org/sites/resilie
ntmaritimelogistics/files/20
22-
08/UNCTAD_TCS_DTL_INF_2
022_3%20WEB_23%20Augu
st.pdf

Training:
Ports and Maritime 

Supply Chain 

Resilience

https://resilientmaritimelogi
stics.unctad.org/training/un
ctad-course-ports-and-
maritime-supply-chain-
resilience





PART I
▪ Key concepts and approaches to risk identification, assessment, and management, response and 

recovery measures. 
▪ A stepwise methodology 
▪ A Toolbox for Port Risk Management and Resilience-Building

PART II
▪ Expands on Part I and further details the various hazards and risks that can disrupt activity.

PART III
▪ Case studies relaying disruption experiences from different regions
▪ Compilation of good practices and lessons learned.

PART IV
▪ Definitions and concepts
▪ List of relevant resources
▪ More  information on the Port Risk Management and Resilience-Building Toolbox



▪ Hard to predict the next disruption; But a future disruption remains a certainty. 

▪ Disruptions hinder transport & logistics ability to deliver trade & link supply chains. 

▪ There are challenges to resilience-building (uncertainty, costs, trade-offs/priorities). 

▪ Resilience better promoted when seen as a competitiveness factor (vs a cost). 

▪ Resilience building needs to become a “default” feature. 

▪ A new paradigm: preventive & proactive strategies (vs reactive)

▪ UNCTAD Guidebook provides some guidance in this respect.

Some key takeaways
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A Stepwise Approach to Resilience

Identify Hazards1

Assess Vulnerability and 

Impacts
2

Elaborate Response and 

Mitigation Options
3

Prioritize Options4

5 Implement and Review

Natural Disruptions

Anthropogenic Disruptions

Exposure and Impacts

Risks

Infrastructures

Processes

Prioritization Analysis

Resource Allocation

Deployment

Review

STEP KEY ISSUES
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PORT RESILENCE BUILDING PROCESS

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Step 1: Identification of Hazards Impacting 

IDENTIFY HAZARDS1

Natural Disruptions Anthropogenic Disruptions

Extreme Weather Events

Geophysical Disruptions

Climate Change

Storms Hurricanes Heat Waves

Earthquakes Geomagnetic Storms

Sea Level Rise

Tsunamis Landslides

Water Cycle Disruptions

Accidents

Infrastructure Failures

Port and Channel Blockage

Industrial Accidents

Equipment Failures

Labor

Strikes Labor Shortages

Floods

Economic and Financial

Demand Shocks Inflation Shortages

Capital Availability

Geopolitical

Political Instability

Information Technologies

CyberattacksIT Failures

Trade Restrictions

Terrorism

Corruption

PiracyTheft and Illicit Trade

Sanitary

Skills

Safety Health

Provide a list of likely hazards

Outbreaks Epidemics

Pandemics
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Step 2: Assessment of Vulnerability and Potential Impacts

ASSESS VULNERABILITY & IMPACTS2

Risk Positioning and Propagation

Shipping Network

Hinterland

Port Level

Risk Category

Governance

Operational

Competitive

Financial

Reputational

Reduced or unavailable capacity, 

reliability and call configuration of 

maritime shipping services.

Reduced or unavailable capacity, 

performance and reliability of port 

services.

Reduced or unavailable capacity, 

performance and reliability of 

hinterland services (road, barge, rail).

TOOLKITS

For each hazard identified in Step 1

Risk Prioritization

High Priority

Average Priority

Low Priority

Capability and reliability

Customers and markets

Revenue generation and costs

Control, planning and monitoring

Public and customer perception

“Black Swan”

Propagation & 
back-propagation

Propagation & 
back-propagation

Critical consequences for port 

operations. Good and predictable 

chance to take place.

Important consequences for port 

operations. Reasonable but difficult to 

predict chance to take place.

Could have consequences for port 

operations. Small and unpredictable 

chance to take place.

Deviates beyond what is normally 

expected. Very rare but of high 

impact.

Cumulative

Compounded

Single event impacting several risk categories.

Risk increasing the likelihood and severity of 

another event (s).
Tools and methods used to identify and prioritize risks.
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Step 3: Elaboration of Response and Mitigation Measures
ELABORATE RESPONSE & MITIGATION MEASURES

3

Processes PreparednessInfrastructure Preparedness

Pre-Event

Post-Event

For each risk 

prioritized in Step 2

Proactive

Reactive

Infrastructure, superstructure, or any physical 

assets that would be required to mitigate the 

expected risk of port disruption.

Change or improvement in the management 

and human resources that would be required 

to mitigate the expected risk of port disruption.

Infrastructure, superstructure, or any physical 

assets that would be required to recover from a 

disruption impacting the port post-event.

Managerial and human resources to be 

mobilized to recover from a disruption 

impacting the port post-event.

EVENT

Infrastructure Absorption, 

Response and Adaptation

Processes Absorption, 

Response and Adaptation

RISK MANAGEMENT

EVENT/CRISIS MANAGEMENT

TOOLKITS

Tools and methods used to elaborate response and mitigation measures.
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Step 4: Prioritization of Response and Mitigation 
Measures and Resource Allocation

PRIORITIZE MITIGATION & RESPONSE MEASURES4

Resource AllocationEconomic Valuation Analysis

For each mitigation in Step 3

Financial resources

Managerial resources

Labor resources

Proactive versus reactive

Low hanging fruits

Cost of inaction

Opportunity cost

TOOLKITS

Tools and methods used to prioritize mitigation and response options.

Time
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Step 5: Implementation, Monitoring, and Review

IMPLEMENT, MONITOR & REVIEW5

TimeframeDeployment

For each option identified in Step 4

Financial Technological

Footprint Administrative

Regulatory Commercial

Short or immediate

Within a year

Within three years

EVENT

Review Level of effectiveness Success stories Lessons from failures

More than three years

DELAYSOpportunities & Obstacles
• Inertia in business models

• Digitalization of business models

• Unfamiliar business models

• Lack of risk data and guidelines

• Lack of definitions and metrics

• Lack of standards

• Limited incentives 

Implementation
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Measuring resilience: variables for KPIs



Some Key Mitigation and Response Measures

IMPROVING INFRASTRUCTURE IMPROVING SUPERSTRUCTURE

TRAFFIC DIVERSION

CONTINGENCY PLANNING

HAZMAT REPORTING

CYBER-RESILIENCESATELLITE FACILITIES

RISK MANAGEMENT CRISIS MANAGEMENT

• Infrastructure hardening

• Additional footprint and capacity

• Access channels and basins

• Hinterland connectivity

• Additional equipment, parts 

and materials

• Management and workforce

• Port supply chains

• Terminal handling 

equipment

• Warehouses and 

technical buildings

• Utilities

• Container depots

• Dry ports

• Off-site offices

• Terminal relocation

• Alternative port or 

terminal

• Alternative mode or 

corridor

• Inventory of hazardous 

materials on port facility

• Reporting system

• Access control

• Data security

• Network security

• Operational security

• Horizon scanning

• Planning and coordination

• Training and exercises

• Continuous improvement

• Incident response

• Business continuity plan / 

management

• Recovery

• Crisis communication
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Main Toolbox

Governance Enabling Framework Pre-Event Post-EventEVENT

Port resilience efforts led/supported by top management with appropriate governance measures. 

Enterprise Risk Management Pre-Event Post-EventEVENT

Integrated and coordinated approach to all the risks faced by the port.

Horizon Scanning Pre-Event

Systematic examination of information to identify potential threats, risks, emerging issues, and 
opportunities allowing for better preparedness around risk mitigation and policy setting.

Business Impact Analysis

Systematic process to determine and evaluate the potential effects of an interruption to port 
operations as a result of a disaster, accident or emergency.

Pre-Event

Scenario Planning Pre-Event

Assert control over uncertainty by identifying future assumptions and determining how the port will respond.

1

2

3

4

5

TOOLKIT TIMING OF ACTION

UNCTAD. BUILDING CAPACITY TO MANAGE RISKS AND ENHANCE RESILIENCE : A Guidebook for Ports, 2022



Main Toolbox
Business Continuity Management Pre-Event Post-EventEVENT

Identify risks threatening the port, analyze their potential consequences, and support efforts to 
prepare for and recover from disruptive incidents when they occur.

Risk Registry and Metrics Pre-Event Post-EventEVENT

Risk registry: Record of the risks faced by a port, including controls currently in place, additional 
controls, and responsibility for control activities. Metrics: Appropriate measures to track progress.

Incident and Crisis Management Post-EventEVENT

Application of strategies designed to help a port deal with a sudden and significant negative event.

Third Party Risk Tools Pre-Event Post-EventEVENT

Tools that can be used to improve a port’s resilience in respect of third-party risks (procurement).

Insurance Risk Pre-Event Post-EventEVENT

Insurance industry offers the opportunity for a port to transfer some of its risks and often provide 
relevant risk advisory services.

6

7

8

9

10
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Thank you
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