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Context
Changing environment



Cyber-dependence



Cyber-dependence

Source: IBM/

http://www.informationisbeautiful.net/visualizations/million-lines-of-code/


Complexity of digital services

Source: http://www.informationisbeautiful.net/visualizations/million-lines-of-code/
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Asymmetry

Source: kaltoons.com



Initiatives
Key elements



Bilateral relations

Available at: https://digitalwatch.giplatform.org/



Main multilateral instruments

GGE OSCE ARF OAS

Exchange of information ⧫ ⧫ ⧫ ⧫

Contact points ⧫ ⧫ ⧫

CERT/CSIRT ⧫ ⧫

CI and CII ⧫ ⧫ ⧫ ⧫

Cybercrime and terrorism ⧫ ⧫ ⧫ ⧫

Reducing the risk of misperception ⧫ ⧫ ⧫ ⧫

Common terminology ⧫ ⧫ ⧫

Norms ⧫ ⧫

Facilitating ongoing dialogue ⧫ ⧫ ⧫

Multistakeholder approach ⧫ ⧫ ⧫

Capacity building ⧫ ⧫ ⧫ ⧫

Research ⧫ ⧫

Available at: www.diplomacy.edu/cybersecurity



Lessons learned

Recommendations



Multidisciplinary area



Multiple professional cultures



Multidisciplinary cross-border education

Cybersecurity

Centres (Germany)

Cybersecurity
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Geographical and stakeholder outreach



Collaborative responsibility



Comprehensive capacity building

Source: Swiss Agency for Development and Cooperation (2006) 



Horizontal and vertical policy coherence



Horizontal and vertical policy coherence



Horizontal and vertical policy coherence
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