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Introduction and overview

 What is GDPR

 Key Questions for ID systems and 

operators

 What if we don’t comply?

 Effects on institutions?

 What about design of systems? 

 GDPR Toolkit
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“What is GDPR and

why is it so important?”
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General Data Protection Regulation (GDPR)

 Regulation (EU) 2016/679 of the European 

Parliament and of the Council of 27 April 2016 on the 

protection of individuals with regard to the processing 

of personal data and on the free movement of such 

data (General Data Protection Regulation)

 Applies to all Member States from 25 May 2018

 Directly effective – replaces EU Directive and local 

implementing legislation

 Follows spirit and principles of the current legislation 

but imposes extensive additional new obligations 

including:

• Obligations for data processors

• Data subject rights

• Anti-trust style fines
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“Non-EU companies, or 

businesses that process EU 

personal data outside the EU, 

don’t need to worry about 

European data protection law 

do they?”
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Key Questions for ID systems and operators- geography
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 Extra-territorial effect

• the offering of goods or services (free of charge or paid for) to individuals in 

the EU; or

• the monitoring of the behaviour of individuals in the EU.

 Significant impact for Companies– international customer base
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“But this only applies to EU 

Citizens doesn't it?”
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Key Questions for ID systems and operators- who does it 
affect?

 The GDPR applies to “data subjects in the Union” (not EU citizens, nor 

residents even)

 The only requirement is that an individual must be in the EU for a period of 
time.

 The GDPR does not put a time limit on what that period should be and 
includes no exceptions or exemptions for people in transit.
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“Do the GDPR changes really 

affect our industry outside the 

EU? 

We don’t really handle that 

much individual data?”
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Key Questions for ID systems and operators- GDPR is 
pervasive across industries
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 Yes; it affects all industries and bodies including governments and 

administrations

 Think about your use of personal data:

• Customer data

• Loyalty scheme/card scheme/ membership scheme data

• Data transfers between your internal organisations

• International transfers – outside of the UAE (to countries outside the EEA)

• Staff HR data

 Controller or processor?

 Territorial scope
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“What about Data transfers –

does GDPR affect how we do 

these internally/externally?”
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Key Questions for ID systems and operators- how does it 
apply to cross-border transfers and processing
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International Transfers

 General rule is that for data transfers outside EU, there needs to be:

• an adequate level of protection

• appropriate safeguards put in place

Key actions:

 Put in place appropriate data transfer agreements, including EU Model Clauses, BCRs 

or other approved mechanism 

 Your organisation should review and map key international data flows and assess 

whether systems and processes will continue to be appropriate

 Ensure processor contracts include protections against unauthorised transfers and sub-

processing without consent
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“It looks like GDPR could even 

apply to us and hat we do.

What do we do next?”
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Key Questions for ID systems and operators – Road Map
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Key Components

 comply with the data protection principles (Article 5) 

 ensure you establish a legal basis in accordance with which personal 

data can be lawfully processed (Article 6), and

 avoid processing “special categories of personal data” (sensitive 

data) unless one or more of certain exceptional grounds can be 

shown (Article 9).

Considerations:

 appointing an EU representative

 appointing a data protection officer (DPO)

 keeping detailed data processing records 
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“If this all comes into effect from 

25 May 2018 what can we do–

is there a grace period?

What happens post that date?”
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Key Questions for ID systems and operators
- the GDPR Timeline
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 Two year implementation period ends on 25 May 2018.

 No grace period.

 Arrange tasks accordingly:

• Immediate priority

• Next priority

• By GDPR Day 1

• Ongoing
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“What if we are found not to be 

in compliance?”
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Key Questions for ID systems and operators –
consequences of non-compliance
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Fines & Enforcement

The GDPR implements significant fines for non-compliance 

You could be looking at handing over up to: 

 20 million EUR or 4% total worldwide annual turnover 

 10 million EUR or 2% total worldwide annual turnover
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“Can’t somebody in IT/Compliance 

just  deal with this?
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Key Documents
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 GDPR Project Timetable

 Long form/short form questionnaire

 Data Mapping Table

 Lawfulness of processing advice

 Privacy Notice

 Data Protection Policy

 Data Security Breach Notification 

Policy

 Third party contracts

 Scheme forms
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Speaker today
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CMS Legal Services EEIG (CMS EEIG) is a European Economic Interest Grouping that coordinates an organisation of 

independent law firms. CMS EEIG provides no client services. Such services are solely provided by CMS EEIG’s member 

firms in their respective jurisdictions. CMS EEIG and each of its member firms are separate and legally distinct entities,

and no such entity has any authority to bind any other. CMS EEIG and each member firm are liable only for their own acts 

or omissions and not those of each other. The brand name “CMS” and the term “firm” are used to refer to some or all 

of the member firms or their offices.

CMS locations:

Your free online legal information service.

A subscription service for legal articles 

on a variety of topics delivered by email.

www.cms-lawnow.com

Your expert legal publications online.

In-depth international legal research 

and insights that can be personalised. 

eguides.cmslegal.com

Aberdeen, Algiers, Amsterdam, Antwerp, Barcelona, Beijing, Belgrade, Bogotá, Berlin, Bratislava, Bristol, Brussels, Bucharest, 

Budapest, Casablanca, Cologne, Dubai, Dusseldorf, Edinburgh, Frankfurt, Geneva, Glasgow, Hamburg, Hong Kong, Istanbul, 

Kyiv, Leipzig, Lima, Lisbon, Ljubljana, London, Luxembourg, Lyon, Madrid, Manchester, Medellín, Mexico City, Milan, Moscow, 

Munich, Muscat, Paris, Podgorica, Poznań, Prague, Rio de Janeiro, Reading, Rome, Santiago de Chile, Sarajevo, Seville, 

Shanghai, Sheffield, Singapore, Sofia, Strasbourg, Stuttgart, Tehran, Utrecht, Vienna, Warsaw, Zagreb and Zurich.

This presentation is intended to highlight potential issues and provide general information and not to provide legal advice. 

You should not take, or refrain from taking, action based on its content. If you have any questions, please contact your main

contact partner at the relevant CMS member firm.

cms.law 


