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 Section 5 
prohibits: 

 “Unfair methods of 
competition” 

 

 

 “Unfair or 
deceptive acts or 
practices” 

 Deceptive practices   

 Material representation or 
omission that is… 

 likely to mislead consumers… 

 who are acting reasonably under 
the circumstances 

 

 Unfair practices 

 substantial injury that is… 

 not reasonably avoidable and… 

 not outweighed by benefits 

The FTC enforces the FTC Act, which prohibits 

UNFAIR and DECEPTIVE practices  



 The FTC has used its authority under the FTC Act 
to require companies to:  
 
 Maintain “reasonable procedures” to protect 

sensitive consumer information 
 
 Honor any promises they make regarding the privacy 

or security of their information. 
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Basic Principles 
 

Assessment of Data Practices & 

Vulnerabilities, including Third Parties 

Limitation on Collection/Retention 

Physical/Technical/Administrative Protection 

Proper Disposal Policies/Practices 

Plan for Security Breaches  
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Basic Principles 
The FTC has brought about 55 data security enforcement actions 

 

Assessment of Data Practices & 

Vulnerabilities, including Third Parties 

Limitation on Collection/Retention 

Physical/Technical/Administrative Protection 

Proper Disposal Policies/Practices 

Plan for Security Breaches  
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Reasonableness 
The FTC does not expect “perfect security” 

 

Reasonable and appropriate security is a 

continuous process of assessing and 

addressing risks 

 

There is no one-size-fits-all data security 

program 
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Reasonableness 
 A company’s data security measures must be 

reasonable and appropriate in light of: 
 the sensitivity and volume of consumer 

information it holds 
 the size and complexity of its business 
 the cost of available tools to improve security and 

reduce vulnerabilities 
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Reasonableness 
 

The mere fact that a breach occurred does 

not mean that a company has violated the 

laws. 

 

Conversely, the lack of a breach is not 

conclusive proof that a company’s practices 

are adequate. 
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 The FTC has brought enforcement actions addressing a wide 
range of privacy issues, including spam, social networking, 
behavioral advertising, pretexting, spyware, peer-to-peer file 
sharing, and mobile.  

 
 These matters include over 130 spam and spyware cases and 

more than 40 general privacy lawsuits. 
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Recent Cases: 
 Goldenshore Technologies 
 Aaron’s, Inc. 
 Snapchat 
 Path 
 Epic Marketplace 
 Nomi Retail Tracking 
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CHILDREN’S PRIVACY (COPPA) 
 COPPA requires websites/apps directed at children to obtain 

parental consent before collecting personal information 
from children under age 13.  

 Updated in July 2013 to address the rise of social networking, 
smartphones, and geolocation data. 

 Recent Settlement:  Path (social networking) 

 Yelp 

 TinyCo 
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CREDIT REPORTING AND FINANCIAL PRIVACY  
Enforcement of the Fair Credit Reporting Act (FCRA) and 
Gramm-Leach-Billey (“GLB”) Act has resulted in liable 
companies paying over $30 million in civil penalties. 
Recent Cases: 
 InfoTrack 
 Instant Checkmate 
 TimeWarner Cable 
 Warning Letter issued to  
         Data BrokersCertegy 
 Filiquarian 
 TeleCheck Services 
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WHY DOES THE FTC CONSIDER GEOLOCATION 
DATA TO BE “SENSITIVE”? 

 It can reveal consumer’s movements in real time  
 It can provide detailed comprehensive record of 

consumer’s movements over time 
 It can reveal other personally identifiable info 
 Unauthorized access or inappropriate use can result 

in harm to consumers (stalking/domestic violence, 
hackers using personal information to facilitate 
social engineering) 
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FTC TESTIMONY ON PROPOSED LOCATION PRIVACY 
PROTECTION ACT OF 2014 

 Supports goals of improving transparency of geolocation services and 
providing consumers with greater control over the collection of 
geolocation information. 

 Supports particular aspects, such as: 

 Definition of geolocation information = “sufficient to identify the 
street name and name of the city or town” in which a device is located 
(consistent with COPPA). 

 The requirement that entities collecting consumer geo disclose such 
collection. 

 The requirement that companies get affirmative express consent 
from consumers before a covered entity may collect or disclose 
geolocation information 
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U.S. – E.U. SAFE HARBOR 
 Voluntary Framework enabling businesses to transfer personal data from the 

E.U. to the U.S. in a manner consistent with European adequacy standards of 
privacy. 

 Notice  

 Choice 

 Onward Transfer 

 Security  

 Access 

 Data Integrity 

 Enforcement 

The FTC has used Section 5 to bring 26 Safe Harbor cases, including against 
Google and Facebook. Also, against TRUSTe for misrepresentations regarding 
certifications. 
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RULEMAKING 

 Health Breach Notification Rule 
 Telemarketing Sales Rule (TSR, robocalls, Do 

Not Call) 
 Controlling the Assault of Non-Solicited 

Pornographic and Marketing (CAN-SPAM) 
Rule 

 Fair and Accurate Credit Transactions Act of 
2003 (FACTA) Rules 

 Red Flags Rule 
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REPORTS & SURVEYS 
 

 Internet of Things (January 2015)  

 Data Brokers : A Call for Transparency (May 2014) 

 Privacy Report (March 2012) 

  Mobile Privacy Disclosures: Building Trust Through 
Transparency (February 2013) 

  Paper, Plastic…or Mobile?: An FTC Workshop on Mobile 
Payments (March 2013) 

  Mobile Apps for Kids: Current Privacy Disclosures are 
Disappointing (February 2012) 

 Disclosures Still Not Making the Grade (December 2012) 
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WORKSHOPS 
 Spring Privacy Series (February - May 2014)  

  Internet of Things – Privacy and Security in a Connected World 
(November 2013) 

  Mobile Security: Potential Threats and Solutions Forum (June 2013) 

  Senior Identity Theft: A Problem in this Day and Age (May 2014)  

 Start with Security Series (September 2015 - 
ongoing) 

 Data Security  - Start-ups and Developers (September 2015)     

 Cross Device Tracking (November 2015)     

 PrivacyCon (January 2016) 
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https://www.ftc.gov/news-events/events-calendar/2013/06/mobile-security-potential-threats-solutions
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WORKSHOPS/CONFERENCES 
 Spring Privacy Series (February - May 2014)  

  Mobile Device Tracking (February 19 2014) 

 Alternative Scoring Products (March 2014) 

 Consumer Generated and Controlled Health Data (May 2014)  

 Start with Security Series (September 2015 - 
ongoing) 

 Data Security  - Start-ups and Developers (September 2015)     

 Cross-Device Tracking (November 2015)     

 PrivacyCon (January 2016) 
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CONSUMER EDUCATION AND BUSINESS GUIDANCE  

 Educating consumers and businesses about the    
ongoing threats to privacy and information security 
is critical to the FTC’s mission. 

 OnGuardOnline.gov  

 Start with Security Blogpost 
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NET CETERA 
Chatting with Kids About 
Being Online 

http://www.consumer.ftc.gov/
http://www.onguardonline.gov/
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 Section 5 
prohibits: 

 “Unfair methods of 
competition” 

 

 

 “Unfair or 
deceptive acts or 
practices” 

 Deceptive practices   

 Material representation or 
omission that is… 

 likely to mislead consumers… 

 who are acting reasonably under 
the circumstances 

 

 Unfair practices 

 substantial injury that is… 

 not reasonably avoidable and… 

 not outweighed by benefits 

The FTC enforces the FTC Act, which prohibits 

UNFAIR and DECEPTIVE practices  



 Whether you advertise on smartphones or social 
media, on Twitter or through an app, the details of 
the deal must be up front - 

  Disclosures may be required to prevent an ad 
from being deceptive or unfair. 

 Required disclosures must be presented “clearly 
and conspicuously.” 
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 When practical, advertisers should incorporate relevant limitations and 
qualifying information into the underlying claim, rather than having a 
separate disclosure qualifying the claim. 

 Proximity increases the likelihood that consumers will see the disclosure 
and relate it to the relevant claim or product. To make conspicuous 
disclosures, advertisers should place disclosures as close as possible to 
the triggering claims. 

 Disclosures that are integral to a claim should be on the same page and 
immediately next to the claim – especially certain cost, health, and safety 
disclosures.  Hyperlinks should not be used to communicate such 
information. 
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.com Disclosures: Key Considerations  



 When using a hyperlink to lead to a disclosure, advertisers should label 
the hyperlink appropriately to convey the importance, nature, and 
relevance of the information to which it leads. 

 Advertisers should take account of the various devices and platforms 
consumers may use to view advertising and any corresponding 
disclosure. If an ad is viewable on a particular device or platform, any 
necessary disclosures should be sufficient to prevent the ad from being 
misleading when viewed on that device or platform. If a particular device 
or platform does not permit a necessary disclosure to be made 
effectively, that device or platform should not be used to disseminate 
that ad. 
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.com Disclosures: Key Considerations  
   (continuted)  



The Commission found that 
experts in the relevant fields 
would require RCTs (i.e., 
properly randomized and 
controlled human clinical trials) 
to establish a causal relationship 
between a food and the 
treatment, prevention, or 
reduction of risk of the serious 
diseases at issue in the case. 
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POM Wonderful – Substantiation 



FTC Endorsement Guides (April 2013) 
https://www.ftc.gov/tips-advice/business-center/guidance/ftcs-endorsement-guides-what-

people-are-asking 

If there’s a connection between an endorser and the marketer 
that consumers would not expect and it would affect how 
consumers evaluate the endorsement, the guides state that the 
connection should be disclosed.  
Applies to advertising in social media  
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Fake News Website Cases 



December 5, 2013 Workshop on Native 
Advertising/Sponsored Content 
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FTC Staff Guidance to Search Engines 

 2002: Original  Search Engine Guidance  to 

make clear advertisers distinguished between 

paid and unpaid listings 

 June 2013:  24 letters sent to general search 

engine companies  (e.g., AOL, Ask, Bing, 

Blekko, Duck Duck Go, Google, Yahoo) and  

17 of the most heavily trafficked shopping, 

travel and local search engines) on 

distinguishing paid search results and other 

forms of advertising from natural search 

results so as to not mislead consumers. 

 Discussed how visual cues, labels, or other 

techniques should effectively distinguish paid 

results from natural search. 
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Drip Pricing & Charges Undisclosed Online 

http://www.ftc.gov/os/2013/0
6/130625searchenginegenerall
etter.pdf 

 Warning letters to 22 

online hotel operators 

about inadequately 

disclosed mandatory fees 

hotels charge.    

 The quoted total price 

should include any 

unavoidable and 

mandatory fees, such as 

resort fees, that 

consumers will be 

charged to stay at the 

hotel. 

http://www.ftc.gov/os/2013/06/130625searchenginegeneralletter.pdf
http://www.ftc.gov/os/2013/06/130625searchenginegeneralletter.pdf
http://www.ftc.gov/os/2013/06/130625searchenginegeneralletter.pdf


 Mobile Example: Pinch & Zoom 
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 Mobile Enforcement Actions 



 Mobile Example: Pinch & Zoom  
   (continued) 
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http://www.onguardonline.gov/ 

 

http://www.onguardonline.gov/
http://www.onguardonline.gov/
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BACKGROUND 
https://www.ftc.gov/news-events/press-releases/2014/01/provider-medical-
transcript-services-settles-ftc-charges-it 

Transcription services for individuals and 

businesses in a variety of professions and 

industries 

Business conducted almost entirely online:  
customers upload audio files 
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THIRD PARTY PROVIDERS 
Independent service providers 

transcribe audio files 

Medical audio file transcriptions 

assigned to FedTrans in India 

Files then assigned to independent 

typists 
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FTC COMPLAINT ALLEGATIONS 

 DECEPTION:   

 GMR represented that it maintained 

reasonable practices to protect against 
unauthorized access, but it did not. 

 GMR represented that it took 

reasonable measuress to oversee service 

providers complied with security & privacy 

requirements, but it did not. 
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FTC COMPLAINT ALLEGATIONS 

 UNFAIR ACT OR PRACTICE:   
(1) Failure to employ reasonable and appropriate 
measures to prevent unauthorized access 

(2) Failure caused, or was likely to cause, 
substantial injury  

(3) Injury not outweighed by benefits to 
consumers 

 (4) Injury not reasonably avoidable by consumers 
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SECURITY FAILURES 
Failure to request or review relevant 
information about security practices: 

 A written information security program 

 Audits/assessments of its computer network. 

Inadequate verification of provider’s 

security measures  

Failure to monitor and periodically 

assess effectiveness of provider’s practices  
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SECURITY FAILURES 
Failure to ensure by contract that provider 

adopt and implement appropriate security 

measures, such as:  

 Secure storage/transmission (e.g., through 

encryption) 

 Authentication of contractors (e.g., through 

unique user credentials) 
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CONSIDERATIONS 
 

No breach, but substantial potential 

for injury  

Availability of low-cost security 

measures  

No way for consumers to discover 
security vulnerabilities 
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PROPOSED CONSENT ORDER 
Comprehensive data security program: 

 Designate accountable coordinator 

 Identify internal/external security risks 

 Design/Implement safeguards 

 Select/retain capable providers 

 Contractual arrangement w/ providers 

 Evaluate/Test/Monitor/Adjust 

 Independent Audits for 20 years 
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FTC v. WYNDHAM WORLDWIDE CORPORATION 

 
Background 
 Hospitality company that franchises and manages 

hotels through three subsidiaries 

 Wyndham has licensed its brand name to 
approximately 90 independently owned hotels 

 Each hotel has a property management system that 
processes personal consumer information  
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SECURITY FAILURES 
1. Allowed Wyndham-branded hotels to store 

payment card information in clear readable text. 
2. Used easily guessable passwords to access 

property management systems  
3. Failed to use readily available security measures 

such as firewalls to limit access between the 
hotels’ property management systems and 
corporate network 

4. Failed to remedy known security vulnerabilities 
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SECURITY FAILURES 
5. Failed to adequately inventory computers in order 
to properly manage the devices on its network 
6. Failed to employ reasonable measures to detect 
and prevent unauthorized access to network or to 
conduct security investigations 
7. Failed to follow proper incident response 
procedures, including failing to monitor computer 
network for malware used in a previous intrusion 
8. Failed to adequately restrict third-party vendors' 
access to network 
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THREE BREACHES 2008-2009 
1. April 2008 – Hackers used the brute-force method to steal 

unencrypted information from over 500,000 accounts  
2. March 2009 – Hackers gained access to nearly 40 property 

management servers on the network. 
3. Late 2009 – Failure to properly implement firewalls allowed 

hackers to break in a third time and steal about 69,000 card 
numbers 
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FTC COMPLAINT ALLEGATIONS 
 
DECEPTION 
 Wyndham privacy statement led consumers to believe their 

personal information was safeguarded from unauthorized 
access 
 “We safeguard our Customers’ personally identifiable information by 
 using industry standard practices. Although ‘guaranteed security’ 
 does not exist either on or off the Internet, we make commercially 
 reasonable efforts to make our collection of such Information 
 consistent with all applicable laws and regulations.” 

 -Wyndham privacy statement 
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FTC COMPLAINT ALLEGATIONS 
Unfairness 
 Wyndham’s actions caused substantial injury 

to 619,000 consumers whose information 
was stolen 

▪ Injury not reasonably avoidable by consumers who 
believed their personal information was safely stored 
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3rd Circuit Court of Appeals Decision (August 2015) 
 Affirmed district court’s denial of Wyndham’s motion to 

dismiss 
 “Today’s Third Circuit Court of Appeals decision reaffirms the FTC’s 

authority to hold companies accountable for failing to safeguard 
consumer data. It is not only appropriate, but critical, that the FTC has 
the ability to take action on behalf of consumers when companies fail 
to take reasonable steps to secure sensitive consumer information.”  

–Edith Ramirez 
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 ENFORCEMENT COOPERATION 

 Global Privacy Enforcement Network 
(GPEN) 

 APEC Cross-border Privacy Enforcement 
Arrangement (CPEA) 

 International Consumer Protection and 
Enforcement Network (ICPEN) 

 London Action Plan (LAP) 
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GLOBAL PRIVACY POLICY COOPERATION  
 FTC advocates for policies that ensure 

consumer data transferred outside of the U.S. 
and across national borders is adequately 
protected. 
 Organization for Economic Cooperation and 

Development issued revised Guidelines governing the 
Protection of Privacy and Trans-border Flows of Personal 
Data (July 2013) 

54 

http://www.google.com/imgres?hl=en&biw=1143&bih=650&tbm=isch&tbnid=v1bQVBM8RPU5yM:&imgrefurl=http://communities.intel.com/community/openportit/blog/2011/03/07/closing-the-door-on-former-employees-access&docid=3N3F31P0tEP_tM&imgurl=http://communities.intel.com/servlet/JiveServlet/showImage/38-14105-28975/Employees.jpg&w=505&h=344&ei=4K4mUau0KcfO0QGa3YGwCw&zoom=1&iact=rc&dur=500&sig=115006967759811042061&page=1&tbnh=123&tbnw=181&start=0&ndsp=24&ved=1t:429,i:85&tx=84&ty=55


 More information available at: 
  www.ftc.gov 
 
Contact: 
 Deon Woods Bell 
 dwoodsbell@ftc.gov 
 202-326-3307 
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