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Note

Within the UNCTAD Division on Technology and Logistics, the ICT Policy Section carries out
policy-oriented analytical work on the development implications of information and communications
technologies (ICTs) and e-commerce. It is responsible for the preparation of the Digital Economy Report,
previously known as the Information Economy Report. The ICT Policy Section promotes international
dialogue on issues related to ICTs for development, and contributes to building developing countries’
capacities to measure e-commerce and the digital economy and to design and implement relevant
policies and legal frameworks. The Section also manages the eTrade for all initiative.

In this Report, the terms country/economy refer, as appropriate, to territories or areas. The designations
of country groups are intended solely for statistical or analytical convenience, and do not necessarily
express a judgement about the stage of development reached by a particular country or area in the
development process. Unless otherwise indicated, the major country groupings used in this Report
follow the classification of the United Nations Statistical Office. These are:

Developed countries: the member countries of the Organisation for Economic Co-operation and
Development (OECD) (other than Chile, Mexico, the Republic of Korea and Turkey), plus the European
Union member countries that are not OECD members (Bulgaria, Croatia, Cyprus, Lithuania, Malta and
Romania), plus Andorra, Liechtenstein, Monaco and San Marino. Countries with economies in transition
refers to those in South-East Europe and the Commonwealth of Independent States. Developing
economies in general are all the economies that are not specified above. For statistical purposes,
the data for China do not include those for Hong Kong Special Administrative Region of China (Hong
Kong, China), Macao Special Administrative Region of China (Macao, China) or Taiwan Province of
China. An excel file with the main country groupings used can be downloaded from UNCTADstat at:
http://unctadstat.unctad.org/EN/Classifications.html.

References to Latin America include the Caribbean countries, unless otherwise indicated.
References to sub-Saharan Africa include South Africa, unless otherwise indicated.

References to the United States are to the United States of America, and to the United Kingdom are to
the United Kingdom of Great Britain and Northern Ireland.

The term “dollars” ($) refers to United States dollars, unless otherwise indicated.
The term “pbillion” signifies 1,000 million.

The following symbols may have been used in the tables:

Two dots (..) indicate that data are not available or are not separately reported.

Rows in tables have been omitted in those cases where no data are available for any of the elements
in the row.

A dash (-) indicates that the item is equal to zero or its value is negligible.
A blank in a table indicates that the item is not applicable, unless otherwise indicated.
A slash (/) between dates representing years, e.g. 1994/95, indicates a financial year.

Use of an en dash (-) between dates representing years, e.g. 1994-1995, signifies the full period
involved, including the beginning and end years.

Annual rates of growth or change, unless otherwise stated, refer to annual compound rates.

Details and percentages in tables do not necessarily add up to the totals because of rounding.


http://unctadstat.unctad.org/EN/Classifications.html
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Preface

The COVID-19 pandemic has accelerated the process of digital transformation and added urgency for
Governments to respond. A key challenge is how to govern and harness the surge in digital data for the
global good. It has been estimated that global Internet traffic in 2022 will exceed all the Internet traffic
up to 2016.

Data have become a key strategic asset for the creation of both private and social value. How these data
are handled will greatly affect our ability to achieve the Sustainable Development Goals. Determining
what is the best way forward will be difficult but necessary. Data are multidimensional, and their use
has implications not just for trade and economic development but also for human rights, peace and
security. Responses are also needed to mitigate the risk of abuse and misuse of data by States, non-
State actors or the private sector.

Against this background, | welcome the Digital Economy Report of the United Nations Conference
on Trade and Development, which examines the implications of growing cross-border data flows,
especially for developing countries. It proposes to reframe and broaden the international policy debate
with a view to building multilateral consensus.

It is more important than ever to embark on a new path for digital and data governance. The current
fragmented data landscape risks us failing to capture value that could accrue from digital technologies
and it may create more space for substantial harms related to privacy breaches, cyberattacks and other
risks.

The Report calls for innovative approaches to governing data and data flows to ensure more equitable
distribution of the gains from data flows while addressing risks and concerns. A holistic global policy
approach has to reflect the multiple and interlinked dimensions of data and balance different interests
and needs in a way that supports inclusive and sustainable development with the full involvement of
countries trailing behind in digital readiness.

The United Nations offers a natural platform to advance this agenda with the involvement of all relevant
stakeholders. This Report offers valuable insights and analyses, and | commend it to a wide global
audience as we strive to close the digital divide and ensure that no one is left behind in the fast-evolving,
data-driven digital economy.

Anténio Guterres

Secretary-General
United Nations



DIGITAL ECONOMY REPORT 2021
Cross-border data flows and development: For whom the data flow

Foreword

Rapid digitalization is affecting all aspects of life — including the way we interact, work, shop and receive
services — as well as how value is created and exchanged. In this process, data and cross-border data
flows are becoming increasingly crucial to development.

Reflecting the wide differences in the readiness to harness data that exist between and within countries,
the conventional, connectivity-related digital divide is being compounded by what can be called a
data-related divide. Countries with limited capacities to turn data into digital intelligence and business
opportunities, and use them for economic and social development, are at a clear disadvantage.

This Digital Economy Report 2021 points to the complexities involved in governing data and data flows
across borders in ways that can bring sustainable development benefits. It also stresses that the state
of the international debate on how to regulate cross-border data flows is at an impasse, and positions
tend to be polarized. The current regulatory landscape is patchy, reflecting starkly different approaches
adopted by different countries, with strong influences from the major economic powers.

An international framework is urgently needed to address this situation. While the Report does not
provide “the solution”, its comprehensive, evidence-based analysis seeks to reframe and broaden the
international policy debate. The increased interconnection and interdependence challenges in the global
data economy call for moving away from the silo approach towards a more holistic, coordinated global
approach. This may require new and innovative ways of global governance, as the old ways may not
be well suited to respond to the new context. It may also necessitate the creation of a new international
body that focuses on data-related governance, with the full involvement of developing countries and all
stakeholders.

The Report reflects the commitment of UNCTAD to informing member States on how to engage in and
benefit more from data and the digital economy. It will also feed into the much-needed global dialogue
on how to set the rules of the game for a more inclusive outcome from digitalization. It is my hope that
a holistic approach to global data governance will ultimately lead to enhanced sustainable development
gains and economic benefits from the digital economy for people and businesses in countries at all
levels of development.

Isabelle Durant
Acting Secretary-General
United Nations Conference on Trade and Development
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Overview

The Digital Economy Report 2021 takes a deep dive into the development and policy implications of
cross-border flows of digital data. Such data are core to all fast-evolving digital technologies, such as
data analytics, artificial intelligence (Al), blockchain, Internet of Things (I0T), cloud computing and other
Internet-based services. The topic is timely, as the expansion of data flows matters for the achievement
of virtually all the Sustainable Development Goals, and countries around the world are struggling to
determine how to deal with them from a policy perspective. The ultimate approach chosen at national
and international levels will affect not only trade, innovation and economic progress, but also a range of
issues related to the distribution of gains from digitalization, human rights, law enforcement and national
security.

The present Report seeks to contribute to an enhanced understanding of these complex and interrelated
factors, by providing a fresh and holistic view of this particular kind of international economic flow. Its
analysis is based on a review of studies dealing with cross-border data flows from various perspectives,
an overview of global developments and inequalities in the data-driven digital economy, and a discussion
on the fundamental nature of data. The Report also looks at existing governance approaches at national,
regional and multilateral levels, with a bearing on data flows. It concludes by calling for a more balanced
approach to global data governance that could help ensure that data can flow across borders as freely
as necessary and possible, while achieving an equitable distribution of benefits, within and across
countries; and addressing risks related to human rights and national security.

Measuring data traffic is difficult, but no matter which approach is used, the trend is steeply upwards.
One forecast suggests that global Internet Protocol (IP) traffic in 2022 — domestic and international — will
exceed all Internet traffic up to 2016. The COVID-19 pandemic had a dramatic impact on Internet traffic,
as most activities increasingly took place online. Against this backdrop, global Internet bandwidth rose
by 35 per cent in 2020, the largest one-year increase since 2013. It has been estimated that about 80
per cent of all Internet traffic relates to videos, social networking and gaming. Monthly global data traffic
is expected to surge from 230 exabytes in 2020 to 780 exabytes by 2026.

Measuring cross-border data flows is even more challenging. In terms of volume, the most commonly
used measure is that of total used capacity of international Internet bandwidth. This refers to the amount
of data flowing in terms of bytes, but does not show the direction of the flows, nor anything about the
nature and quality of the data. Available information also suggests that international bandwidth use
accelerated during the pandemic, and that such traffic is geographically concentrated in two main
routes: between North America and Europe, and between North America and Asia.

When assessing the development implications of data and cross-border data flows, some key digital
divides and imbalances need to be considered. Only 20 per cent of people in least developed countries
(LDCs) use the Internet; when they do, it is typically at relatively low download speeds and with a
relatively high price tag attached. Moreover, the nature of use differs. For example, while up to 8 in 10
Internet users shop online in several developed countries, that figure is less than 1 in 10 in many LDCs.
Further, within countries, there are significant divides between rural and urban areas, as well as between
men and women. The largest gender divides are observed among LDCs and in the African region.

In terms of capacity to engage in and benefit from the data-driven digital economy, two countries stand
out: the United States and China. Together, they account for half the world’s hyperscale data centres,
the highest rates of 5G adoption in the world, 94 per cent of all funding of Al start-ups in the past five
years, 70 per cent of the world’s top Al researchers, and almost 90 per cent of the market capitalization
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of the world’s largest digital platforms. The largest such platforms — Apple, Microsoft, Amazon, Alphabet
(Google), Facebook, Tencent and Alibaba — are increasingly investing in all parts of the global data
value chain: data collection through the user-facing platform services; data transmissions through
submarine cables and satellites; data storage (data centres); and data analysis, processing and use, for
instance through Al. These companies have a competitive data advantage resulting from their platform
component, but they are no longer just digital platforms. They have become global digital corporations
with planetary reach; huge financial, market and technology power; and control over large swathes
of data about their users. And they have seen their size, profits, market value and dominant positions
strengthened during the pandemic, as digitalization has accelerated. For example, while the New York
Stock Exchange Composite Index between October 2019 and January 2021 increased by 17 per cent,
the stock prices of the top platforms rose by between 55 per cent (Facebook) and 144 per cent (Apple).

The traditional digital divide between developed and developing countries — understood in terms of
Internet connectivity, access and use — remains high, and it is a recurrent challenge for development.
Moreover, as the role of data as an economic resource, as well as that of cross-border data flows,
has become more relevant, new dimensions of the digital divide have emerged, in connection with the
“data value chain”. This concept is key for the estimation of the value of data. Value emerges in the
process of transformation of raw data — from data collection, through analysis and processing into digital
intelligence — that can be monetized for commercial purposes or used for social objectives. Individual
data are of no value unless they are aggregated and processed. And vice versa, there cannot be digital
intelligence without the raw data. For value creation and capture, both raw data and capacities to
process them into digital intelligence are needed. Adding value to data is what contributes to moving
up in the development process.

As the data-driven digital economy has evolved, a data-related divide has compounded the digital
divide. In this new configuration, developing countries may find themselves in subordinate positions,
with data and their associated value capture being concentrated in a few global digital corporations and
other multinational enterprises that control the data. They risk becoming mere providers of raw data to
global digital platforms, while having to pay for the digital intelligence obtained from their data.

Despite the importance of data in the evolving digital economy, there is no universally agreed
understanding of the concept of data, which may lead to confusion and increase complexity in analyses
and policy debates. Data are a special resource, with specific characteristics that make them different
from goods and services. They are intangible and non-rival, which means that many people can use the
same data simultaneously, or over time, without depleting them. At the same time, access to data can
be limited by technical or legal means, resulting in varying degrees of excludability. For example, data
collected by major global platforms are not readily available for others to use, giving the platform owners
a monopolistic position to benefit from the data. Moreover, aggregated value may often be greater than
the sum of individual values, especially if combined with other, complementary data. There can also be
considerable “option” value of raw data collected, as they might become valuable if new issues that did
not exist can be addressed on the basis of those data. The more detailed and granular the data, the
more purposes they can be put to when filtered, aggregated and combined in different ways to provide
different insights.

Moreover, data are of a multidimensional nature. From an economic perspective, they can provide
not only private value for those who collect and control the data, but also social value for the whole
economy. And the latter cannot be ensured by markets alone. Furthermore, the distribution of private
income gains from data is highly unequal. As a result, there is a need for policymaking to support
efficiency and equity objectives. However, there are also non-economic dimensions to consider, as data
are closely related to privacy and other human rights, and national security issues, all of which need to
be addressed.
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Understanding data and their flows requires looking at them from different angles. First, there has
always been data and information associated with commercial transactions — such as biling data,
banking data, names and delivery addresses — which are mainly volunteered and rarely create policy-
related issues, as long as new digital economy players work by the same rules as the conventional
economy. Second, raw data gathered from individual activities, products, events and behaviours have
no value in themselves, but can generate value once aggregated, processed and monetized, or used
for social purposes. Third, the processing of raw data into digital intelligence — in the form of statistics,
databases, insights, information, etc. — results in “data products”, which may be considered as services
in trade statistics when sold across borders.

There are also different taxonomies that classify types of data according to various criteria. Important
distinctions are related to whether data are collected for commercial or governmental purposes; are
used by companies or the public sector; are instant or historic; are sensitive or non-sensitive; or are
personal or non-personal. The categorization of data is important, as this may have implications for the
kind of access that would need to be given to each type, both at national and international levels, as
well as for how to handle the data and their flows across borders from a policy perspective.

The particular characteristics of data suggest that they need to be treated differently from conventional
goods and services, including in their international transfers. In the new context of the data-driven digital
economy, concepts such as ownership and sovereignty are being challenged. Rather than trying to
determine who “owns” the data, what matters is who has the right to access, control and use the data.

There are significant difficulties in reconciling the notion of national sovereignty traditionally associated
with country territories and the borderless nature, globality and openness of the digital space in which
data flow. Digital sovereignty is often associated with the need to store data within national borders, but
the link between the geographic storage of data and development is not evident. Assigning territoriality
to cross-border data flows is also a challenge. Data can be better understood as shared, rather than
as traded or exchanged.

International trade governance is informed by statistics that rely on the types, values and locations of
trade (including source and destination). Such approaches are challenging, if not impossible, when
tracking cross-border data flows, for which no official statistics exist. Well-established approaches
applied to international trade across different territories (for example, rules of origin) cannot be easily
applied to data, given their nature. The flows of raw data that are not linked to a specific exchange
of a good or service are not included in the concept of “digital trade”, according to the Handbook on
Measuring Digital Trade developed by several international organizations.

Beyond the technical challenges in identifying cross-border data flows, there are also political and
cultural challenges. For many of the categorizations of data that can be outlined, globally agreed
definitions are lacking. This sometimes makes it difficult to determine how data flows are to be dealt
with. For example, varying definitions can lead to large differences in the volume of data flows that
are categorized as personal data. Although data are strongly linked to trade, and they can provide
strong competitive advantages to those capable of benefiting from them, cross-border data flows in
themselves are neither e-commerce nor trade, and should not be regulated purely as such.

Command of data leads to information advantages, adding to the sources of potential market failure
in economies built on data, including economies of scale and scope, as well as network effects. The
information asymmetry inherent in the data economy seems irreducible, as there are no market solutions
to correct for it. Additional trade-offs linked to the ethics of data are similarly important, including
the relationship between creating value from data and data surveillance of populations, and the links
between data filtering and censorship. As a consequence, the governance of data and data flows is
crucial. However, while setting appropriate rules on cross-border data flows at the right point can help
to guarantee data rights, reduce structural challenges and support economic development, there is no
consensus on the policy approach to take.
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Among the major economic and geopolitical players in the digital economy, the approaches for governing
data flows — and the digital economy more broadly — vary considerably, and there is, with few exceptions,
little consensus at the regional and international levels. Worldwide, three main governance approaches
are of particular influence. Somewhat simplified, the approach of the United States focuses on control of
the data by the private sector. The Chinese model emphasizes control of data by the Government, while
the European Union favours control of data by individuals on the basis of fundamental rights and values.
The current context is one of tensions among these areas, particularly between the United States and
China. Moreover, global digital corporations are seeking to expand their own data ecosystems.

There is a race for leadership in technological developments, as the leader may gain an economic as
well as a strategic advantage, by controlling the data and related technologies, particularly with regard
to Al. In this context, there is a risk of fragmentation in the digital space and of the Internet. Overall, there
is a risk that a silo-oriented, data-driven digital economy will emerge, which goes against the original
spirit of the Internet as a free, decentralized and open network. This would be suboptimal in economic
terms, as more gains are likely to be obtained from interoperability.

Fragmentation in the data-driven digital economy would hamper techno-logical progress, reduce
competition and enable oligopolistic market structures to emerge in some areas, and lead to more
government influence in others. This might have significant negative impacts for most developing
countries. Fragmentation would reduce business opportunities, as the access of users and companies
to supply chains would become more complicated, and data flows across borders would be restricted.
There would also be more obstacles for collaboration across jurisdictions.

In spite of the risk of fragmentation, there are some signs of possible convergence among the main
data realms. For example, despite its free market focus, the United States has taken steps towards
restricting some foreign data-driven companies from entering its market, and banning related domestic
data outflows. Meanwhile, China is hinting towards some openness to data flows. The final outcome
is hard to predict, and depends on the will of policymakers worldwide to find a global solution that
benefits all.

There can be various legitimate public policy reasons for countries to regulate cross-border data
flows, such as the protection of privacy and other human rights, national security, as well as economic
development objectives. As long as there is no proper international system regulating these flows,
some countries may not see any other option than to restrict data flows in order to meet certain policy
objectives. However, data localization does not automatically result in domestic data value addition.
The link between the location of data storage and value creation is not obvious — there are costs as well
as benefits to consider. A review of national policies suggests that they tend to vary depending on the
technological, economic, social, political, institutional and cultural conditions in each country.

With data and cross-border data flows growing more prominent in the world economy, the need for
global governance is becoming more urgent. Unfortunately, diverging views and positions on their
regulation have resulted in an impasse on the current state of the international debate. Despite a
growing number of trade agreements addressing data flows, disagreements continue to exist among
the main players in the digital economy. Among members of the G20, there are contrasting views, not
only on substance (for example, regarding data localization measures), but also on process.

Meanwhile, extreme positions on cross-border data flows will not be helpful, as neither strict localization
nor fully free data flows are likely to satisfy the needs of countries to meet various development
objectives. Regulation in this area needs to be rethought to find the basis for a middle-ground solution.
New regulations will need to consider all dimensions of data, both economic and non-economic. They
need to go beyond trade, and address data flows in a holistic manner, taking into account possible
implications for human rights, national security, trade, competition, taxation and overall Internet
governance. This raises the question of what is the appropriate international forum in which to address
data-related policies for development.
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There is a strong rationale for a global data governance framework that complements other levels of
data governance. The main arguments and reasons can be summarized as follows:

e Global data governance would help enable global data-sharing, and develop public goods that
could help address major global development challenges, such as poverty, health, hunger and
climate change.

e Technical coordination across borders — ideally at the global level — is essential to avoid further
fragmentation of the Internet infrastructure and the digital space.

e Global data governance becomes more important in light of the implementation of 5G and IoT, as
well as the acceleration in digitization triggered by the COVID-19 pandemic. These trends broaden
the scope for vast data collection and monetization globally. Without a coherent underlying global
governance framework to create trust, this could lead to a backlash in terms of data-sharing. It
would also amplify already existing concerns over the lack of transparency in the data value chain,
and over the unequal distribution of benefits from data.

¢ The proliferation of national regulations on cross-border data flows creates uncertainty and elevates
compliance costs, which can be particularly pernicious for micro and small enterprises, especially
in developing countries. The interconnected nature and high degree of global interdependence in
the data-driven digital economy means that national policies in this area have spillovers on other
countries.

¢ In the absence of global governance of digital platforms, self-regulation has led to market
structures defined by platforms that predominantly benefit themselves, with various development
and policy implications. The increasingly global reach and influence of major platforms makes it
even more difficult for any single country to address related policy challenges.

® There is a need to develop a comprehensive and coherent assessment of the risks, vulnerabilities
and outcomes of the business models of the digital platforms, in particular social media platforms,
against a background of rising online harm at the global level.

e A global approach to data governance is needed to prevent long-standing inequalities against
developing countries from becoming amplified in the data-driven digital space. It is essential
to ensure that their local knowledge, needs and viewpoints become adequately represented in
global policy discussions.

e Given the interdependencies and the interconnected character of the global architecture of the
Internet, the future of cross-border data flows should not be determined only by a small number
of major countries.

Data-driven digitalization creates global opportunities as well as global challenges that require global solutions
to harness the positive and mitigate the negative impacts. Effective global governance of data is a prerequisite
for data to support the attainment of the economic, social and environmental objectives of the 2030 Agenda for
Sustainable Development, with people at the centre.

Efforts to develop a global approach to the governance of data and cross-border data flows should address
a number of key policy areas and priorities, including the following:

e Developing a common understanding about definitions of key data-related concepts;

Establishing terms of access to data;

Strengthening the measurement of the value of data and cross-border data flows;
e Dealing with data as a (global) public good;
e Exploring emerging forms of data governance;

e Agreeing on digital and data-related rights and principles;
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e Developing data-related standards; and

e Increasing international cooperation related to platform governance, including with regard to
competition policy and taxation in the digital economy.

Existing institutional frameworks at the international level are not fit for purpose to address the specific
characteristics and needs of global data governance. For it to be effective, a new global institutional
framework is most likely needed, with the appropriate mix of multilateral, multi-stakeholder and
multidisciplinary engagement.

So far, global governance of data and digital technologies has taken place along different tracks. First,
most issues related to Internet governance, as a communications network, have been dealt with in
various multi-stakeholder forums. A well-organized and globalized Internet community is deeply invested
in approaches to coordinate Internet resources and making the network of networks function efficiently.
These processes normally take place with peer-to-peer participation on an equal footing.

Second, and similarly, Convention 108 of the Council of Europe includes a forum where national
Governments, regulators, private sector stakeholders and civil society representatives can all receive
information and share insights on the promotion and improvement of the Convention.

Third, with the expansion of cross-border flows of data, Governments have sought to integrate their
governance within international trade rules. These processes involve the negotiation of a set of rules
between signatories, which may include dispute resolution mechanisms. In comparison with the
other two tracks mentioned above, trade agreements are characterized by limited transparency, as
negotiations tend to take place in closed processes, with little involvement of non-State stakeholders.

As an alternative to building upon existing organizations, growing calls have been made to develop a
coordinating institution focused on, and with the skills for, assessing and developing comprehensive
global digital and data governance. It would recognize that current global institutions were built for
a different world, that the new digital world is dominated by intangibles, and that new governance
structures are needed.

Achieving common ground and global solutions will not be easy. Indeed, in this age of populism, anti-
globalization and competing vested interests associated with the capture of rents from the use of
digital technologies and data, it may seem self-defeating to propose a new international body. Yet all
of these factors make it more essential than ever to embark on a new global path for digital and data
governance.

A reinforcement of the data realms or a splintering into multiple spheres would make a chaatic situation
even more confusing. It would substantially diminish the value that can accrue from these technologies
and the associated data, in addition to creating the space for substantial harms related to privacy,
cybersecurity and other risks.

For global debates on the governance of data and cross-border data flows to be fully inclusive, they
should ideally take place under the auspices of the United Nations, the most inclusive international
forum in terms of country representation. Currently, developing countries tend to be underrepresented
in global and regional initiatives, implying a risk of neglecting their needs, local knowledge and the
cultural context in the global policy discussions, which results in increasing inequality. There are already
various initiatives at the United Nations that are relevant to data governance, including by the United
Nations Commission on Science and Technology for Development; the Office of the United Nations
High Commissioner for Human Rights; the United Nations Commission on International Trade Law;
the United Nations Educational, Scientific and Cultural Organization; the Internet Governance Forum;
and the International Telecommunication Union. UNCTAD is also contributing through its three pillars
of work, through research, consensus-building activities and its technical cooperation work. For the
United Nations to be able to fulfil its role in this context, it will need to ensure effective links to other
ongoing processes and initiatives led by civil society, academia and the private sector.
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Any efforts towards harnessing data and cross-border data flows will require adequate attention to
the current divides that characterize the global digital economy. They can be seen not only between
countries, but also between stakeholders. For example, the lack of appropriate skill sets in government
directly results in insufficient representation of technical and analytical expertise in legislative and
regulatory framework development processes. This in turn limits the chances of Governments to
identify both the opportunities that could be afforded by digital technologies and the potential risks and
threats that could emerge, as well as ways to regulate them. This risks translating into increased public
dependency on the profit-driven private sector, with democratic values and individual human rights
significantly undermined. Less-developed countries also suffer from losing their top talent to developed
countries, and have smaller representation in setting up the global policy discussion — contributing
further to the growing global inequality.

Any international framework for governing cross-border data flows needs to complement and be
coherent with national policies for making the data-driven digital economy work for development. It will
need to be flexible, so that countries with different levels of readiness and capacities to benefit from
data have the necessary policy space when designing and implementing their development strategies
in the data-driven digital economy. At the same time, national policies or strategies for development in
this context are likely to fail if they do not keep the global perspective in mind.

While all countries will need to allocate more domestic resources to the development of their capacities
to create and capture the value of data domestically, financial, technical and other resources may in
many countries fall short of meeting those needs. This is especially true in LDCs. While the COVID-19
pandemic and its impact on government revenues have further reduced the availability of public funds,
they have also made Governments and other stakeholders more aware of the need to improve their
readiness to engage in and benefit from the evolving data-driven digital economy. This underscores the
need for international support.

In the context of cross-border data flows, international support may focus on a range of areas. First,
it can assist in terms of formulating relevant legal and regulatory frameworks. For example, less than
half of all LDCs have data protection and privacy legislation in place. Second, many countries need to
formulate national strategies for dealing with data and cross-border data flows in ways that can help
reap economic development gains, while at the same time respecting human rights and various security
concerns. Third, capacity-building activities may be needed to raise awareness of data-related issues
and their development implications. Finally, in order to achieve inclusive outcomes of regional and global
dialogues in this area, developing countries need to have a place at the table, as well as the means
required to participate effectively in relevant processes and meetings.
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Increasing digitalization of the economy and society is changing the ways people act and interact.
One of the distinguishing features of various digital transformations has been the exponential growth
in machine-readable information, or digital data, over the Internet (UNCTAD, 2019a). Such data
are core to all fast-emerging digital technologies, such as data analytics, artificial intelligence (Al),
blockchain, Internet of Things (IoT), cloud computing and all Internet-based services — and they have
become a fundamental economic resource. The COVID-19 pandemic has accelerated digitalization
processes, as more and more people have continued, to the extent possible, with their activities
through online channels — for example, for working, studying, communicating, selling and buying, or
entertainment (UNCTAD, 2021a).

Data and data flows, either domestic or international, can bring many benefits and contribute to
solving societal challenges, including those related to the Sustainable Development Goals. While
such gains should be harnessed, it is important to ensure that they are distributed in an equitable
manner, rather than being captured by a few, and that social value is created. The current process of
digitalization is associated with power imbalances and inequality, which need to be addressed. Data
are much more than an economic resource, as they are also linked to privacy and other aspects of
human rights, as well as national security. This points to the need for an integrated, holistic approach
to policymaking in relation to data.

The importance of data is recognized by The Age of Digital Interdependence — Report of the
UN Secretary-General’s High-level Panel on Digital Cooperation (United Nations, 2019). Its
recommendations resulted in the Secretary-General's Roadmap for Digital Cooperation (United
Nations, 2020a), in which the need to harness data for development is also emphasized. For the
United Nations system itself, the Secretary-General in 2020 presented the Data Strategy of the
Secretary-General for Action by Everyone, Everywhere with Insight, Impact and Integrity, 2020-22 for
the data-driven transformation. It notes that “Making better use of data — with approaches grounded
in United Nations values and human rights — is integral to our future and service” (United Nations,
2020b:3).

Indeed, while the focus of UNCTAD at its foundation was on trade and development, it has naturally
evolved towards a focus on interdependence and development, since trade and development cannot
be dissociated from interdependence aspects. Thus, UNCTAD has become the focal point in the
United Nations system for trade and development, and interrelated issues in the areas of finance,
technology, investment and sustainable development. This is also related to the evolving context of
interdependence among countries under globalization trends, as well as between national, regional
and international policymaking. The data-driven digital economy has introduced a new form of
interdependence, through cross-border data flows.

In the context of the data-driven digital economy, and most specifically in relation to cross-border
data flows, the sentence popularized by the Uruguayan writer Mario Benedetti applies particularly
well: “When we thought we had all the answers, all the questions suddenly changed.”" While many
principles and parameters of conventional economics can be easily transferred to the digital economy,
there are also many economic ideas that may not be of the same use and need to be adjusted in
the new digital space. Also, as new concepts and dynamics emerge, there is a need to substantially
rethink economics. It is therefore important to increase understanding of the role of cross-border data
flows as a new key resource in international economic relations and development. Different questions
that arise include:

® What are data?
® \What are cross-border data flows?
® \What are the implications of cross-border data flows for development?

" For the origins of this quote, see £l Pais, 11 January 2016, Queda inaugurada la nueva politica, and https://citas.in/
frases/1079317/history/.
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® What are the policy options with regard to cross-border data flows in order to maximize development
opportunities and address the challenges to minimize risks in an integrated and equitable manner?

The aim of this Report is to contribute to an enhanced understanding of these issues. Building on
previous UNCTAD research in this area,? it takes a deep dive into the issue of cross-border flows of
digital data and the ways in which developing countries may be affected by such flows. It aims to provide
a fresh and holistic view of the development implications of this new kind of international economic flow.

Issues related to the regulation of cross-border data flows are currently high up on the international
agenda, particularly in the context of trade negotiations. But as already mentioned, these flows are
relevant not only in the trade context, but also in relation to human rights, national security and law
enforcement. Views on cross-border data flows tend to diverge widely, and the current debate is quite
polarized. Some argue strongly for the facilitation of free data flows, while others stress in particular the
need for domestic localization of data storage to achieve various national objectives. The current state
of the debate on cross-border data flows can be described as being at an impasse.

This begs the question of how to find ways through which greater consensus can be achieved. In
order to reap the full benefits from the Internet and for the data-driven digital economy to work for
people and the planet, data need to be shared, including across borders. At the same time, there is
an urgent need to properly regulate data flows at the international level, within the broad context of
global data governance. Such regulations need to be flexible, accounting for the variety of conditions
and the highly different levels of digital readiness, as well as the development objectives, of countries.
As will be discussed in this Report, cross-border data flows, and the distribution of the benefits of such
flows, can be governed by regulations in a range of areas. Finding a balanced governance approach
is not going to be easy. The issues at hand are complex, there is a lack of common definitions, and
measuring the phenomenon is challenging. This Report aims to add value in this context by contributing
to strengthening the evidence base, improving understanding of the dynamics of cross-border data
flows, and considering possible ways forward.

This chapter sets the stage — starting by providing a definition of data, and highlighting some of their key
characteristics. Section C underlines the significant divides that still exist in terms of access to and use
of information and communications technologies (ICTs). This is followed by analyses of the situation with
regard to certain data-related variables that reflect new divides that are emerging in the evolving data-
driven digital economy. Section D presents the global evolution of Internet and data traffic, while section
E discusses issues related to estimations of the value of data and data markets. Difficulties in measuring
cross-border data flows are addressed in section F. The following sections look at the evolution of
data-related variables along the global data value chain: data collection (section G), data transmission
and storage (section H), and data processing and use (section I). Each of these stages can take place
in different countries, involving cross-border data flows. Section J explores non-economic data-related
aspects linked to human rights, and trust-related issues. Section K provides some conclusions, as well
as the road map for the rest of the Report.

Before looking at the evolution of the global situation in the data-driven digital economy, this section
addresses the lack of clarity on the definition of data, as well as some key characteristics that make them
different from goods and services. Essentially, in the digital economy, everything is data. Digitization of
any product or activity (which can be generally called “events”) implies converting or coding it into a
binary language of “zeros” and “ones”. Thus, everything on the Internet is numbers, and therefore data.
Every zero or one represents a bit of machine-readable information, which is the smallest piece of

2 The Digital Economy Report 2019 focused on value creation and capture in the digital economy, highlighting the central
role of data, and the implications for developing countries (UNCTAD, 2019a); and the Information Economy Report 2017
emphasized the need to look at the interactions between global Internet governance and the international trade regime
(UNCTAD, 2017). Moreover, a previous study on data flows focused on data protection issues (UNCTAD, 2016), and a
recent study discussed the Joint Statement Initiative on e-commerce, including on issues related to cross-border data
flows (UNCTAD, 2021b).
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information that is digitally readable. These can be seen as the “virtual” representation of “real” life. The
translation of real-life events into machine-readable codes of zeros and ones is made through software.

These coded events can then be transmitted through and stored in the hardware (e.g. submarine
cables and data centres). The Internet is a network of networks; from the moment that bits leave the
user devices and enter the network, data are flowing. Data flows refer to the transfer of these digitally
encoded events (in zeros and ones) between digital devices. These data flows are not commercial
transactions per se; they are just the way in which the machine-readable information is transmitted
through the network. The functioning of the Internet and the digital economy is fundamentally based on
how these data can flow within and between countries. Since the Internet is a global network, a large
proportion of these are cross-border data flows (see chapter Il on how data flow across borders).

What matters in general, and most particularly for regulation purposes, is what the zeros and ones
represent in real life, in terms of "human-readable” information, or what can be understood by the
human mind. Despite the importance of data in the evolving digital economy, there is no common
understanding of the concept of data, which may lead to confusion and increase complexity in the
analyses and policy debates. Indeed, most frequently in the literature and policy debates, the meaning
of data is taken for granted, something that is commonly understood by everybody. It appears to be
considered as a somehow homogeneous and homothetic entity — a monolith. But this is far from reality.
There is in fact a significant lack of clarity about what the term means.

While many metaphors have been used to explain the nature of data, most notably oil, data are not
like anything else, and these metaphors are not useful for policymaking purposes (De La Chapelle and
Porciuncula, 2021). In order to understand that data are of a different nature from goods and services,
as well as their value, it is important to acknowledge their specific characteristics, which are discussed
in box I.1. In this connection, while cross-border data flows can have economic implications, they are
a very different kind of international “economic” flow in comparison with other international economic
flows, such as trade in goods and services or international financial flows, and therefore need to be
approached from a different, broader perspective.

Data are small, unrelated pieces of “human-readable” information (data points), which may be numbers,
but may also reveal qualitative aspects. Putting data together and processing them results in information,
knowledge and wisdom that can be used to take more informed decisions. Data can be about people
(such as demographics, behaviours and relationships), organizations (such as their types, activities and
business relationships), the natural environment, the built environment or manufactured objects. Data can
be used to make decisions with economic impacts, environmental impacts or effects on health, education
or society in general (Coyle et al., 2020). Very often in the data-related analysis, and policy debates
in the digital economy, these different levels of processing are mixed, although their implications vary
significantly. The difference between data, information, knowledge and wisdom is illustrated in figure I.1.
The pyramid reflects the use of data for good. Considering that technologies are not deterministic — i.e.
not bad or good per se — but, depending on the use made of them, processing of data can also lead
to negative results, for example through surveillance, affecting democratic processes. It follows that
appropriate policies are needed to ensure that data are used for the benefit of people and the planet.

There is often too little distinction in the debate between different types and uses of data. Data are
of different kinds and can be classified according to different taxonomies (see chapter Il for a more
detailed discussion on types of data). An important distinction is between volunteered and observed
data. Volunteered data refer to information intentionally provided by the user, such as personal details
shared on a social media platform or credit card information for online purchases. Observed data are
information collected by an application or third-party software, with or without the knowledge or consent
of the user, such as location data and web usage behaviour. These are extracted from activities on the
web — for example, by digital platforms and from applications, connected machines and sensors — most
often for free, on different aspects of users’ personal data, such as location, preferences, relationships
and personal behaviour. The exponential increase in data through advances in digital technologies,
particularly data analytics, relates mostly to the second kind of data. Thus, a large part of data are now
observed data.
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Box I.1. Characteristics of data

Data are intangible and non-rival, which means that many people can use the same data simultaneously, or
over time, without them being depleted. At the same time, access to data can be limited by technical or legal
means, resulting in varying degrees of excludability. In technical terms, data can be either a public good, a
private good or a club good (when access to it is given to just a group of people). The place of data in the
rivalry and excludability spectrum is illustrated in the box figure.

Box figure. Data in the rivalry-excludability spectrum

EXCLUDABLE NON-EXCLUDABLE
Private goods: Common goods:
Food, oil, clothing and 4 Forests, land,
RIVAL other manufactured atmosphere, water,
products (smartphones), fish in the ocean, etc.

fish in a private pond, etc.

DATA
Club goods: Public goods:
Satellite TV, private National defence, air,
NON-RIVAL parks, cinemas, sunshine, news,
copyrighted public TV, public parks,
software, broadband A streetlight, lighthouses, etc.
Internet, paid streaming movies, etc.

Source: UNCTAD, based on Schneider (2019) and Liu (2021).

Data also often involve positive or negative externalities. Aggregated value may often be greater than the sum
of individual values. Data also have a relational value — i.e. many kinds of data become more valuable from
being combined with other, complementary data. Moreover, a priori individual data have no value, because
it only materializes once data are aggregated, processed and used; thus, individual sources of data will have
considerable “option” use or potential value, which means that they might become valuable in the event that
new issues that did not exist can be addressed on the basis of those data. The more detailed and granular
data are, the more purposes they can be put to because they can be filtered, aggregated and combined in
different ways to provide different insights. As value lies in their use, it is highly dependent on the context
(Coyle et al., 2020).

Overall, as discussed in chapter lll, in economic terms, data can provide not only private value, for those
who collect and control the data, but also social value for the whole economy, which points to the potential
benefits of expanding access to data, publicly or privately collected, for public interest purposes. Thus, as
markets alone cannot ensure social value, there is a need of policy for efficiency reasons. Moreover, there are
equity reasons for policymaking, since the distribution of the private income gains is highly unequal.

Data may share some characteristics with different items, but their multidimensional nature makes them very
specific and incomparable to those other items. From the economic perspective, data can be considered
as an economic resource, as capital, as property, as labour and as infrastructure. But there are also non-
economic dimensions to consider, as data are closely related to privacy and other human rights, as well as
to national security issues. In any case, data are just data that, as will be discussed in chapter Ill, need to be
addressed from all their dimensions.

Source: UNCTAD.
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Figure I.1. The data pyramid

EXPLANATION REAL-WORLD APPLICATION

Given the knowledge about its web visitors, the
e-commerce platform can adjust prices and set
up targeted advertising to increase sales

Captures both high level of knowledge and
the ability to apply knowledge towards
particular goals

Information applied to answer “why”
questions

Analysis suggests that certain items are
more in demand at a certain price among
KNOWLEDGE users with a particular profile

Data used and contextualized as Data indicate who is looking at what
answers to “who, what, where, web shop item from which location
when” questions INFORMATION at what time and for how long

E-commerce platform registers
website visits and user activity

Discrete, objective facts about
phenomena, often obtained
from sensors, experiments or
surveys

Source: UNCTAD, based on United States Chamber of Commerce Foundation (2014).

Another important distinction is between structured and unstructured data. Structured data are the
easiest to search and organize, because they are usually contained in rows and columns, and their
elements can be mapped into fixed predefined fields. Statistics are an example of structured data.
Unstructured data cannot be contained in a row—column database, and do not have an associated data
model. As in the case of observed data, the “big data” phenomenon is mostly related to unstructured
data. An estimated 90 per cent of total data are unstructured.® It should be noted that data are not big
or small, but they can be processed in big or small amounts.*

It is also important to distinguish between different forms of data. First, data and information associated
with commercial transactions — such as billing data, banking data, name, delivery address and so on
— can flow across countries when these transactions are international. Be it in the physical or the digital
world, these data are generally not to be commercialized per se, and they are transferred as part of
normal commercial practices and codes of conduct. These data are mainly volunteered and should not
create any policy-related issue, as long as new digital economy players work by the same rules as in
the conventional economy.

Second, raw data — gathered from individual activities, products, events, behaviours, etc. — have no
value in themselves, but can generate value once aggregated, processed and monetized, or used for
social value.® A useful definition of data for the purposes of this Report is “observations that have been
converted into a digital form that can be stored, transmitted or processed, and from which knowledge
can be drawn” (Statistics Canada, 2019). International flows of these raw data, which are a different

8 See Forbes, 18 October 2019, What'’s The Difference Between Structured, Semi-Structured And Unstructured Data?
and Forbes, 16 October 2019, What Is Unstructured Data And Why Is It So Important To Businesses? An Easy
Explanation For Anyone.

4 In this connection, there appears to be some confusion in the literature and the debates with the term “data revolution”,
which sometimes refers to the need to improve statistics and strengthen statistical capacities, and sometimes is taken
as the digital technological revolution associated with what is called “big data” and data analytics.

5 Some observers consider that all data are the product of a particular context or societal mechanism, and in this sense
they cannot be really qualified as raw. Acknowledging this sociological dimension, for the purposes of this Report, the
term “raw” is understood as unprocessed, in the sense that no economic value is added to the data (see, for instance,
Cattaruzza (2019)).
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kind of flow from other international economic flows, are currently poorly regulated at the global level.
In the absence of a proper international system of regulation for these data flows, it is mostly global
digital platforms (or lead firms in global value chains), as well as Governments, that have access and
can collect the data and control them, have the resources and capacity to refine and use (or abuse or
misuse) them, and get the benefits of the data. Thus, it is “raw” (mostly observed and unstructured)
data that are being massively collected with progress in digital technologies, as well as their flow across
countries, that are introducing a new dimension for international policymaking to address the emerging
related challenges. These raw data correspond to data at the basis of the pyramid in figure I.1.

Third, the processing of raw data into digital intelligence — in the form of statistics, databases, insights,
information, etc. —results in “data products”. These data products correspond to information, knowledge
and wisdom in the pyramid in figure I.1. They may be considered as services, and therefore their
cross-border flows (when paid for) are captured in trade statistics and in trade regulations. However,
the evolution of data-related technologies, and the accompanied expansion of trade in new data
products/services, are mainly based on the processing of raw data. Thus, it is likely that the expansion
of cross-border data flows may require adaptations of existing services trade rules.

A brief review of the current, highly uneven state of play in the data-driven digital economy is a useful
starting point to facilitate understanding of the possible development implications of cross-border data
flows. In order to participate in and benefit from this economy, countries need to be able to access
relevant communication technologies, which are the basis for the transmission of data. They also need
to have the capabilities to make productive use of such access. There are still significant divides, within
and among countries, in terms of capacities to connect to and use the Internet. Addressing these
inequalities in the digital economy is key for development. This section focuses on different trends on
mobile connectivity, type of connection, smartphone adoption, affordability and Internet use. However,
these digital divides are a reflection of broader underlying income inequality within and between
countries. Thus, acting only on ICT infrastructure policy aspects will not suffice; it is also important to
address the global inequality challenge through economic policies.

Fixed telephony has been declining in the last 15 years in both developed and developing economies,
while it has never really picked up in least developed countries (LDCs). As for fixed broadband
subscriptions, the penetration rate has increased in developed economies and developing countries.
In the LDCs, however, the average number of these subscriptions per 100 people was virtually nil in
the 2005-2020 period, as these countries have leapfrogged to increasingly efficient and accessible
mobile connectivity. Although mobile telephony penetration rates in 2020 were still higher in developed
countries than in developing countries, especially LDCs, the latter group experienced higher growth
in this period, contributing to narrowing the gap. From a regional perspective, transition economies
showed the highest rate of mobile telephony subscriptions in 2020, followed by Europe and the
Americas. The lowest penetration rates were in Asia and the Pacific, Arab States and Africa. However,
the latter regions, with the largest presence of developing countries and LDCs, experienced the most
spectacular increases in 2005-2020 (figure |.2a).°

All groups of countries by level of development have experienced significant growth in mobile broadband
penetration rates since 2010. However, large gaps remain over a decade later: the penetration rate in
developed countries is double that of developing countries, and four times that of LDCs. At the regional
level, mobile broadband subscriptions are lower than mobile telephony subscriptions (figure 1.2b). The
most significant growth in mobile broadband subscriptions was achieved in Africa, Asia and the Pacific

6 Al statistics from online statistical databases used in figures and tables in this chapter were last updated in June 2021,
unless otherwise indicated.
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Figure 1.2. Mobile telephony and broadband subscriptions, by region, selected years
(Per 100 people)
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Source: UNCTAD, based on ITU Statistics database, available at www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
Notes: Country groups are those of the source. Data for 2020 are ITU estimates.

and Arab States, as they all started from very low levels in 2010. In the case of Africa, mobile broadband
penetration in 2020 was nearly 20 times greater than in 2010. While this allowed developing countries
to narrow the gap with more advanced countries, there is still a significant mobile broadband divide. In
Europe and the Americas (including Canada and the United States), penetration rates reached almost
100 subscriptions per 100 people in 2020. The transition economies of the Commonwealth of Independent
States (CIS) were relatively close to this level, but the penetration rates of mobile broadband in Asia and
the Pacific, Arab States and Africa represented, respectively, three quarters, less than two thirds and only
one third of the American and European levels. Mobile broadband penetration in Latin America in 2019
was estimated at 73 per cent (ECLAC, 2021).”

Among the reasons for this mobile broadband access gap are the differences in mobile broadband
connection technologies (3G, 4G and now 5@G), smartphone adoption, as well as the affordability of
Internet-enabled phones and mobile data plans. Concerning mobile broadband, 93 per cent of the global
population was covered by a signal from at least a 3G network in 2020 (figure 1.3). The 5G networks started
to be effectively implemented only in 2020. As discussed below, 5G connections are expected to become
key in the context of the data-driven digital economy, as more and more data become available. About 98
per cent of the population in developed countries was covered by at least 3G networks in 2020, while that
share in developing countries and LDCs was 92 per cent and 77 per cent, respectively. Therefore, in the
case of LDCs, 23 per cent of the population had no access to a mobile broadband network in 2020. This is
far from the United Nations Sustainable Development Goal Target 9.c to increase access to ICTs and strive
to provide universal and affordable access to the Internet in LDCs by 2020 (Indicator 9.c.1 — Proportion
of population covered by a mobile network, by technology). As noted above, an even lower share of the
population has a mobile broadband subscription, especially in Africa, where most LDCs are located.

The technology divide is also visible within the same groups of countries, between urban and rural
populations. The urban-rural access divide is most accentuated in LDCs, where 16 per cent of the rural
population had no access to any mobile network, and 35 per cent could not be connected online with a
mobile device (figure 1.3).8 Still, this represents a significant improvement since 2015, when as much as
63 per cent of the rural population in LDCs lacked mobile access to the Internet.

7 As ITU data include Latin America in the Americas group, together with Canada and the United States, estimates of
ECLAC only for Latin America are presented here.

8 The population with no access to mobile network is the result of the difference between the total rural population
and the coverage of the sum of the three types of technologies (84 per cent). The population which is not connected
online with a mobile device is the difference between the sum of the coverage by 3G and 4G (65) and the total rural
population.


https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

DIGITAL ECONOMY REPORT 2021
Cross-border data flows and development: For whom the data flow

Figure 1.3. Distribution of mobile network types coverage, rural and urban areas, by level of
development, 2020
(Per cent of population)
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default.aspx.

Notes: The values for 2G and 3G networks show the incremental percentage of population that is not covered by a more
advanced technology network (as an example, in the case of LDCs (total), 41+36+13=90 per cent of the population are
covered by 2G, 41+36=77 per cent are covered by 3G and 41 per cent are covered by 4G). Country groups are those of
the source. Data are [TU estimates.

2. Smartphone adoption and affordability of mobile Internet

a. Smartphone adoption

Smartphones are a key tool for accessing the Internet and for transferring data. This is especially the
case in most developing countries, where fixed broadband connection and computer use are less
widespread. Smartphone adoption rates, as measured by the proportion of smartphones in all mobile
connections, rose in all regions in 2016-2019 (figure 1.4). However, gaps between regions remained
in 2019. North America and Europe led in the smartphone adoption rate, followed by China. The
smartphone adoption rate was lowest in sub-Saharan Africa, which, however, is forecast to experience
the greatest growth in smartphone adoption by 2025. The growing trend in smartphone adoption is
parallel to improvements in affordability of smartphones and data plan subscriptions, which is discussed
below.

b. Smartphone and mobile data plan affordability

The cost of owning a smartphone is a barrier to connectivity and to fully benefitting from the data-driven
digital economy in developing countries. GSMA (2020b) measured the affordability of the cheapest
Internet-enabled feature phone or smartphone among different regions. In 2019, the cost of such
a device represented on average 4 per cent of monthly gross domestic product (GDP) per capita
in high-income countries. In countries with lower income per capita, this proportion was more than
double in Latin America and the Caribbean (9 per cent), and as high as 30 per cent in sub-Saharan
Africa. Purchasing an Internet-enabled phone or a smartphone does not, however, automatically lead
to Internet access, which also requires a mobile data plan subscription.

10
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Figure 1.4. Smartphone adoption, by region, selected years
(Per cent)
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Source: UNCTAD, based on GSMA (2017) and GSMA (2020a).
Notes: Country groups are those of the source. Data for 2025 are forecasts.

Mobile data plans are essential for making full use of mobile devices,® offsetting the divide between
developed and developing countries for staying connected at a fair cost. The Broadband Commission’s
Advocacy Target 2 says that, by 2025, entry-level broadband services should be made affordable
in developing countries, at less than 2 per cent of monthly gross national income (GNI) per capita.'
In 2019, the target of 1.5 GB of mobile broadband to cost less than 2 per cent of monthly GNI per
capita was achieved by 95 countries: 47 developed countries, 44 developing countries and 4 LDCs
(figure 1.5). ITU and UNESCO pointed out in their report on the state of broadband that, while the global
data plan prices were declining between 2013 and 2019 (-15 per cent annual growth average), “for at
least 40 countries, predominantly LDCs, entry-level mobile broadband services cost 5 per cent or more
of average monthly GNI per capita. For 19 of those countries, the average cost is at alarming levels,
greater than 10 per cent and 20 per cent” (ITU and UNESCO, 2020:16).

3. Speed of Internet connection

The speed of Internet connections is a key determinant for the capacity to generate and use data traffic.
As the technology and use of the Internet have been evolving very rapidly in the last 20 years, the quality
of connection matters. Different average speeds of connection may be good enough for basic activities,
such as Internet browsing or emailing, but not for others, such as video calls.

In 2020, the speed of the fixed broadband Internet connection was on average higher than the speed of
the mobile broadband Internet connection within all groups of economies, except LDCs (figure 1.6). While
this difference was less accentuated within the developing and transition economies, for developed
economies, the average speed of the fixed connection was as much as double the speed of the mobile
connection. The divide in the quality of Internet connection is very significant between the developed

? In this context, data relate to the capacity to transmit information in terms of zeros and ones, thus the bytes available to
be used.

0 In 2018, the Broadband Commission launched the framework of Targets 2025 in support of “Connecting the Other Half”
of the world’s population (see www.broadbandcommission.org/broadband-targets/).
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Figure I.5. Price of 1.5 GB mobile broadband as a share of GNI per capita, 2019
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Source: UNCTAD, based on ITU and UNESCO (2020).

Figure 1.6. Broadband Internet connection speeds, global and by level of development, 2020
(Megabits per second)

@ a) Fixed broadband b) Mobile broadband

0 20 40 60 80 100 120 0 10 20 30 40 50 60
[ World [ Developed economies il Transition economies [l Developing economies (non-LDCs) LDCs

Source: UNCTAD calculations based on Ookla, Speedtest Global Index, available at www.speedtest.net/global-index
(accessed April 2021).
Notes: The global and group averages are the medians of the speed averages of countries.

economies and other economies. Concerning the fixed broadband connection, the observed average
speed in developed economies was almost eight times that of LDCs, reflecting infrastructure and
technological gaps (for example, in the diffusion of optical fibre).

Regarding mobile broadband connection speeds, the gap between developed economies and the rest
is narrower. The deployment of mobile broadband access seems to be more beneficial for developing
and transition economies, considering its cost and the technical capacities needed. This may indicate
that the path to follow for LDCs should be to prioritize the development of mobile broadband access,
as its average Internet connection speed is higher. However, while 3G and 4G technologies seem to be
sufficient today, they may not be enough to effectively run the applications of the future. It will therefore
be advisable for countries with nascent mobile broadband infrastructures to directly leapfrog the stages
of ancient technologies and focus on 5G deployment, where funding and technical capacities are
available.
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The deployment of fixed and mobile connectivity, the lowering costs of data plans, the wider use of mobile
devices (feature phones, smartphones and tablets) and faster Internet connections have contributed
to the upward trend of Internet use (figure 1.7). In 2019, more than half the world’s population used the
Internet, a considerable increase from just above one tenth in the beginning of the 2000s. Nevertheless,
the proportion of Internet users in developing countries (44 per cent) and LDCs (20 per cent) was still
far behind that in developed countries. This divide remains a key issue of concern for the international
community. The Broadband Commission for Sustainable Development 2025 Advocacy Target 3
suggests that, by 2025, broadband Internet user penetration should reach 75 per cent worldwide,
65 per cent in developing countries and 35 per cent in LDCs. “Forecasts based on current growth
projections suggest that global Internet adoption by 2025 may only reach 70 per cent... For LDCs, the
forecasted level by 2025 is 31 per cent” (ITU and UNESCO, 2020:21).

From a regional perspective, Europe and the Americas (including the United States, Canada and Latin
America and the Caribbean) have been leading in Internet use the last 15 years. By contrast, even if
other areas (especially Africa and the Arab States) experienced significant growth, Internet use was still
significantly lower at the end of the period. Africa in particular lagged behind, with less than 30 per cent
of individuals using the Internet in 2019. Internet use in Latin America was at 67 per cent (ECLAC, 2021).

In terms of economic development, it is also relevant to know which are the kinds of activities in which
the Internet is used. For example, participation in social networks is less productive in economic terms
than buying or selling goods online (e-commerce is discussed in the next subsection). An indication of
the activities that individuals undertake using the Internet are shown in table I.1. For example, the use of
Internet banking is much higher in developed economies than in transition and developing economies
although, among these, Asia leads by far. This is also the case for purchasing or ordering goods or
services. Participation in social media is high in all the regions considered, and it is higher in developing
economies than in developed and transition economies.

Among Internet users, the kind of activities that people engage in varies considerably. While more than
80 per cent of Internet users in some European countries shop online, in many LDCs the corresponding
share is below 10 per cent (UNCTAD, 2021c). In Rwanda, for example, only 9 per cent of Internet

Figure I.7. Internet use, global, by level of development and by region, selected years
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Source: UNCTAD, based on ITU Statistics database, available at www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.
Notes: Country groups are those of the source.
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Table I.1. Internet activities undertaken by individuals, by level of development and region
(Per cent)

Developing
Developing | Developing | economies -

Developed | Transition : . : :
economies - | economies - | Latin America

LRI EET economies | economies

Africa Asia and the
Caribbean
Internet banking : 62.3 Po149 9.8 34.8 11.6
Sending or receiving email : 84.9 D448 46.6 i 597 : 52.4
Making calls (telephoning over the : : : : :
Internet/Voice over Internet Protocol. 56.9 i 710 47.6 63.2 734

using Skype. iTalk. etc.)
Reading or downloading online

newspapers or magazines. electronic 76.4 41.5 38.6 46.0 30.3
books H
Getting information about goods or : : : :
services : 83.9 : 50.9 30.6 68.0 51.8
Getting information from general ; ; i i
government organizations gl LLEL e 08 i)
Interacting with general government : : : :
organizations : 54.5 5.7 121 25.6 10.7
Purchasing or ordering goods or services 53.9 18.2 14.6 29.1 13.1
Seeking health information (on injury. :
disease. nutrition. etc.) 624 37.5 243 474 411
Making an appointment with a health ; ; i i
practitioner via a website : i o5 = i o
Participating in social networks : 70.4 S (Y A 86.3 Po8r2 : 79.0
Accessing or posting opinions on chat  : - - i i
sites. blogs. newsgroups or online - 13.9 P 116 45.1 - 26.5 - 26.0
discussions
Selling goods or services : 16.8 P70 3.5 : 6.4 : 9.3
Using services related to travel or travel- :
related accommodation : 20 3/ e 22 s
Doing a formal online course 8.1 4.5 17.5 15.9 28.5
Consulting wikis. online encyclopedias  : - - - i
or other websites for formal learning - 23.8 146 17.2 - 13.2 - 31.4
purposes
Listening to web radio : 61.2 o700 13.3 i 209 : 11.2
Watching web television : 4.1 © 88 30.2 i 331 : 18.1
Streaming or downloading images. : : : : :
movies. videos or music. playing or : 57.4 529 64.2 : 66.4 : 50.8
downloading games
Downloading software or applications ~ : 19.0 i 55 62.8 410 20.7
Looking for a job or sending/submitting a : 17.4 98 143 19.9 16.6

job application : : : : :
Participating in professional networks 21.0 3.6 5.9 6.4 0.7
Uploading self/user-created contenttoa :
website to be shared :
Taking part in online consultations or i 98
voting to define civic or political issues ~ : :
Using storage space on the Internet to : : : : :
save documents. pictures. music. video or : 38.7 : 15.0 : 17.5 : 20.8 : 21.7
other files : : : : :

Using software run over the Internet for  : i i i i

editing text documents. spreadsheets or  : 28.0 i 4.3 i 6.1 i 11.7 i 4.8
presentations x x x x x

38.8 i334 12.7 P13 : 35.6

35 5.5 : 8.1 : N/A

Source: UNCTAD calculations, based on ITU World Telecommunication/ICT Indicators database.
Notes: Country groups are those of the source. Averages for country groups are medians of countries for which data are
available and for the latest year, which varies between 2015 and 2019.
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users used the Internet to buy something online in 2017. E-commerce developments greatly depend
on a country’s capacity or readiness to engage in and benefit from the digital economy. The UNCTAD
business-to-customer (B2C) E-commerce Index, which is calculated as the average of four indicators,
shows the existing differences among countries. The regional values of the 2020 index are shown in
table 1.2. The relative strengths and weaknesses generally differ. For East, South and South-East Asia,
the only indicator below the world average is Internet use. In Latin America and the Caribbean, the main
opportunities for improvement are found in postal reliability. To facilitate more inclusive e-commerce,
African countries would benefit from catching up in all areas covered by the index.

6. Digital gender divides

While the above discussion focuses on the digital divide among countries, the gender digital divide is
highly visible within countries in terms of both smartphone ownership and Internet use.

a. Gender gap in smartphone ownership

A 2018 survey on a sample of developed and developing countries in terms of female and male
ownership of smartphones by the Pew Research Center (2019) showed that, for both women and men,
on average, smartphone ownership in their respective groups was lower in developing countries than
in developed countries (48 and 71 per cent for women, 52 and 80 per cent for men, respectively). The
gender gap, defined as the difference between the smartphone ownership rates for males and females,
relative to the smartphone ownership rate for males, was on average wider in developing economies
than in developed economies. However, it narrowed on average between 2015 and 2018. The greatest
gender gap in 2018 was noted in India (56 per cent) and the smallest in the Philippines (-9.6 per cent),
where more women than men owned smartphones.

b. Gender gap in Internet use

ITU (2020) estimated that, globally, the level of the male and female population using the Internet in
2019 was 55 and 48 per cent, respectively. This translates into a gender parity score of 0.87 (figure 1.8),
where total parity at a level of 1 is the target. The gender parity score is calculated as the proportion of
women who use the Internet divided by the proportion of men.™" At the global level, the score decreased
slightly between 2013 and 2019. It increased in Asia and the Pacific, CIS, Europe and the Americas.
However, it decreased in the Arab States, and especially in Africa (from 0.79 to 0.54). Similarly, while it
increased in developed countries, it decreased marginally in developing countries, and significantly in
LDCs (from 0.70 to 0.53).

Table .2. B2C E-commerce Index, by region, 2020

Share of Share of Secure UPU postal

2019 Index

value (2018
data)

Groups, by region individuals individuals Internet reliability
and level of using the with a bank servers score

development Internet account (normalized, (2019 or
(2019 or latest) | (15+, 2017) 2019) latest)

Africa 30 40 28 21 30 31

East, South and

2020 Index
value

Southeast Asia : 57 60 54 58 57 58
Latin Americaand X X X X X
fl'e Carlbbean 64 S 49 ;48
Western Asia : 77 : 58 : 45 : 50 : 58 : 59
Transition
economies 71 58 60 59 62 63
Developed : : : : : :
6CONOMIes 88 93 84 80 86 87
World 60 60 53 47 55 55

Source: UNCTAD (2021¢).

" Avalue smaller than one indicates that men are more likely to use the Internet than women, while a value greater than
one indicates the opposite.
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Figure I.8. Internet user gender parity score, by level of development and by region, 2013 and 2019
0.98 Gender parity (0.98 - 1.02) 097 1.00 1.01

0.94 0.94
0.92 0.91
0.89
0.87
084 0,83 081 0.83 0.86
0.79 0.77
0.7
|.53 0.54
World Developed  Developing LDCs Africa  Arab States  Asia and CIS Europe  The Americas
economies  economies Pacific

[ 2013 M 2019

Source: UNCTAD, based on ITU (2020).
Note: Country groups are those of the source.

The COVID-19 pandemic put the spotlight on all the connectivity and usage divides discussed above.
As people reacted to the pandemic-related lockdown measures by increasingly connecting to the
Internet to be able to continue with their activities, those countries and sectors within countries that
lagged behind in terms of connectivity found higher difficulties in coping with the pandemic. Although
there was a global upsurge of e-commerce around the world in 2020, many smaller businesses in
developing countries struggled to go digital and meet the growing demand for online sales.'?

The remaining huge divides in terms of connectivity, access, affordability and availability of ICTs, within
and between countries, have been the traditional focus of analyses and policies. Moving forward, it
will become increasingly important to address these divides for developing countries, and particularly
LDGCs, to be able to advance in the digital economy for development. As more and more aspects of
life and activities become digitalized, and data increasingly become a key resource for development,
other aspects related to the capacity to access and transfer data represent additional dimensions of the
digital divide. The following sections therefore look at the global evolution of data and Internet traffic, as
well as at emerging divides related to the collection, transmission and use of data.

D. GLOBAL EVOLUTION OF INTERNET AND DATA TRAFFIC

The importance of the Internet and digital data for economies and societies continues to grow. Their
expansion, as measured by Internet Protocol (IP) traffic, is an estimation provided by private sector
proprietary statistics, as there are no official country statistics on this matter. The methodologies used
are not standardized, not totally clear, and the periodicity of publication of data is not necessarily regular.
Thus, assessing the evolution of global Internet and data traffic is not an easy task. Nevertheless, the
different estimations all suggest that global Internet and data traffic has exploded in recent decades,
and that this rapid growth is expected to continue with the ongoing fast progress in digital technologies.

Regarding global IP traffic, it would appear that the most updated data were those already presented
in UNCTAD (2019a),"® which showed that IP traffic was expected to more than triple between 2017
and 2022. Most Internet traffic takes place in the Asia and the Pacific and North America regions, with

2 For a global review on COVID-19 and e-commerce, see UNCTAD (2021a).

8 The analyses in UNCTAD (2019a) were based on Cisco (2018). It appears that Cisco is no longer publishing these
forecasts and trends, and now publishes an Annual Internet Report (Cisco, 2020), which does not include IP traffic
statistics.
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very little share accounted for by Latin America and the Middle East and North Africa. According to one
forecast, global IP traffic in 2022 is expected to exceed all the Internet traffic up to 2016.' Moreover,
the number of devices connected to IP networks will be more than three times the global population
by 2023 (Cisco, 2020).

The COVID-19 pandemic had a dramatic impact on Internet traffic, as most activities increasingly took
place online. Global Internet bandwidth use rose by 35 per cent in 2020, a substantial increase over
the 26 per cent growth of the previous year. Driven largely by the response to the pandemic, this
represented the largest one-year increase since 2013. Although from March 2020 such traffic patterns
shifted and volumes surged, the Internet has proven remarkably resilient in coping with the sudden
changes associated with the pandemic. Many network operators have been accelerating plans to add
capacity to stay ahead of demand (TeleGeography, 2021a).

According to Ericsson (2020), mobile network data traffic increased by 50 per cent between the third
quarter (Q3) of 2019 and Q3 2020. Global data traffic reached 180 and 230 exabytes per month in
2019 and 2020, respectively (figure 1.9). By 2026, this volume is forecast to more than triple, to reach
up to 780 exabytes per month. Fixed data traffic accounted for almost three quarters of all data traffic in
2019. However, with the increasing number of mobile devices and |oT, data traffic by mobile broadband
is expected to grow faster and reach almost one third of the total data volume in 2026.

By other accounts, in 2020, 64.2 zettabytes of data were created or replicated, defying the systemic
downward pressure asserted by the pandemic on many industries, and its impact will be felt for several
years. It is estimated that the amount of digital data created over the next five years will be more than
twice the amount created since the advent of digital storage. Global data creation and replication will
experience a compound annual growth of 23 per cent in the 2020-2025 forecast (IDC, 2021a).

Figure 1.9. Global data traffic, selected years
(Exabytes per month)
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Measuring the value of data remains a major challenge. The concept of the “data value chain” is key for
the estimation of the value of data. Value emerges in the process of transformation of raw data — from
data collection, through processing, and analysis, into digital intelligence — that can be monetized for
commercial purposes or used for social objectives (UNCTAD, 2019a). In this process, individual data
are of no value unless they are aggregated and processed. And there cannot be digital intelligence
without the raw data. For value creation and capture, both raw data and capacities to process them
into digital intelligence are needed.

4 See Cisco, 27 November 2018, Cisco Predicts More IP Traffic in the Next Five Years Than in the History of the Internet.
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A priori, without knowing how the data will be used, the value of raw data cannot be estimated. But raw
data can be understood to have potential value. Moreover, contrary to goods, data are non-rival and
they can be used several times without being depleted. In addition, there are not properly developed
and formalized raw data markets; as will be further discussed in chapter lll, data cannot be thought of
in terms of ownership, but mostly in terms of rights and access. There is no marketplace with supply
and demand for raw data; they are currently basically extracted from users. Most often, when referring
to data markets, it concerns markets for digital intelligence (or data products).

Most of the estimations of the value of data actually refer to the value of such markets for data products.
These estimations may provide some indication of the value of the raw data used in the production
of these data products; if the value of data products increases, the value of raw data should increase
accordingly. But they provide little information on how to differentiate the value of raw data from the
value added during the processing and monetization of the data. Indeed, in terms of development, what
matters is the domestic value added in production processes in the developing countries.

As an illustration, the European Data Market Monitoring Tool defines the data market as “the marketplace
where digital data is exchanged as ‘products’ or ‘services’ as a result of the elaboration of raw data”
(European Commission, 2020a). This tool includes an international comparison of the value of the
European Union data market (including the United Kingdom) with those of the United States, Japan
and Brazil, as shown in figure 1.10. The value of data markets has increased significantly in the last five
years, in all the economies analysed; however, in Brazil, the value of the data markets remains relatively
low over the period. The dominant position of the United States is evident from this analysis.'®

Figure 1.10. Data market value, selected economies, 2016-2020
(Millions of euros)
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Source: UNCTAD calculations, based on European Commission (2020a).

Measuring cross-border data flows is even more difficult. Indeed, there is currently no practical way to
measure them. They are mainly assessed through proxies, but with little success, as they are far from
providing useful indications and evidence for policymaking and development purposes.'®

5 Statistics offices in various countries are working to improve the estimations of the value of data. See, for instance,

Statistics Canada (2019).

6 Further discussions on the difficulties of measuring cross-border data flows and the importance of improving their
measurement can be found in National Telecommunications and Information Administration (2016); Coyle and Nguyen
(2019); and Cory (2020).
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In terms of volume, the main measure used is international bandwidth. According to ITU, “international
Internet bandwidth refers to the total used capacity of international Internet bandwidth, in megabits per
second (Mbit/s). Used international Internet bandwidth refers to the average traffic load of international
fibre-optic cables and radio links for carrying Internet traffic. The average is calculated over the
12 month period of the reference year, and takes into consideration traffic of all international Internet
links... The combined average traffic load of different international Internet links can be reported as the
sum of the average traffic loads of the individual links”."”

Data on international bandwidth are provided by ITU and TeleGeography. ITU provides statistics
on international bandwidth capacity and usage by country. World total international bandwidth use
accelerated in 2020. Most international bandwidth was concentrated in the regions of Asia and the
Pacific, Europe and the Americas, while the share of Africa remained very small (figure 1.11).

Openly available data from TeleGeography, shown in figure .12, illustrate the growth in international
bandwidth and a forecast for 2024. Most interregional bandwidth is between North America and Europe,
and between North America and Asia. Among developing countries, the North-South connection
pbetween North America and Latin America registers the highest interregional bandwidth. This
information, however, only refers to the amount of data that flow in terms of bytes, without indicating in
which direction they flow. It does not distinguish between data inflows and outflows from any particular
region/country. Moreover, these bytes refer to both raw data and data products.'®

Figure 1.11. International bandwidth, by region, 2015-2020
(Terabits per second)
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Source: UNCTAD calculations, based on ITU (2020) and ITU interactive report Measuring digital development, Facts and
figures 2020, available at www.itu.int/en/ITU-D/Statistics/Pages/ff2020interactive.aspx.
Note: Country groups are those of the source. Data for 2020 are ITU estimates.

7 If the traffic is asymmetric, i.e. if there is more incoming (downlink) than outgoing (uplink) traffic, the average incoming
(downlink) traffic load is used. See the ICT Development Index (IDI): conceptual framework and methodology, available
at www.itu.int/en/ITU-D/Statistics/Pages/publications/mis/methodology.aspx.

8 This refers to information that is openly available. TeleGeography is the largest source of data and analysis on long-haul
networks and the undersea cable market. Underlying data on capacity, ownership, wholesale (non-discounted) prices
and other metrics are available for subscription. Thus, it could be the case that more detailed statistics exist, but they
are proprietary. TeleGeography is also the source that is used by McKinsey Global Institute publications; it presents
analyses with regard to cross-border data flows (which are very often quoted as an authoritative reference in the matter,
but would deserve close scrutiny).
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Figure 1.12. Evolution of interregional international bandwidth, selected years
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A Nikkei survey using ITU and TeleGeography statistics showed that, in 2019, cross-border data flows
of China — including Hong Kong, China — far outstripped any of the other 10 countries/territories and
regions examined, including the United States. China accounted for 23 per cent of global cross-border
data flows, while the United States ranked second at 12 per cent. The source of the leadership of China
lies in its connections with the rest of Asia. While the United States accounted for 45 per cent of data
flows in and out of China in 2001, that figure dropped to just 25 per cent in 2019. Asian countries now
make up more than half the total, particularly Viet Nam at 17 per cent, and Singapore at 15 per cent.™

While ITU and TeleGeography statistics provide interesting information and indications on the evolution
of cross-border data flows, volume is not the most important aspect. It is also necessary to look at
the nature and quality of the data. It is likely that a significant proportion of the data collected are of
no use for economic purposes, even if they generate revenues for a few companies. Indeed, IBM
estimates that 90 per cent of data generated by sensors and analog-to-digital conversions are not
used. Moreover, according to Sandvine (2020), about 80 per cent of all Internet traffic is related to
videos, social networking and gaming.

9 See Nikkei, 24 November 2020, China rises as world’s data superpower as internet fractures, available at https://asia.
nikkei.com/Spotlight/Century-of-Data/China-rises-as-world-s-data-superpower-as-internet-fractures. The methodology
used in this survey is far from clear; thus, it is not an easy task to find out how the survey was done and where the
statistics come from, when discussing Chinese data inflows and outflows.
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From the economic perspective, it would also be relevant to have measurements on the value of
cross -border data flows. In 2016, the National Telecommmunications and Information Administration of
the United States produced a report exploring these measures, and provided some recommendations
(box 1.2). In relation to the second recommendation, on the need for standard definitions, it is
noteworthy that the report itself, whose purpose is to discuss the situation with regard to measurement
of cross-border data flows, fails to shine any light on what cross-border data flows actually are.

Five years have passed since the publication of this report which, in the context of rapidly evolving data-
driven technological development, is a very long period. However, while the data-driven digital economy
has changed significantly during this time, there has been little progress in the measurement of data
flows. In order for policymakers to properly take evidence-based decisions to regulate such flows, there
is a need for more official statistics on data-related issues, since relevant statistics in this area are mostly
provided by firms such as TeleGeography, Cisco or International Data Corporation.

In particular, for development purposes, it would be important to be able to distinguish between raw
data and data products. In the conventional economy, regarding the relationship between international
trade and development, the analysis focuses on the structure of imports and exports in terms of their
level of skills and technology content. Increasing skills and technology content of exports against
imports would be an indication of domestic value addition and, therefore, of development. Similarly, in
the case of cross-border data flows, in the context of the data value chain from raw data collection to
the production of digital intelligence (data products), which implies value addition, it would be important
to look at the structure of data inflows and outflows in terms of whether they are raw data or data
products. Currently, there are indications that most developing countries’ data outflows are in the form
of raw data, while their data inflows consist more of digital intelligence produced in those countries that
enjoy the main data advantages and have better capacities to process raw data (see also chapter IIl).
Thus, it would be important to find measures that allow for a distinction between outflows and inflows
of data, as well as between raw data and data products.?®

Box I.2. Recommendations of the United States National Telecommunications and Information
Administration report on “Measuring the Value of Cross-Border Data Flows”
Recommendations include:
e Improve the overall coverage and quality of Government statistics on the services sector.

* Develop a standard nomenclature or standard definitions for concepts related to cross-border data
flows, distinguishing between concepts such as digital economy, digitally-intensive, digitally-enabled
economy and ICT.

e Develop a greater understanding of how firms use cross-border data flows and what economic value
the data flows provide. These metrics should cover the entire United States economy, as well as
specific sectors.

e Develop improved and consistent macroeconomic statistics to measure the value of cross-border
data flows and the digital economy, such as the contribution of data flows and the digital economy to
GDP. These metrics should cover the entire United States economy, as well as specific sectors.

e Continue the dialogue between the Department of Commerce and private industry to facilitate
data-sharing and the linking of public and private data sets, where legally and logistically feasible and
consistent with strong privacy protections for firms.

e Continue the collaborative efforts of the Department of Commerce and international organizations,
to ensure that metrics on cross-border data flows and the digital economy are widely available for
countries around the world.

Source: National Telecommunications and Information Administration (2016).

20 See also chapter Il for a review of the literature on data measurement issues.
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G. DATA COLLECTION

Data can be collected by different actors and in various ways (see chapter lll). As will be shown in
this and subsequent sections, global digital platforms are playing an increasingly important role in all
stages of the data value chain. This section discusses their role as major collectors of data globally. It
then looks at loT developments, as the increase in Internet-enabled devices and machine-to-machine
connections are expected to significantly boost data generation and flows.

1. Digital platforms

Global digital platforms are in a privileged position to collect data at a massive scale when their many
users access their services. This gives them a significant competitive advantage. In the absence of
a proper international system of global data governance, this advantage in data collection directly
translates in these platforms being able to capture most of the monetary gains of the data-driven digital
economy and thereby also of cross-border data flows.

Network effects, combined with access to data and economies of scale and scope, have led to
monopolistic trends and increased market power of the world’s largest digital platforms, which are
mainly based in the United States and China. The platforms reinforced their positions through strategic
acquisitions of other companies by expanding their reach into new sectors, and by engaging in lobbying
of policymakers (UNCTAD, 2019a, 2019b). Their position was further enhanced in 2020 during the
pandemic. The worldwide distribution of global digital platforms as of 2021 is shown in figure 1.13.

This section analyses the impact of the pandemic on these platforms. It then looks at lobbying trends,
as some platforms aim to influence policymaking in their interests. Moreover, considering that a large
part of data is used in feeding Al algorithms, and that the evolution of Al has significant consequences
for the future of the global digital economy, the last part of this section looks at Al investment by leading
global digital platforms.

Figure 1.13. Geographical distribution of the top 100 global digital platforms, by market capitalization 2021
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Source: Holger Schmidt, available at www.netzoekonom.de/vortraege/#tab-id-1 (data as of May 2021).
Note: As a reference, the market capitalization of Apple is $2.22 trillion, while for Mercado Libre it is $88.7 billion,
$80.2 billion for Baidu and $59.7 billion for Spotify.
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Leading digital platforms have registered significant increases in their profits and the value of their market
capitalization following the pandemic. This is not surprising, since most of the digital solutions that have
been used to cope with various lockdown and travel restrictions have been provided by a small number
of very large firms. For example, Amazon has seen a significant push to its online retail business thanks
to increasing e-commerce. Amazon has also seen a huge increase in its cloud business operations,
due to increased Internet demand and traffic. This is also the case for Microsoft. Moreover, Apple has
seen demand for its devices surge, as people have increasingly moved to perform their activities online.

In what follows, the recent evolution of digital advertising, profits, stock market prices and market
capitalization of these companies in recent years, with particular emphasis on the impact of the pandemic,
is analysed.

One of the main ways in which some digital platforms monetize their data is through digital advertising.
Global digital platforms have continued consolidating their dominant position in this market. By 2022,
digital advertising spending is expected to reach 60 per cent of total media advertising spending, which
is about double the share of 2013 (figure |.14a). By then, the share of top five digital platforms in terms
of total digital advertising spending is expected to exceed 70 per cent (figure 1.14b).

Profits of leading digital platforms have experienced a rising trend since 2017, including in 2020 amid
the economic crisis resulting from the pandemic (figure I.15a). Net income of the leading digital platforms
in the United States reached $192.4 billion in 2020, an increase of 21.1 per cent compared with the
year before.

An analysis of quarterly profits from the second half of 2019 to the first quarter of 2021 provides
additional insight into the impact of the pandemic on these companies (figure 1.15b). The third quarter
(Q8) and the fourth quarter (Q4) of 2019 show a pre-crisis situation with a comfortable level and growth
of net incomes. In Q1 2020, these companies experienced a fall in profits, as compared with Q4
2019, as the pandemic crisis meaningfully hit the world by February and March 2020. Even if it was a
dramatic fall of net income, these companies were still profitable in Q1 2020. After the initial shock, the
pandemic caused an increased demand for cloud services, online shopping, videos and gaming, social
networks and videoconferencing. This resulted in a positive growth of net income for these companies
in Q2 2020 and, in particular, Amazon’s net income more than doubled as compared with Q1 2020. In
Q3 and Q4 2020, these leading digital platforms from the United States seemed to have returned to
their business-as-usual path, and even beyond. Indeed, when compared with the same period of the
preceding year, the combined net income of Amazon, Alphabet (including Google), Apple, Facebook
and Microsoft rose by 31 per cent in Q3 2020 and 41 per cent in Q4 2020. Although the aggregated
profit decreased slightly between Q4 2020 and Q1 2021, the latter more than doubled as compared
with Q1 2020. These trends show that these companies have not only been resilient to the crisis, but
that their business models and dominance, combined with the strong demand for digital services, have
propelled them to a higher income growth path amid the worldwide economic crisis.

Leading digital platforms from China — namely Alibaba, Baidu and Tencent — also benefited, experiencing
altogether a net income increase of 37 per cent, from almost $20 billion in 2017 to $27 billion in 2019
(figure 1.16a). The increase in profits was even more remarkable in 2020, as the cumulative net income
was approximatively $48 billion, a rise of 78 per cent as compared with 2019. When analysing the
impact of the pandemic, which started earlier in China than in the United States, i.e. by the end of
2019, only Alibaba seems to have been affected in Q4 2019 (figure 1.16b). While in Q1 2020 the profits
of these companies sharply decreased (mainly because of Alibaba’s lower profits), Tencent emerged
as a winner, with higher profits than in the previous two quarters. In Q2 and Q3 2020, the quarterly net
income increased, especially for Alibaba, making the cumulative profits of these Chinese companies
in Q3 2020 similar to the level seen in Q3 2019. The explosion of the cumulative net income in 2020 is
attributed to the very significant profits made by Alibaba and Tencent in Q4 2020.
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Figure 1.14. Digital advertising spending, 2012-2022
a) Digital advertising spending and share in total media advertising spending
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Source: UNCTAD, based on data from eMarketer, Global Digital Ad Spending Update Q2 2020, available at www.emarketer.

com/content/global-digital-ad-spending-update-g2-2020.
Note: 2020 to 2022 are estimates.

ii. Stock market prices and market capitalization

Increases in profits of leading global digital platforms have not escaped the attention of investors, as
reflected in increasing stock prices. Figure 1.17 compares the stock price growth of these companies
from Q4 2019 to January 2021 with the evolution of the New York Stock Exchange (NYSE) Composite
Index, a representative indicator of the economy’s health in the United States.

Stock prices of global digital platforms from the United States and China, as well as the NYSE Composite
Index, all experienced significant falls or, at best, lower positive growth from the end of February to late
March 2020, as compared with their levels on 1 October 2019. This was the result of the initial shock
from the global sanitary and financial crisis. This growth hit its lowest point for Amazon on 12 March
2020 (-3.4 per cent); Facebook, Microsoft and Tencent on 16 March 2020 (-17.0 per cent, -1.2 per cent
and +1.4 per cent, respectively); Baidu on 18 March 2020 (-18.0 per cent); Alphabet (including Google),
Apple and Alibaba on 23 March 2020 (-12.6 per cent, -0.1 per cent and +6.8 per cent respectively);
while the NYSE Composite Index hit its highest negative growth on 23 March 2020 ( 31.6 per cent).
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Figure 1.15. Profits by major digital platforms in the United States
(Billions of dollars)

a) Annual profits, 2017-2020 b) Quarterly profits, Q3 2019-Q1 2021
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Source: UNCTAD calculations, based on the Wall Street Journal, available at www.wsj.com/market-data/quotes/company-
list/ (accessed May 2021).

Figure 1.16. Profits by major digital platforms in China
(Billions of dollars)
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Source: UNCTAD calculations, based on the Wall Street Journal, available at www.wsj.com/market-data/quotes/company-
list/ (accessed May 2021).

However, since mid- and late March 2020, the stock prices of these companies, as well as of those
represented by the NYSE Composite Index, started to recover. This recovery was on average lower
for the NYSE Composite Index than for the global digital platforms. Between 1 October 2019 and
21 January 2021, the NYSE Composite Index increased by 17.0 per cent. In the same period, the
growth rates of stock prices for the selected companies were at least three times larger: Facebook
(55 per cent), Alphabet (including Google) (56 per cent), Alibaba (57 per cent), Microsoft (64 per cent),
Amazon (90 per cent), Tencent (113 per cent), Apple (144 per cent) and Baidu (147 per cent).

Overall, the NYSE Composite Index recovery in the context of a deep economic crisis points to some
disconnection between financial markets and the real economy. Most significantly, the remarkable
increases in stock prices of leading digital platforms show an even greater disconnection between the
digital economy and the “real” economy.
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Figure 1.17. Stock prices of global digital platforms from the United States and China versus the
New York Stock Exchange Composite Index
(Change in per cent)

160
140 a) United States Apple
120

100
Amazon

80 ,ﬁ \', Microsoft

Y-
“ Mm Y NYSE Composite
g A W Index

160
140 b) China
120
100

Baidu

Tencent

Alibaba

NYSE Composite
Index

Source: UNCTAD calculations, based on Yahoo! Finance, available at https://finance.yahoo.com (accessed January 2021).
Note: The figures show the change in stock prices between each date and 1 October 2019.

Large increases in their stock exchange prices through 2020 translated into considerable changes
in the market capitalization of leading global digital platforms (figure 1.18). Concerning the American
companies, by the end of 2019, the market capitalizations of Microsoft and Apple were already more
than $1 trillion each, Alphabet (including Google) and Amazon approached that mark, and Facebook
was valued at more than $0.6 trillion. Through 2020, the market capitalization of these companies
showed significant increases: 22 per cent for Facebook, 27 per cent for Alphabet (including Google),
34 per cent for Microsoft, 66 per cent for Apple and 70 per cent for Amazon. As a consequence, after
a year that saw many bankruptcies and heavy national State subsidies for saving industries around
the globe, Facebook’s market value was $716 billion in January 2021, Alphabet’s was $1.17 trillion,
Amazon’s $1.56 trillion and Microsoft’s $1.61 trillion. Apple outpaced the rest and reached a value of
over $2 trillion, becoming the first company in the United States to pass that mark.
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Figure 1.18. Market capitalization of global digital platforms from the United States and China,
Q4 2019-January 2021
(Billions of dollars)
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Source: UNCTAD calculations, based on Yahoo! Finance, available at https://finance.yahoo.com (accessed January 2021).

The three digital giants from China had lower market capitalization by the end of 2019 as compared with
those in the United States. Baidu, with the lowest market value among them by the end of 2019, saw an
increase of 86.4 per cent in 2020, to reach $81.5 billion in January 2021. Alibaba, which had the highest
market capitalization by the end of 2019 ($571 billion), experienced a growth of 17.8 per cent, to
$672.8 billion. Tencent’s market capitalization had the largest absolute increase in 2020 (51.9 per cent),
and reached $699.8 billion, thus exceeding that of Alibaba.

b. Influencing policymaking

Some leading digital platforms aim to influence regulations through their lobbying efforts.

i. Lobbying in the United States

The digital platforms are highly active dealing with the United States Congress, spending large amounts
of money for lobbying and hiring people with political connections. In 2020, Facebook and Amazon
ended up among the top 10 lobbying spenders, bested only by the massive trade associations (Center
for Responsive Politics, 2021). The United States digital platforms (Alphabet (including Google), Amazon,
Apple, Facebook and Microsoft) increased their spending from $16 million in 2010 to over $63 million
in 2020 (figure 1.19a). Alibaba has been an active lobbyist to the United States Congress, but to a
lower extent than the United States companies in terms of spending.?' Google and Microsoft were the
largest lobbying spenders in the early 2010s, while Amazon, Apple and Facebook were at significantly
lower levels. However, Facebook and Amazon increased their lobbying spending the most in the period
2010-2020. Facebook spending rose from $0.35 million in 2010 to almost $20 million, the highest level
of the five companies. Not surprisingly, increased spending was also reflected in hiring more people to
engage in lobbying (figure 1.19b).

21 Tencent only lobbied in 2020, while Baidu had no registered lobbying spending in the last decade.
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Figure 1.19. Lobbying by global digital platforms in the United States, 2010-2020
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Source: UNCTAD calculations, based on “Lobbying Data Summary”, Center for Responsive Politics, available at https://
www.opensecrets.org/federal-lobbying.

Global digital platforms from the United States are also actively lobbying in the European Union. Although
their spending is lower in Brussels than in Washington, D.C., Google, Facebook (FB Ireland Limited)
and Microsoft were occupying, in the same order, the top three positions on the list of companies and
groups lobbying spenders in the European Union as of 15 April 2021; Apple and Amazon (Amazon
Europe Core SARL) were within the top 20 and top 30, respectively, of the same category in Europe.?

These United States companies altogether spent more than $12 million in 2015 on lobbying activities
in the European Union, and almost doubled these expenses in 2020, to reach $24 million (figure 1.20a).
Among the Chinese digital platforms, spending on lobbying was registered only for Alibaba in 2018,
at an amount below the levels of the United States companies. The number of hired lobbyists by the
digital platforms in the European Union was significantly lower than in the United States (figure 1.20b).
However, their influence in the European Union also seems to be made in parallel by funding some think
tanks — “organizations that can influence new regulations by publishing studies and position papers
and organizing discussion forums — but these ties are often not at all clear”.?® The increase in lobbying

22 See LobbyFacts database, available at https://lobbyfacts.eu/reports/lobby-costs/all/0/2/2/2/21/0/2021-04-15.

2 See Corporate Europe Observatory, Big Tech Lobbying: Google, Amazon & friends and their hidden influence, available
at: https://corporateeurope.org/en/2020/09/big-tech-lobbying.
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Figure 1.20. Lobbying by global digital platforms in the European Union, 2015-2020
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Source: UNCTAD, based on LobbyFacts database, available at https://lobbyfacts.eu/about-lobbyfacts.
Note: This database did not include data for Baidu and Tencent.

activities by global digital platforms in the European Union is an evident sign of their rising power, but
also of their attempts to get ready for the key upcoming tech-related policies in the European Union that
could shape the industry’s future.

Another way in which digital platforms are increasing their market power in the data value chain is
by acquiring start-ups and investing in horizontal and vertical expansion (UNCTAD, 2019a). Digital
platforms that handle massive data are also the ones having increasingly invested in artificial intelligence
(Al), which in turn helps them to effectively use data, improve the user experience and attract new users
(and data). Therefore, these companies, and countries where they are based, are in a better position
regarding Al leadership, as well as in the management of global data, a crucial component of today’s
digital economy and future growth in all industries. The situation regarding Al developments at country
level is discussed further below.

Regarding mergers and acquisitions (M&A) of start-ups active in the Al segment, during the period
of 1 January 2016-22 January 2021, there were 308 M&A deals worth $28.4 billion. As shown in
figure .21, the top five companies in the world, by number of acquired Al start-ups in the same period,
were the Big Tech companies from the United States, followed by Baidu (sixth) and Tencent (eighth)
from China. Apple led this ranking, followed by Google and Microsoft. As for now, it seems that the
competition in Al is purely based on future expected profits and global leadership.

As major digital platforms enjoy the data advantage, they are also increasingly investing in Al-related
research and development, which is deemed key to reaping future benefits from processing and
analysing data. Al research takes place mainly in universities, research institutions and private
companies. The private tech firms constantly increased their participation in major Al conferences in the
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Figure .21 Number of acquisitions of Al start-ups, top ten acquirers, 2016-2021
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period 2000-2019 (Zhang et al., 2021) and for the most prestigious ones, they even dominate in the
number of submitted papers. As shown in figure 1.22, Google is by far the leading institution among the
top-tier Al research institutions, while Microsoft and Facebook also feature among the top 10.

In this context, platforms in the United States and China benefit from particularly good access to talent
and skills needed for the harnessing of data and Al. Most Al researchers, 59 per cent, work in the United
States, while China hosts another 11 per cent, leaving the remaining 30 per cent for the rest of the world
(figure 1.23). In terms of the origins of researchers, China accounts for 29 per cent and the United States
for 20 per cent. India and the Islamic Republic of Iran also represent important sources of such talent.

About two thirds of all students with master’s and PhD degrees in Al in the United States were foreign
students in 2016-2017. Among the international PhD students who graduated in the period 2014-2018
and started to work, almost 90 per cent stayed in the United States (Zwetsloot et al., 2019). Very
similar results were found by Zhang et al. (2021), who estimated for the year 2019 the share of foreign
students among the new Al PhDs in United States to be 64.3 per cent, and that 81.8 per cent of foreign
graduates stayed in United States.

A related issue is the professional choice of Al students after graduation. Regulators in the public sector
tend to lag the leading private companies in terms of technical knowledge in Al, as they fail to attract
the best talent. According to Zhang et al. (2021), the share of new Al PhDs who chose industry jobs
increased from 44.4 per cent in 2010 to 65.7 per cent in 2019. By contrast, the share of new Al PhDs
entering academia dropped from 42.1 per cent in 2010 to 23.7 per cent in 2019. For the remaining
part of the new Al PhDs in 2019, 10.6 per cent, it may be assumed that they joined the public sector
or non-profit organizations, or did something else. More detailed research on the same topic was
carried out by Zwetsloot et al. (2019). They conducted a study in the United States of two groups of
Al PhD postgraduates (domestic and international), and found that the United States postgraduates
engaged mainly in jobs in the private and academic sectors, while only 8 per cent went to work for
the Government or non-profit organizations (figure 1.24). This trend was more accentuated for foreign
students, as the vast majority started to work in the private sector (mainly in large companies), and only
4 per cent went to the public sector.

Professional career development also does not benefit the public sector. For those who graduated in
2014-2015 and switched sectors, of “the graduates who start in government or non-profit jobs, nearly
75 per cent leave for either industry or academia within four years. Around 20 per cent of the graduates
who started off in academia moved to the private sector, and 10 per cent of those who started off in
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available at https://macropolo.org/digital-projects/the-
global-ai-talent-tracker/.
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private sector travelled the opposite path” (Zwetsloot et al., 2019:13). The Al researchers moving from
academia to industry are another growing concern. This trend, driven by strong industry demand for
Al researchers with advanced technical skills, may create a brain drain that shrinks the pool of talent
available for public interest Al research (Jurowetzki et al., 2021). Ahmed and Wahed (2020) argue that
the unequal distribution of computing power in academia, or the computer divide, is adding to inequality
in the era of deep learning. Large technology companies have more resources to design Al products,
but they also tend to be less diverse than less elite or smaller institutions. This raises concerns about
bias and fairness within Al.

This imbalance — between the private sector on the one hand, and the public and academic sectors on
the other — in attracting the best Al talent should be rapidly addressed (a similar gap, as in the United
States, probably exists in other advanced economies and China). A failure on this matter will have
long-term consequences. Public authorities with technically limited Al capacity will struggle, or even
fail, to design and implement regulations in the fast-changing digital markets, driven increasingly by
innovative developments in Al. As a consequence, global digital platforms and other private companies
will continuously remain one step ahead of the regulators. Concerning the likely brain drain from
academia, it will result in the Al research being biased towards these companies’ methods to reach
commercial objectives, which are already creating concerns on issues such as the use of surveillance
tools and their impact on people’s privacy. However, the imbalances with regard to attracting Al talent
to the public sector are not the only ones that need to be addressed. There are other imbalances - for
example, with regard to gender. Box |.3 looks at the role of women in Al research.

The Internet of Things (lIoT) is likely to be the main way to collect data in the near future, through the data
generated by billions of connected electronic devices. Data can be collected through connected devices
such as sensors, meters, radio frequency identification and other gadgets that may be embedded in

Box I.3. Women working in Al research

There is a very important gender gap in Al talent. This is seen within academia and corporate sectors, as well
as among all countries actively involved in Al.

Concerning academia, among the PhD students in the Al field, there is strong male dominance. According
to the Stanford University Al Index 2021 Report (Zhang et al., 2021), female graduates of Al and Computer
Sciences PhD programmes in North America accounted for only 18.3 per cent of all PhD graduates in the
period 2010-2019. Taking another proxy to estimate the gender gap, at one of the most prestigious annual
Al conferences (Neural Information Processing Systems), between 2016 and 2019, the Women in Machine
Learning workshop attendance was on average only about 10 per cent of the total.

Another study of the top 21 academic Al conferences in 2018 estimated that only 18 per cent of the
conference authors were women, while this proportion was 19 per cent and 16 per cent in academia and
industry, respectively, by employment sector of origin of the authors. As for the cross-country comparison,
some economies are doing better than others, but the proportions are still a far way off from reaching anything
close to gender balance. The list of top performers includes Spain (26 per cent), Taiwan Province of China (23
per cent) and Singapore (23 per cent). The three leading countries in absolute numbers of female researchers
in Al have the following rates of female authors: United States (20 per cent), China (22 per cent) and United
Kingdom (18 per cent) (Gagné et al., 2019). In 2020, based on a different methodology of counting, the ratio
of female authors in Al publications was 15 per cent (Gagné et al., 2020).

At Google, the leader in Al publications in the two most prestigious Al conferences, female authors represented
only 10 per cent of all researchers in Al (Chin, 2018). The issue of the gender gap in the development and
deployment of Al technology is important because of the potential society-wide impact of machine learning,
probably the most important one of all current technologies for the future of our societies.

Source: UNCTAD.
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various Internet connected objects used in everyday life. With increasing digitalization of the global
economy, the data value chain takes place in multiple countries, and accelerates due to decreasing
costs and the easier use of more sophisticated technologies, including 10T (Nguyen and Paczos, 2020).
Thus, the growing use of 10T will lead to an increase in cross-border data flows in the future without
human intervention (Voss, 2020).

The key role of IoT in our lives has been highlighted during the COVID-19 pandemic. Some loT
applications that aided to fight it by providing critical data include connected thermal cameras, contact
tracing devices and health-monitoring wearables. Moreover, temperature sensors and parcel tracking
have helped ensure that sensitive COVID-19 vaccines are delivered safely. However, the increasing use
of loT has also raised concerns related to security, privacy, interoperability and equity (WEF, 2020a), that
need to be addressed through proper governance.

The size of the global IoT market was $308.97 billion in 2020. The market is projected to grow from
$381.30 billion in 2021 to $1.85 trillion in 2028, which represents an annual growth rate of 25.4 per cent
over 2021-2028 (Fortune Business Insights, 2021). According to the IDC (2020a) forecast for the period
2020-2024, worldwide spending on loT has been negatively impacted by the pandemic, although a
return to double-digit growth is expected in the mid-to-long-term, achieving an annual growth rate of
11.3 per cent over the forecast period. China, the United States and Western Europe will account for
about three quarters of all IoT spending. Although the three regions will have similar spending totals
initially, the spending by China will grow at a faster rate than the other two regions — 13.4 per cent
annual growth rate, compared with 9.0 per cent and 11.4 per cent — making it the leading country in loT
spending. The fastest annual loT spending growth will be in the Middle East and North Africa (19.0 per
cent), Central and Eastern Europe (17.6 per cent), and Latin America (15.8 per cent).

In 2020, for the first time, there were more IoT connections (e.g. connected cars, smart home devices
and connected industrial equipment) than there were non-loT connections (smartphones, laptops,
tablets and computers). By 2025, it is expected that there will be almost four loT devices per person
on average.?* Estimations by GSMA (2019a) project that the total number of IoT connections is set
to increase from 9.1 billion in 2018 to 25.2 billion in 2025. This will represent a $1.1 trillion revenue
opportunity by 2025. However, this revenue will be unevenly distributed by region, as shown in
figure 1.25. Sub-Saharan Africa, CIS and Latin America are expected to account for only 7 per cent of
the total revenue opportunity.

Figure 1.25. Geographical distribution of Internet of Things revenue by 2025
(Per cent)
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Source: UNCTAD, based on GSMA (2019a).
Note: Country groups are those of the source.

24 See loT Analytics, 19 November 2020, State of the loT 2020: 12 billion loT connections, surpassing non-loT for the first
time, available at https://iot-analytics.com/state-of-the-iot-2020-12-billion-iot-connections-surpassing-non-iot-for-the-
first-time/.
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It is estimated that the world economy benefited by $175 billion in 2018 from the productivity benefits to
businesses from the use of 10T; this is equivalent to 0.2 per cent of GDP. Over half of these benefits were
enjoyed by manufacturing businesses, making it the sector currently gaining the most from using loT.
Productivity benefits from business use of 0T are expected to rise to $3.7 trillion by 2025, representing
0.34 per cent of global GDP. The United States and China are leading the world in IoT productivity gains,
accounting for over 50 per cent of global benefits (GSMA, 2019b).

In terms of sectors, by 2025, connected industry will represent more than half of the total revenue
opportunity, followed by smart homes, which will represent 23 per cent of the total. Consumer electronics
will account for 15 per cent, and connected vehicles and smart cities will represent 5 and 4 per cent
of the total, respectively (GSMA, 2019a). Industrial loT connections will lead overall growth of total IoT
connections, at an annual average of 21 per cent between 2017 and 2025 (figure 1.26). As a result of
this significant growth, 10T connections for industry will account for over half of worldwide connections
by 2025. This will imply a significant change in the way that industries work.

IDC (2020b) estimates that data generated from connected loT devices will be 73.1 zettabytes by
2025, growing from 18.3 zettabytes in 2019. Most of these data will arise from security and video
surveillance, but industrial loT applications will also represent a significant share. This increase in overall
data resulting from loT will imply rising data flows across borders, as the different connected devices
can be located all around the world. So far, analyses on the relationship between loT developments and
cross-border data flows are scarce, although there seems to be agreement that loT will lead to a rise
in those flows. In a study for Brazil, Indonesia and South Africa, GSMA (2021) estimates that emerging
economies could reap major gains from deploying loT. Under conditions of open cross-border data
flows, they could have a considerable impact on economic output, in the form of increases in:

® GDP: up to 0.5 per cent in Brazil, up to 0.9 per cent in Indonesia, and up to 2.6 per cent in South Africa;

® Exports: up to 2.4 per cent in Brazil, up to 2.9 per cent in Indonesia, and up to 3.1 per cent in South
Africa;

® Employment: up to 0.2 per cent in Brazil, up to 0.4 per cent in Indonesia, and up to 1.3 per cent in
South Africa.

However, imposing restrictions on cross-border data flows would reduce the economic gains (measured
in GDP) from loT by 59 per cent for Brazil, 61 per cent for Indonesia and 68 per cent for South Africa.

Some leading global digital platforms — such as Alphabet (including Google), Amazon and Microsoft —
are also major providers of loT (UNCTAD, 2021d), which allows them to reinforce their data advantage.
This, combined with the marginal share of Africa and Latin America in the expected revenues from loT,

Figure 1.26. Global number of loT connections, by sector, 2018-2025
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points to IoT to contribute to the existing imbalances in a way similar to most other digital technologies.
This will require policy interventions to address resulting inequalities, including an equitable distribution
of the gains from the resulting cross-border data flows.

As loT facilitates much higher collection and consumption of data, the use of these technologies poses
increasing privacy and security concerns. As will be discussed in this Report, these considerations
accumulate further in the case of cross-border data flows, as sensitive data can be transferred to a
country where the jurisdiction may not apply the same standards of data protection as in the country
where the data are collected. In exploring the governance landscape for loT, WEF (2020a: 65-66):
concludes that “the many risks inherent in IoT have not yet been effectively mitigated, and the state of IoT
governance remains immature. At the same time, however, the effort to manage these risks can lead, in
some cases, to inappropriate regulation, which in turn can threaten the value and effectiveness of many
kinds of loT applications. The issue of cross-border data exchange is a case in point... As important as
it is to govern the use of many types of IoT applications, privacy and cybersecurity regulations remain
fragmented across the globe.”

The development of loT goes parallel to that of the deployment of 5G technologies, which is discussed
in the next section.

The fact that data are intangible does not mean that they are an ethereal entity. They need physical
support and are transmitted through and stored in physical infrastructures. This section looks first at
5G as a key technological development for the last mile connection to the end user. Then it discusses
the role of submarine cables and the potential of satellites for the long-distance connection (backbone)
as major channels of data transmission. Finally, it highlights the importance of Internet exchange points
(IXPs) for connecting networks and peering locally the Internet traffic, as well as of the cloud market and
data centres for data storage. In many of these areas, the global digital platforms are also expanding
their presence.

The development and deployment of 5G wireless technologies are key for the development of loT, due
to its higher capacity to handle massive volumes of data in comparison with previous generations.
The 5G technologies are expected to radically change mobile networks with superfast speeds, and
promises an end to congestion, by significantly reducing latency.

This technology started to be commercially deployed on the ground in 2020. However, it is mainly taking
place in developed countries, and some countries in Asia, notably China. This situation is expected
to remain in 2025 (figure 1.27). It is forecasted that 5G mobile data traffic will surpass 4G and lower
technologies by 2026 (figure 1.28). Even though North America and Europe have lower shares in global
mobile subscriptions in 5G technology, they have a larger share in global data consumption, because of
efficient networks, high-end user devices and affordable voluminous data packages.?

The 5G technology is expected to have a positive impact on customer experience of mobile devices in
terms of Internet quality connection and increased data volumes. Globally, this will accelerate the trend
to swap desktops (fixed broadband) for mobile devices, mainly for e-commerce shopping, videos and
gaming. Messaging and social networking applications, already and widely used on smartphones, will
also benefit from 5G. It will also affect cloud services. All of these will involve increased cross-border
data transfers. Because of its high capacity to handle data, as well as its potential economic impact,
5G is a key element behind the technology/trade conflicts between the United States and China, with
Chinese company Huawei, a leader in 5G development, at the centre.

% See Ericsson Visualizer, available at www.ericsson.com/en/mobility-report/mobility-visualizer?f=8&ft=28&r=1&t=1,20&s=4
&u=38y=2020,20268c=3 (accessed April 2021).
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=2&r=1&t=1,20&s=4&u=3&y=2020,2026&c=3 (accessed April 2021).

2. Submarine cables

It is estimated that about 99 per cent of international traffic goes through submarine cables (ITIF, 2019).
Their advantage over other channels, such as satellites (discussed below), is that cables can carry far
more data at far less cost.?®

Submarine cable connections are shown in figure 1.29, which also includes terrestrial transmissions. The
ITU Interactive Terrestrial Transmission Map takes stock of national backbone connectivity (optical fibre,
microwaves and satellite Earth stations), as well as of other key metrics of the ICT sector.?”

% See Submarine Cable FAQs, available at www2.telegeography.com/submarine-cable-fags-frequently-asked-questions.

27 More detailed submarine cable maps can be found at the Global Internet Map 2021, available at https://global-internet-
map-2021.telegeography.com/; and at Platform DIGITAL, available at https://go2.digitalrealty.com/rs/087-YZJ-646/
images/Map_Digital_Realty_2010_Platform_DIGITAL_Global_Map.pdf?_ga=2.119330761.1552758197.1613555008-
584212833.1613555008.
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Figure 1.29. Internet transmission map, June 2021

Source: UNCTAD, based on ITU Interactive Terrestrial Transmission Map, available at www.itu.int/itu-d/tnd-map-public/.

Regarding interregional routes, the map shows that the highest density of the submarine cable network
is in the northern transatlantic route and the transpacific routes, between the United States and Europe,
and between the United States and Asia, respectively. The map also shows that the largest density of
within-region connections are in Europe, East Asia and South Asia. Africa and Latin America show lower
density, both on intercontinental as well as intraregional interconnections; large areas in these regions
remain underserved.

The main users of international bandwidth are also the ones who are most heavily investing in cables.
These include content providers such as Google, Facebook, Amazon and Microsoft, but also include
carriers such as Telxius, China Telecom and Telstra.?® According to TeleGeography, “Unlike previous
submarine cable construction booms, content providers like Amazon, Google, Facebook, and Microsoft
are taking a more active role in this recent surge. These companies alone have such incredible demand
for data center traffic that they’re driving projects and route prioritization for submarine cables.”?® This
is illustrated in figure 1.30, which shows the share of international bandwidth capacity use by type of
provider.® As noted earlier in this chapter, an estimated 80 per cent of total Internet traffic relates to
videos, social networking and gaming services, which are to a high degree provided by major digital
platforms such as YouTube (Google), Netflix and Facebook, for instance.

Satellites are useful in reaching remote areas that are not wired by fibre. IDC (2021b) explores the
status of next-generation satellite connectivity and how it will open new connectivity use cases, not
only for remote locations, but also in suburbs, cities and towns. It concludes that the operational
edge, the tactical edge, and the remote enterprise and government edge will get a major boost in
terms of connectivity and functionality if/when 5G device-to-satellite becomes a reality; 5G-to-satellite
connectivity will open important use cases in commercial and military transportation, agriculture, oil, gas
and mining, and utilities, as well as remote residential broadband connectivity.

% See TelegGeography, 8 October 2019, Is Your Planned Submarine Cable Doomed?, available at https://blog.
telegeography.com/is-your-planned-submarine-cable-doomed.

29 See TelegGeography, 9 November 2019, A Complete List of Content Providers’ Submarine Cable Holdings, available at
https://blog.telegeography.com/telegeographys-content-providers-submarine-cable-holdings-list.

%0 For more details on the status of the submarine cable industry, see “Submarine Telecoms Industry Report 2020/2021
Edition”, available at https://subtelforum.com/products/submarine-telecoms-industry-report/.
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The big players, such as SpaceX and Amazon, have been investing heavily in fast satellite broadband.
They have each planned to spend approximatively $10 billion on satellite broadband.?' These companies
seek to provide broadband to remote and underserved places, helping schools and government overseas
operations, or providing Internet access to regions affected by natural disaster or conflict. Another major
reason behind these investments is the possibility to improve access to data from an increased number
of Internet users, and thus generate new revenues. The potential return on investment is huge. Morgan
Stanley (2020) estimates that “the global space industry could generate revenue of ... $1 trillion or more
in 2040, up from $350 billion, currently. Yet, the most significant short- and medium-term opportunities
may come from satellite broadband Internet access... satellite broadband will represent 50 per cent of
the projected growth of the global space economy by 2040—and as much as 70 per cent in the most
bullish scenario. Launching satellites that offer broadband Internet service will help to drive down the
cost of data, just as demand for that data explodes”.

4. Internet exchange points

The development of data-related domestic Internet infrastructure is as important for the functioning of
the Internet as the quality of connectivity and Internet coverage, to engage more people and companies
in the data-driven digital economy. This includes Internet exchange points (IXPs) and co-location data
centres. IXPs are physical locations where different networks connect to exchange Internet traffic
via common switching infrastructures. The networks that participate in IXPs can be Internet service
providers, content providers, hosting companies, Governments, etc. IXPs are dispersed across
countries, enabling local networks to efficiently exchange information, as they eliminate the need to
exchange local Internet traffic overseas. It has been shown that access speeds for local content can
improve as much as tenfold with an IXP, as traffic is routed more directly (Internet Society, 2015).

81 See Reuters, 30 July 2020, Taking on SpaceX, Amazon to invest $10 billion in satellite broadband plan.
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There were 556 IXPs in the world as of April 2021, with the highest number in developed economies
(293), followed by developing and transition economies (220 and 43, respectively). In terms of the
average number of IXPs per country in these groupings, there were 7.9, 3.9 and 2.6 IXPs per country,
respectively, in developed, transition and developing countries. At the regional level, Europe led, followed
by North America and Asia, in the absolute number of IXPs (figure 1.31). In terms of volume of data traffic
passing through these regional IXPs, Europe, with 28 per cent of all IXPs, led as well, with 60 per cent
of the global domestic bandwidth production. This is partly due to the fact that there are several IXPs
working as intercontinental hubs in Europe. Africa represented 9 per cent of all IXPs, but their domestic
bandwidth production was only 2 per cent.

The presence of an IXP cannot always ensure more benefits to local customers. For instance, Djibouti has
one IXP, which acts as a regional hub, providing services to neighbouring countries, but the monopolistic
structure of its telecommunications sector results in unaffordable Internet charges (World Bank, 2021).
Therefore, the presence of IXPs in a country or the greater volume of data exchanged through them
does not automatically translate into faster speeds and lower charges of Internet connection for local
users. Conversely, an inclusive IXP for domestic, international and diverse partners, which permits equal
treatment to all participants (often competitors), can encourage the data peering of their networks.
However, most developing countries lack domestic infrastructure to permit locally generated data to
be exchanged via IXPs, although investment in equipment to establish an IXP is not expensive (Internet
Society, 2015), stored at co-location data centres and processed on cloud platforms (World Bank, 2021).
The state of co-location data centres and cloud markets in the world is presented in the next subsection.

Cloud computing allows for the delivery of computing services over the Internet. In this way, companies
can access faster innovation processes and flexible resources, and benefit from economies of scale,
while they can store their data at much lower costs. Gartner (2019) predicts that, by 2025, 80 per cent
of enterprises will shut down their traditional data centres (10 per cent already did in 2019), and instead
move to co-location data centres and hyperscale data centres.

Co-location data centres are highly concentrated in developed countries. As of January 2021, within
a total of 4,714 co-location data centres, almost 80 per cent were based in developed countries,
mainly in North America and Europe. Only 897 were in developing countries, mainly in Asia, and 119 in
transition economies. Africa and Latin America hosted, respectively, 69 and 153 of these data centres.
It is worth noting that even though the EU27 and the United Kingdom had, respectively, 1,105 and
273 co-location data centres (compared with the 1,796 in the United States and only 154 in China),
Europe has not been able to reap the benefits from data to the extent that the United States and China
have. This suggests that it takes more to succeed in the data economy than investing in data centres.®?

In the case of hyperscale data centres,® the leading position is held by the United States, which
accounted for 39 per cent of the total of 597 hyperscale data centres by the end of 2020, followed by
China with 10 per cent and Japan with 6 per cent. The total number has more than doubled since 2015.
Amazon, Microsoft and Google collectively operate over half of all hyperscale data centres. Amazon
and Google opened the most new data centres in 2020, accounting for half of the additions (Synergy
Research Group, 2021a). Overall, as shown in figure .32, two companies from the United States
(Amazon and Microsoft) accounted for 52 per cent of total cloud infrastructure services revenues.

Data analysis and use, supported especially by data centres, can be very helpful for the achievement
of sustainability goals, including fighting climate change. However, the digital economy, in particular the
data centres, have environmental impacts that need to be accounted for (see box 1.4). The location of

%2 UNCTAD calculations, based on the Data Center Map database, available at www.datacentermap.com/datacenters.
html (accessed January 2021).

3 According to Equinix (2020): “A hyperscale data center is a type of wholesale colocation engineered to meet the
technical, operational and pricing requirements of hyperscale companies, such as Amazon, Alibaba, Facebook, Google,
IBM, Microsoft and a handful of others. These ‘hyperscalers’ require huge amounts of space and power to support
massive scaling across thousands of servers for cloud, big data analytics or storage tasks.”
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Figure 1.31. Internet exchange points, number and bandwidth by IXPs, by region, April 2021

0.7
1 — 2 MW Oceania
90 10
80 [ cIs
s 70 Africa
£ 60
=
2 g [ Latin America and
% Caribbean
= 40
= B Asia
g 3 36.5
&
20 I North America
158
10
Europe
0 p
Number of IXPs Domestic bandwidth production

(Terabits per second)
Source: UNCTAD calculations, based on Packet Clearing House database, available at https://www.pch.net/ixp/summary_
growth_by_country (accessed April 2021).

Figure 1.32. Cloud infrastructure service revenues, by provider, Q4 2020
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data centres can be driven by an environment logic (for example, in countries with moderate climate for
saving energy on cooling their infrastructures); but it is also based on other factors, such as the reliability
and cost of use of local energy infrastructures (see chapter Ill). The location of data centres is a key
issue in relation to cross-border data flows. As will be discussed in detail in chapter IV, requirements
to locate data storage in a particular territory are one of the measures used to regulate cross-border
data flows. Growth of loT and 5G uptake may represent an evolution in the data centre market from
a predominance of hyperscale data centres to so-called “edge data centres”, since the data latency
transmission needs will require data to be closer to the source.®* There are indications of a move
towards a multi-cloud system, which combines different types of data centres.

34 See CBlInsights, 11 March 2021, What is edge computing? Available at www.cbinsights.com/research/what-is-edge-
computing/.
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Box I.4. Energy consumption of data centres and data transmissions networks

Energy infrastructure and consumption are critical factors for the working of the data-driven digital economy.
According to The Shift Project (2019:16), the digital economy’s energy consumption as a ratio of global
energy consumption increased from 1.9 per cent in 2013 to 2.7 per cent in 2017, and was on course to
reach 3.3 per cent in 2020. Among the different segments of the digital economy, data centres and data
transmission networks together accounted for 35 per cent of total energy consumption in 2017 (19 and
16 per cent, respectively). According to the International Energy Agency (IEA, 2020), the global demand for
energy of data centres and data transmission networks were, respectively, 200 TWh (or 0.8 per cent) and
250 TWh (or 1 per cent), with mobile networks accounting for two thirds within the latter.

Data centres consume electricity in order to gather, store, transmit and analyse data. Although their global
level of consumption has remained constant over time, what has radically changed is the structure of data
centre types. The share in energy consumption of traditional data centres as a proportion of all data centres
fell from 90 per cent in 2010 to 30 per cent in 2019, reflecting the rise of cloud and hyperscale data centres.
|IEA forecasts that the share of hyperscale data centres will increase to almost 50 per cent of the energy
consumption by all data centres in 2022. As noted by IEA (2020), “If current trends in the efficiency of
hardware and data centre infrastructure can be maintained, global data centre energy demand can remain
nearly flat through 2022, despite a 60 per cent increase in service demand. Strong growth in demand for
data centre services continues to be offset by ongoing efficiency improvements for servers, storage devices,
network switches and data centre infrastructure, as well as a shift to much greater shares of cloud and
hyperscale data centres. ... The shift away from small, inefficient data centres towards much larger cloud and
hyperscale data centres is evident in the shrinking share of data centre infrastructure in total energy demand.”

Source: UNCTAD.

Benefits and costs of data emerge in large part from their use in feeding Al algorithms, to provide insights
and predict behaviours. There is a bidirectional relationship between Al and data: without data, the
contribution of the Al field would be limited to knowledge-based systems governed by “if-then rules”;
and without Al, the value that could be extracted from data would be limited to human experience and
theoretical understanding of the real-world phenomena, only enhanced with faster and more precise
computation capabilities that machines could offer. Huge benefits can be derived from Al and the control
of data, which provide not only economic gains, but also enormous power and capacity to control and
shape the future of technology, the economy and society. This results in a highly competitive race for Al
leadership among countries worldwide. There is also intense competition in the private sector among
the big digital platforms, which are all very active in Al-related investment.

At the country level, the United States is leading in Al development, with China rapidly catching up.
These two countries accounted for as much as 94 per cent of all funding of Al start-ups between
2016 and 2020.% The European Union is falling behind.® Developing countries are at a disadvantaged
position on Al development, particularly those in Africa and Latin America. A study about the current
and potential use of Al by start-ups and small and medium-sized enterprises in low- and middle-income
countries in four regions — sub-Saharan Africa, North Africa, South Asia and South-East Asia —
concluded that “while Al has the potential to achieve social good, positive outcomes are not guaranteed.
There are many fundamental questions about data protection, ingrained bias as a result of poor data
collection methods, social inclusion and the responsible use of Al. Al enables new technologies to
improve efficiency and productivity, but it may also deepen inequalities, hindering the achievement of

3 UNCTAD, based on CBlInsights data, available at www.cbinsights.com (accessed January 2021).

% For a detailed comparison of the situation with regard to Al development in the United States, China and the European
Union, see Castro and MclLaughlin (2021).
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the United Nations Sustainable Development Goals. Since increased use of data introduces further
privacy and ethical concerns, Al solutions should be guided by sound privacy and ethical principles”
(GSMA, 2020c:2).

It is estimated that global investment in Al companies has increased tremendously over the past
five years. In 2019 alone, privately held Al companies attracted nearly $40 billion in disclosed equity
investment across more than 3,100 discrete transactions. Because some transactions do not have
publicly disclosed values, total transaction value could have been significantly higher — as much as
$74 billion. The United States has the world’s largest investment market in privately held Al companies
(Arnold et al., 2020). Global digital platforms are playing a key role, thanks to their advantage in accessing
massive amounts of data.®” The evolution of private investment in Al companies in recent years is
presented in figure .33, which shows the limited role of developing countries, apart from China. In
terms of government spending on Al, China ranks first (at around $22 billion), followed by Saudi Arabia,
Germany, Japan (all below $4 billion) and the United States (at around $2 billion).%®

Once the situation of all stages of the data value chain has been reviewed, from data collection to data
use in Al, passing through transmission and storage, an element that is present in all these stages is
the use of semiconductors. They are essential for data flows and for the digital economy to work. The
semiconductors market has been negatively affected by the disruption of global value chains, due to
the pandemic. Semiconductors are also a major factor in the geopolitics dynamics connected to digital
technology developments (see box I.5).

Figure 1.33 Private investment in Al companies, by economy, 2015-2020
(Billions of dollars)
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Source: UNCTAD calculations, based on the publicly available database of NetBase Quid — 2021 Al Index Report (Zhang
et al., 2021), available at https://aiindex.stanford.edu/report/ (accessed April 2021).

87 See Unite.ai, 17 October 2020, Investments by Tech Giants In Artificial Intelligence is Set to Grow Further, available at
www.unite.ai/the-investments-of-tech-giants-in-artificial-intelligence-is-set-to-grow-further/.

% Data are as publicly announced in the national Al strategy report. See Tortoise, “The Global Al Index, Spotlighting the
G20 nations”, available at www.theglobalaisummit.com/FINAL-Spotlighting-the-g20-Nations-Report.pdf.
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Box I.5. The semiconductor market

With the exponential growth of data, chips are increasingly needed for data generation, transfer, processing and
storage. Contrary to most of the digital technological developments, which are mostly led by the United States
and China, the latter does not play a prominent role in the semiconductor market. The United States accounted
for 47 per cent of total sales in 2020, and the Republic of Korea for another 20 per cent (box figure). China
ranked only sixth, with 5 per cent of total sales.

In 2021, the semiconductor market has been experiencing a situation of scarcity due to the pandemic.
The boom in consumer electronics led to a surge in demand and the global semiconductor value chain
experienced difficulties, resulting in a shortage of supply (Varas et al., 2021).

Box figure. Semiconductor sales, by economy, 2020

(Share of world total in per cent)

Rest of the world
1

China

Taiwan Province of China

European Union 10

United States

Japan

Republic of Korea

Source: UNCTAD calculations, based on 2021 Factbook, Semiconductor Industry Association, available at
www.semiconductors.org/wp-content/uploads/2021/05/2021-SIA-Factbook-FINAL1.pdf.

J. DATA IN RELATION TO HUMAN RIGTHS AND SECURITY

Data are not just an economic resource. They are also closely related to issues of privacy and human
rights in general, as well as security. Data can be abused or misused in ways that can affect political
systems and democracy. Some high-level events have served as reminders of the need for these issues
to be carefully addressed. Some of the most well-known incidents include: in 2013, the disclosure
by Edward Snowden of global surveillance programmes; in 2018, the information that consulting
firm Cambridge Analytica had obtained the personal data of users without their consent; and, in
2020-2021, concerning revelations and investigations into data protection issues with regard to the
facial recognition company Clearview. The data-driven digital economy has also given rise to significant
cases of misinformation and disinformation. The digital world is filled with “fake news”, which allow for
the manipulation of society. This phenomenon became highly evident with the COVID-19 pandemic,
giving rise to what the World Health Organization qualifies as an “infodemic”.*®

The 2020 Ranking Digital Rights Corporate Accountability Index evaluates “26 of the world’s most
powerful digital platforms and telecommunications companies on their publicly disclosed commitments
and policies affecting privacy and freedom of expression and information. These companies held a
combined market capitalization of more than $11 trillion. Their products and services affect a majority
of the world’s 4.6 billion internet users. In 2020, we saw improvements by a majority of companies

% See World Health Organization, Infodemic, available at www.who.int/health-topics/infodemic#tab=tab_1.
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and found noteworthy examples of good practice. But these things were overshadowed by findings
demonstrating that the global Internet is facing a systemic crisis of transparency and accountability.
Users of the world’s most powerful digital platforms and telecommunications services are largely in the
dark about who has the ability to access their personal information and under what circumstances.
People lack basic information about who controls their ability to connect, speak online, or access
information, and what information is promoted and prioritized”.® The results for digital platforms are
presented in table 1.3.

While human rights and security are of a more qualitative nature and cannot be easily quantified, this
section provides some information about trends that point to increased societal concerns that need to
be addressed.

1. Privacy and surveillance

With the explosion of data flows, a large proportion of which are personal data, privacy issues have
become a major concern globally. Several surveys reflect the increasing concerns of individuals about
their privacy as digitalization increases. For example, according to the 2019 CIGI-lpsos—UNCTAD
Global Survey on Internet Security and Trust, 78 per cent of the people surveyed were concerned
about their online privacy, with over half being more concerned than they were a year ago. This marked
the fifth year in a row that a majority of those surveyed said they felt more concerned about their online
privacy than in the previous year.*' In the United States, another 2019 survey revealed that the majority
thinks “their personal data is less secure now, that data collection poses more risks than benefits, and
believe it is not possible to go through daily life without being tracked”.*

Table 1.3. Index of Digital Rights Corporate Accountability for digital platforms, 2020

(Per cent)
Twitter 53 a7 60 51
Verizon Media 52 64 40 51
Microsoft 50 65 40 51
Google 48 54 46 48
Facebook 45 62 35 46
Apple 43 49 22 54
Kakao 42 42 38 44
Mail.Ru 27 23 19 33
Yandex 27 24 20 33
Alibaba 25 7 17 36
Baidu 25 11 13 a7
Samsung 23 29 15 25
Tencent 22 4 15 32
Amazon 20 6 14 28

Source: UNCTAD, based on 2020 Ranking Digital Rights Corporate Accountability Index, available at
https://rankingdigitalrights.org/index2020/.

4 See 2020 Ranking Digital Rights Corporate Accountability Index, available at https://rankingdigitalrights.org/index2020.
4 See www.cigionline.org/internet-survey-2019.

42 Pew Research Center, 15 November 2019, Americans and Privacy: Concerned, Confused and Fegling Lack of Control
QOver Their Personal Information, available at www.pewresearch.org/internet/2019/11/15/americans-and-privacy-
concerned-confused-and-feeling-lack-of-control-over-their-personal-information/.
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During the pandemic, in order to trace the contagion and prevent social contact with people having
the virus, a number of contact tracing applications were developed. These raised a debate with regard
to privacy issues and data protection. It appears that these have been more successful in Asia than in
Europe or the United States. Indeed, in a 2020 Cisco survey on privacy in the pandemic, 60 per cent of
people expressed concern about their data being protected in the tools they were using.*®

The Snowden scandal was a wake-up call around the world about the activities of Governments to
survey the population. However, surveillance is equally practiced by the public as well as by the private
sector, as companies control a lot of data on individuals. The difference is that Governments’ surveillance
is mainly for security and political control, while private companies’ surveillance focuses on commercial
exploitation of data. This can have significant implications in terms of human rights. According to the
analysis of Feldstein (2019) on the global expansion of Al surveillance, a growing number of States are
deploying advanced Al surveillance tools to monitor, track and surveil citizens. Al surveillance technology
is spreading at a faster rate to a wider range of countries than experts have commonly understood. At
least 75 out of 176 countries are actively using Al technologies for surveillance purposes. This includes
countries with smart city/safe city platforms, facial recognition systems and smart policing. China is a
major driver of Al surveillance worldwide, and companies in the United States are also active in this
space. Al surveillance technology supplied by these firms is present in 32 countries.

A key technological development for surveillance purposes is facial recognition. This has been very
controversial all around the world, and is leading to debates about banning it. In total, there are
now 109 countries that are either using or have approved the use of facial recognition technology
for surveillance purposes. Meanwhile, in 2019, Belgium found a pilot project using facial recognition
technology at an airport to be in breach of federal law, and France and Sweden recently banned the use
of facial recognition in schools. In the United States, San Francisco became the first city in the country
to ban facial recognition technology outright in 2019. Since then, several other cities, including Oakland
and Northampton, have voted to ban it.** The European Union data protection authorities have also
called for a ban on the use of these technologies.*®

There are plenty of security threats related to data on the Internet, including data breaches, identity
theft, malware, ransomware and other types of cybercrime. The analysis of the recent evolution of data
breaches shows that, as a general trend, the number of security incidents decreased between 2015
and 2019. However, incidents that resulted in confirmed disclosure of data to unauthorized parties (data
breaches) were fairly constant (about 2,000 cases) in the 2015-2018 period, and in 2019 surged to
3,950 cases. North America was by far the most affected region by the number of incidents and data
breaches, followed by Asia and the Pacific, which had a higher frequency of data breaches in proportion
to all incidents. These two regions are followed by Europe, the Middle East and Africa. The coverage for
Latin America and the Caribbean was limited, so the numbers of incidents and data breaches are small,
but do not reflect a better defensive system against data breaches.*¢

Data breaches have become more prevalent due to cloud computing and increased digital storage.
As a result of the pandemic, 2020 was an exceptional year, with industries being severely impacted
in every corner of the globe. This eased the way for cybercriminals targeting vulnerable victims in the
health care industry, as well as those who were unemployed or working remotely. For example, scams

4 Cisco, 2020 Consumer Privacy Survey: Protecting Data Privacy During the Pandemic and Beyond, available at www.
cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-consumer-privacy-infographic-2020.pdf.

4 For more details, see the Facial Recognition World Map, available at https://surfshark.com/facial-recognition-map; and
Nature, 18 November 2020, Resisting the rise of facial recognition.

4 See European Data Protection Supervisor, 21 June 2021, EDPB & EDPS call for ban on use of Al for automated
recognition of human features in publ