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FOREWORD

The Guidelines on Consumer Protection: Business Engagement and the accompanying analysis are based on a
range of sources as well as exchanges with colleagues in the MENA (Middle East and North Africa) region. The
sources include the 2015 Inception Report and survey data from some of the countries, provided to UNCTAD
secretariat. These are set in the context of the United Nations Guidelines for Consumer Protection first drafted
in 1985 expanded in 1999, and most recently revised in 2015. Other UNCTAD sources are used, in particular
the Manual on Consumer Protection, first published 2004 and later revised in 2016-17. It was then published
as a provisional advance copy for the UNCTAD Ministerial Conference in July 2016. The analysis of legislation
is heavily concentrated on consumer protection acts in the countries studied, namely Algeria, Egypt, Jordan,
Lebanon, Morocco, Tunisia and the State of Palestine. Readers are advised that other legislation, covering
particular sectors will also contain protections for consumers. However, although such legislation is referred to
wherever possible, it is too extensive to be subjected to the same levels of detailed analysis. Of note, it is possible
that some inaccuracies may occur due to the translation of documents from Arabic into English and/or French.
These languages are the main ones in which the consumer protection team is working.

The present guidelines are accompanied by a sister volume of Guidelines on Consumer Protection: Agency
Structure and Effectiveness in MENA Region. They also form part of a series which also includes competition
policy: Good Governance Guidelines: Independence and Transparency, and Competition Guidelines: Leniency
Programmes; UNCTAD, MENA programme, 2016. Readers are recommended to refer to those publications
whenever possible.

vii
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1. INTRODUCTION

A consumer protection framework covers a range
of institutional mechanisms. The accompanying
document, titled Consumer Protection Guidelines:
Agency Structure and Agency Effectiveness in the
MENA Region (2017) provides guidelines to state
agencies for consumer protection. It informs readers
that the essential elements of a consumer protection
framework are as follows:"

A national consumer policy that sets out the approach
of the State towards consumer protection, enumerates
the rights of consumers, and apportions responsibility
for consumer protection to appropriate official organs;,

A designated consumer protection agency responsible
for the development and enforcement of consumer
protection, whereby an agency can collaborate closely
with the different relevant ministries, and consult with
other stakeholders such as consumer organizations,
business, academics and the media.

This volume attempts to enlarge the circle of concerned
stakeholders to include business - not solely as a
“subject” or recipient of consumer protection law and
policy - but equally with a responsibility to comply.
Business is envisaged as a potential partner with
government and with other stakeholders, including
consumers. It is understood that each party will
have a specific contribution to make. Furthermore,
it is argued that participation by the business sector
serves not only in the public interests but also in
the interests of business as well. The guidelines are
constructed in line with the analysis and referred to
as “recommendations” in order to distinguish them
clearly from those in the United Nations Guidelines for
Consumer Protection, which are available in Arabic,
Chinese, English, French, Russian and Spanish at the
UNCTAD website.?

Initially, the international context is set where there is
no absolute “gold standard” for consumer policy and
practice. A major standpoint for comparative study is
that of the United Nations Guidelines for Consumer
Protection (UNGCP), which have served as the
baseline for the accompanying guidelines for consumer
protection agencies. They provide a multilaterally and
unanimously agreed set of principles that have been
endorsed by the United Nations General Assembly -
a truly global body which includes all the beneficiary
countries in the MENA program on consumer
protection.> The UNGCP incorporates other bodies

together with their principles and objectives such as
those agreed under the Sustainable Development
Goals (SDGs), and other guidelines issued by the
OECD for e-commerce and the G20 (through the
OECD) for consumer protection in financial services.*
Those sources are referred to as and when appropriate
as well as others, including ISO standards which have
a particularly important role to play given that they are
often designed with business in mind.

1.1 CONSUMER PROTECTION LAW
AND POLICY: UNITED NATIONS
GUIDELINES FOR CONSUMER
PROTECTION

The UNGCP document was most recently revised
in late 2015 and their stated “Objectives” include
Guideline (from here on abbreviated to GL) 1¢) which
aims “to encourage high levels of ethical conduct for
those engaged in the production and distribution of
goods and services to consumers,” thus addressing
the essence of producer-consumer relations. Section
V. A - “National policies for consumer protection” -
is directed specifically at governments. Its first sub-
paragraph, GL 14 a) encourages “good business
practices.”

The revised UNGCP contains a new and substantial
part, namely Section IV on “Principles for Good
Business Practices” (GL 11). It sets out principles
as “benchmarks for good business practices for
conducting online and offline commercial activities
with consumers.” Its significance is that it explicitly
addresses business as opposed to governments. This
is a departure from previous versions of the UNGCP
which directed such proposals predominantly at
governments. The sub-headings of this new section
are listed below and further analysed in 3.2 (see on):

e Fair and equitable treatment;

e  Commercial behaviour;

e Disclosure and transparency;

e Education and awareness-raising;

e Protection of privacy;

e Consumer complaints and disputes.

The most quoted section of the UNGCP is GL 5 which
refers to the “legitimate needs” of consumers. These
are discussed in detail in the Guidelines on Consumer
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Protection: Agency Structure and Effectiveness and
referred to in Section 5 of this volume. The applicability of
the UNGCP to state-owned enterprises under GL 2 is also
significant as it explicitly binds the “merchant” activities
of States to consumer protection principles - being a
major extension of scope. Thus, it extends the concept
of business conduct to public sectors which have all too
frequently failed to apply customer care principles.

1.2 RESPONSIBILITY IN BUSINESS:
CORPORATE SOCIAL RESPONSIBILITY
AND CO-RESPONSIBILITY

The landscape of regulation has spread beyond
governmental direction to variants involving business
and other stakeholders. These include self-regulation,
co-regulation (alongside the state), and in recent
years, corporate social responsibility (CSR), by
which companies voluntarily adopt ethical objectives
as corporate citizens. CSR generally extends far
beyond consumer protection matters by considering
environmental and labour issues as well.

1.2.1 Self-regulation and co-regulation

The UNGCP broaches issues of self-regulation in GL 31,
stating “Member States should, within their own national
context, encourage the formulation and implementation
by business, in cooperation with consumer organizations,
of codes of marketing and other business practices
to ensure adequate consumer protection. Voluntary
agreements may also be established jointly by business,
consumer organizations and other interested parties.
These codes should receive adequate publicity.”

Self-regulatory codes - or “soft law” - should be
complementary to consumer protection laws and set
out agreed principles for consumer protection and
responsible business behaviour. They can take the
form of self-regulation by the industry or co-regulation
between the state and industry. Though not legally
enforceable, unless explicitly legislated, they have the
force of moral authority over businesses, and form
part of the corporate governance structures by which
concerned businesses are expected to operate.

There are three broad sets of circumstances for
which self-regulation is designed. One is where the
task of protecting consumers has been delegated
by government to the professions and reinforced by
legislation and licensing arrangements. One could term
this “delegated self-regulation” - as it is commonly
referred to by lawyers and doctors, and with the overall
emphasis increasingly being on stakeholder verification.

The second form of self-regulation is where a group
of businesses choose to regulate themselves, making
voluntary commitments to behave in a certain way. This
is the case in Switzerland, for example, and could be
described as “voluntary self-regulation.” Commitments
should go beyond any legal requirements and set
standards in areas where there are none set by law.

The third option is a “hybrid” route and under this category,
criteria can be set by government for schemes to describe
themselves as self-regulatory while guarding the integrity
of the description. Such criteria include:

e Benefits to consumers which go beyond
the law;

e The organization that sets up a code having
a significant influence in the sector;

e Independent organizations such as
consumer or advisory bodies that have
influence on the preparation of the code;

e Adequate complaints mechanisms and
redress for breaches of the code;

e Review and monitoring of the scheme;
e Sanctions against failure to comply;
e Adequate publicity.

Under this hybrid model, the state vests its own
authority through a badge of approval. Crucially, the
state holds the reserve power to legislate should the
self-regulatory mechanisms prove too weak.

The recent trend has been towards co-regulation in
particular because the reserve powers of governments
allow them to maintain the schemes up to standard
and to inform the public - who can often be sceptical
- that they are fulfiling their responsibilities. This was
the basis of the Consumer Codes Approval Scheme
in the United Kingdom of Great Britain and Northern
Ireland where the Office of Fair Trading (OFT) was set
up to validate the integrity of self-regulatory consumer
codes. Where codes failed to meet certain criteria, the
approval by the OFT was withdrawn.® The scheme
continued in a slightly different form from 2013 under
the Consumer Codes Approval Board and by the
Trading Standards Institute. The latter liaises with local
trading standards departments and, in this way, the
integrity of the self-regulation “brand” is safeguarded.

One key argument in favour of self-regulation is that its
flexibility can make it easier to operate across borders.
To note, there are challenges concerning the legal
enforceability of cross-border regulation arising from
jurisdictional issues. Such disputes may be avoided
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by cross-border codes precisely because they are not
laws. Clearly, within a given multinational company,
the scheme should be relatively easy to establish with
common criteria being agreed upon. However, and for
consideration, sectoral codes may also be established
at the global level. The concept of a public commitment
to standards of conduct by companies to respect
certain codes of conduct wherever they operate is a
core element, which places great responsibility on the
businesses concerned.

In the field of advertising, for example, the International
Chamber of Commerce (ICC) developed a
Consolidated ICC Code of Advertising and Marketing
Communication Practice that is designed with business
in mind. It is also intended to provide ethical guidelines
that create a level playing field while minimizing the
need for legislative or regulatory restrictions. For the
consumer, it is designed to build trust by assuring them
that advertising must be honest, legal, decent and with
easy redress when transgressions occur.® Related work
has been developed in a number of areas, including
behavioural advertising, food and beverage marketing,
environmental marketing and direct selling practices.”

The UNCTAD 2013 survey on the implementation of the
UNGCP (1999 version) reported briefly on self-regulation
codes and agreements, noting that they were promoted
by consumer protection agencies and adopted by the
private sector. UNCTAD noted that self-regulation can be
initiated privately and with very satisfactory results - as in
Switzerland.® Although Swiss law did not mandate private
codes of marketing, or other business practices, the
marketing sector had formulated its own which was based
on the Federal Act against Unfair Competition. Where a
business violated this code, then a consumer could file
a complaint at a private commission which would decide
whether such a code had, indeed, been breached.®

The Federal Trade Commission of the United States of
America has gone further and put forward the policy
that should a company publicly claim to follow the
principles set out in a code - and then fail to do so -
then they can be found guilty of deceptive practices. ™
This is a very simple step and one which seems to be a
good bridge between statute and codes.

It is important to note that voluntary codes should never
be limited to restating legal obligations, and that they
should always be more ambitious than the minimum
legal requirements. Indeed, if a code merely adhered to
the law then it would, ironically, have the contradictory
effect by implying that businesses could pursue
alternative options without necessarily having to comply.

Fortunately, businesses consistently try to avoid the
embarrassment arising from the violation of their public
commitments to a standard, and this preventive effect
should not be underestimated. In the last analysis, self-
regulation does not prevent statute from being put into
place; the two routes are not incompatible but mutually
reinforcing.

1.2.2 Corporate Sacial Responsibility

CSR concemns good corporate citizenship and has
developed more spontaneously than self-regulation but
without the pressures of government. This has often been
in the face of criticisms of business by non-governmental
organizations (NGQOs), including consumer associations.
[t covers a range of issues such as human rights and
environmental matters that go beyond transactions
between consumers and business. Interest in CSR has
intensified over the first decades of the twenty-first century.
This has resulted in important publications such as ISO
26000 Guidance Standard on Social Responsibility'" and
the OECD Guidelines for Multinational Enterprises.'?

ISO 26000: In 2002, the ISO’s Consumer Policy
Committee put forward the proposal for a ground-
breaking standard on corporate social responsibility.
The negotiation process attracted enormous interest
involving 70 countries, 80 consumer experts, 30 liaison
organizations and six stakeholder groups, including
consumers.'® The standard was published in 2010 and
has been adopted as a national standard in over 80
countries with translations appearing in 22 languages. '
Social responsibility principles emanating from 1SO
26000 are referenced in the new Tunisian constitution
and governance framework as well as Egypt’s
sustainable development strategy.'®

This was the first time that consumer issues were
recognized by ISO as a “core issue” and in connection
with social responsibility. The other significant change
was that social responsibility was widened beyond
“corporate” to also embrace “social” responsibility. This
means that it could be applied more widely than the
private sector - where it had previously tended to be
concentrated. For example, state-owned enterprises
have often been under-regulated in terms of consumer
rights. This tendency may well be reversed under the
wider definition of social responsibility.

ISO 26000 is not a “certifiable” standard - the guidance
standards are developed by consensusinthe committee.
That is to say that it does not have precise quantifiable
standards that can be measured against enterprises
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which are considered to have “passed” or “failed.”
Since it does not contain precise targets (in contrast
to food standards, for example), it cannot amount to
a barrier to trade. Of note here, no government can
actually ban imports of a product if the enterprise does
not follow ISO 26000 in its production processes.®
In anticipation of potential misunderstandings on the
nature of the new standard, ISO is fairly explicit, stating
“ISO 26000 is not a management system standard. It
is not intended or appropriate for certification purposes
or regulatory or contractual use.”"” Its value, therefore,
is in being a publicly stated moral commitment. It is
particularly relevant today due to the growing emphasis
by consumer associations and individual consumers on
ethical purchasing and information about products.

Inthe chapter that deals with consumer issues, ISO 26000
drew upon the UNGCP as a framework. (This was prior
to the 2015 revision). In addition to cross-referencing the
“legitimate needs” as outlined in GL 5 of the UNGCP, four
principles were put forward in the standard. These are:

e Respect for the right to privacy (drawn from
the Universal Declaration of Human Rights
and incorporated within the UNGCP in 2015);

e The precautionary approach, drawn from
the Rio Declaration on Environment and
Development;

e Promotion of gender equality and the
empowerment of women, drawn from

United Nations Universal Declaration of
Human Rights;

e Promotion of a universal design so that
products can be used by everyone,
especially disabled people.

Building on the totality of the principles listed above,
specific issues identified by the consumer chapter
include:

e Fair marketing, factual and unbiased
information and fair contractual practices;

e Protecting consumers’ health and safety;

e  Sustainable consumption;

e Consumer service, support, and complaint
and dispute resolution;

e Consumer data protection and privacy;

e Access to essential services;

e Education and awareness.

At the time of publication of ISO 26000 in 2010,
neither privacy or access to essential goods and
services were part of the UNGCP. In that sense, I1ISO
was ahead in including those two elements, which
were later inserted into the revised UNGCP in 2015.

Box 1 below gives examples of the implementation of
ISO 26000 in the MENA region. What is notable about
them is the very practical outcomes, particularly in the
infrastructure sectors, including public services.

Box 1:
1S0 26000 in the MENA region

ISO has conducted a project in the MENA region to promote the sustainable development dimension of
ISO 26000. The countries concerned are Algeria, Egypt, Jordan, Lebanon, Morocco and Tunisia. Equally
involved are a wide range of stakeholders, including consumer organizations in national events. The benefits
for consumers that emerged from the activity were identified as follows:

Algeria: Reduced consumption of energy and water in the Ministry of Public Works; Reduction of water use
and contamination in the production of fruit juices; Development of biodegradable packaging.

Egypt: Reduced water consumption in the tourism sector;

Jordan: Reduced water consumption in the Environmental Protection Agency; Improved patient satisfaction
in hospitals; Improved consumer satisfaction in the water sector and reduced fuel use;

Lebanon: Reduced water and energy use in the education sector; Reduced water and energy use in the wine
sector;

Morocco: Improved water and electricity networks including reporting mechanisms, treatment of toxic waste,
and water re-use;

Tunisia: Better customer relations in banking sector; Reduced water use in pharmaceutical sector; Improved
recycling of waste; Improved energy networks in poor areas; Development of renewable energy and consumer
education on energy saving.

Source: ISO, 2016, Impact study of the SR MENA project.
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Organization for Economic Cooperation and
Development: The OECD’s revised Guidelines for
Multinational Enterprises (MNESs) were agreed in 2011
- and without reference to ISO 26000."® They provide
guidance on human rights; employment and industrial
relations; environment; combating bribery; bribe
solicitation and extortion; consumer interests; science
and technology; competition and taxation. Unlike
ISO, the OECD Guidelines foresee a mechanism to
voice complaints regarding non-observance of the
Guidelines through national contact points in all OECD
Member States. Consumer issues are common to
both guidelines - as are human rights, environment
and employment matters. In simpler terms, OECD
describes principles and policies, while ISO offers
more detailed guidance on practices.

1.3 THE UNITED NATIONS GUIDING
PRINCIPLES ON BUSINESS AND
HUMAN RIGHTS

Completing the picture are the United Nations Guiding
Principles on Business and Human Rights, widely
known as the “Ruggie Principles,” and adopted by
the United Nations in 2011. They set global standards
regarding human rights in the context of business.® They
encompass three pillars, namely “Protect,” “Respect”
and “Remedy.” Together, they outline how States and
businesses should implement the framework. Unlike
the OECD’s Multinational Enterprise Guidelines, they
are not solely aimed at multinational enterprises, but
should apply to the full range of businesses. Unlike the
MNE Guidelines and ISO 26000, the UNGPB document
does not have a “consumer chapter.” However, and as
shown below, they are relevant to consumer protection.

The Ruggie Principles have received wide support
from States, civil society organizations as well as the
private sector. In presenting the drafted principles
to the United Nations Human Rights Council in
2011, Professor Ruggie explained that “The Guiding
Principles’ normative contribution lies not in the creation
of new international law obligations but in elaborating
the implications of existing standards and practices for
States and businesses; integrating them within a single,
logically coherent and comprehensive template; and
identifying where the current regime falls short and how
it could be improved.”® The Human Rights Council
unanimously endorsed the Guiding Principles - and
in doing so they created the first global standard for
preventing and addressing the risk of adverse human
rights impacts linked to business activity.

Highlighted below are those elements of particular
relevance to consumers:

e Protect: The state’s duty to protect human
rights;

This pillar reaffirms the state’s existing obligations under
international human rights law through regulation,
policymaking, investigation and enforcement. It should
be borne in mind that some of the “legitimate needs”
of consumers are considered by the United Nations
to be human rights. Such an example is access to
drinking water - which is often the responsibility of
state-owned enterprises.

e Respect: Corporate
respect human rights;

responsibility  to

The corporate responsibility to respect human
rights indicates that businesses must act with “due
diligence” to avoid infringing on the rights of others
and to address negative impacts with which they
are involved. This suggests, for example, proper
investigation of product safety by businesses before
their release in to a given market.

e Remedy: Access to remedy for victims of
business-related abuses;

Having effective grievance mechanisms in place
through judicial, administrative, and legislative means
is crucial in upholding the state’s duty to protect and
the corporate responsibility to respect. The Ruggie
Principles dictate that non-judicial mechanisms -
whether state-based or independent - should be
legitimate, accessible, predictable, rights-compatible,
equitable, and transparent. Similarly, company-level
mechanisms are encouraged to operate through
dialogue and engagement - as opposed to the
company acting as the adjudicator of its own actions.
This is very much in line with the UNGCP principles for
good business practices - as are under discussion in
this report.

Professor Ruggie’s report to the United Nations
determined that “States have adopted a range
of approaches in this regard. Some are domestic
measures with extraterritorial implications. Examples
include requirements on “parent” companies to report
on the global operations of the entire enterprise;
multilateral soft-law instruments such as the Guidelines
for Multinational Enterprises of the Organization for
Economic Co-operation and Development; and
performance standards required by institutions that
support overseas investments.”?' It could, therefore,



Guidelines on Consumer Pratection: Business Engagement

be argued that MNEs operating in the MENA region
could be scrutinized by governments and/or NGOs.

The Ruggie Principles note that the state should
take additional care in monitoring and preventing
human rights abuses by business enterprises that are
owned, controlled, or supported by the state. This
is in anticipation of the widening of the scope of the
United Nations Guidelines on Consumer Protection
which occurred in 2015. The Ruggie Report was
careful to refer to privatized public services - as the
foundational principle number 5 confirms: “States
should exercise adequate oversight in order to meet
their international human rights obligations when they
contract with, or legislate for, business enterprises to
provide services that may impact upon the enjoyment
of human rights. As a necessary step, the relevant
service contracts or enabling legislation should clarify
the state’s expectations that these enterprises respect
human rights.”

The report continues by encouraging experimentation
with  models of scrutiny, including stakeholder
participation. It states “One category of non-state-
based grievance mechanisms encompasses those

administered by a business enterprise alone or with
stakeholders, by an industry association or a multi-
stakeholder group. They are non-judicial but may
use adjudicative, dialogue-based, or other culturally
appropriate and rights-compatible processes. These
mechanisms may offer particular benefits such as
speed of access and remediation, reduced costs and/
or transnational reach.”

Recommendation 1: The various models of self-
regulation, co-regulation and social responsibility
mechanisms that have been drawn up by the
United Nations, OECD, ISO and others, offer fertile
ground for MENA jurisdictions and businesses.
In particular to multinational and state-owned
enterprises so modes of reporting on consumer
rights can be developed, including those
considered to be human rights. Businesses do not
need to wait for governments to act in this regard,
although partnership could well be the ideal
arrangement. It must be borne in mind that such
codes and undertakings should extend beyond
simple compliance with national legislation - which
are assumed here to be self-evident.
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2. COMPANIES - RESPONSIBILITY TO COMPLY.
WHAT IS COMPLIANCE?

2.1 POSITIVE AND NEGATIVE
INCENTIVES

Businesses face a wide range of regulations and the
reasons as to why they should comply are numerous.
A recent study in the book Explaining Compliance:
Business Responses to Regulation clarifies what they
might be: “One is fear of detection and punishment by
government enforcement agents. The second is fear of
humiliation or disgrace in the eyes of family members
or social peers. The third is an internalized sense
of duty, that is the desire to conform to internalized
norms and beliefs about the right thing to do.”?
After reviewing a wide range of evidence, Professor
Christopher Hodges challenges the dominance of the
“theory that people will obey a rule because of fear
of potentially adverse consequences, or because
they make calculations about the potential costs and
benefits of disobedience.” He argues that there is a
moral dimension to business that can be mobilized
and that legal or regulatory discipline is one of
several pressures - alongside economic expectations
and “social licence” - which encompasses a wider
perspective. Indeed, he is sceptical that ex-post
sanctions (post-market in  consumer protection
terms), have much effect. He believes that ex-ante
regulation (pre-market) and the development of a
culture of compliance are more effective in regulating
future behaviour.?®

More and more companies are turning towards internal
compliance programmes, particularly in the United
States. A reason for this is that companies are able
to signal their existence when facing sentences by
the courts in the event of corporate malpractice. This
could be seen as an abuse if compliance programmes
are mounted simply as a cover up for anticipated

non-compliance. On the other hand, attempts at
improvement of business conduct could equally be
seen as genuine mitigation in terms of criminal law,
but not in terms of damages - if any are to be awarded
to consumers. So compliance has been described
as “a form of internalized law enforcement which, if
it functions effectively, can substitute for much of the
enforcement activities of the state.”?

The preceding section on corporate social
responsibility also reflected a risk which cannot be
captured by penalties, or by the reference to “social
peers.” The latter is a “reputational risk” which can
take the form of moral disapproval, or the avoidance
of purchase when a company'’s products are thought
to be dangerous, or simply of inferior quality. The
contrary is also true whereby reputations can be
enhanced by good practices and even by measures
dealing with defects. For a company to openly admit
that errors have been made, then this can lead to
greater trust from consumers over the longer term.
Negative and positive incentives are often opposite
sides of the same coin.

2.2 BUSINESS OBLIGATIONS AND
CONSUMER RIGHTS IN MENA

In the same way that positive and negative incentives
can be linked, it should be noted that consumer
rights can also be seen as the contrary of business
obligations. Sometimes, and notably in Algeria,
the relevant Consumer Protection Act is drafted in
precisely those terms, namely an obligation on the
part of business to respect consumer rights. Table
1 below sets out how consumer rights and business
obligations are framed in the consumer protection
acts of the region.
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Table 1:
Business obligations and consumer rights in the MENA region

Algeria

Law No. 09-03 of 25 February 2009, on Consumer Protection and Repression of Frauds;

Emphasis on obligations of suppliers rather than rights of consumers. Each obligation covered by a chapter: Hygiene and food safety; Product
safety; Legitimate expectations of consumers: origins, quality, composition, conformity to regulations; Guarantees and after-sales service;
Information; Moral and material interests;

Article 12. Pre-market product testing by supplier; Article 13. Replacement of defective products or reimbursement; Article 63. Product recall
by supplier in event of danger to consumer or counterfeit.

Law 67 of 2006, on Consumer Protection;

Emphasis on rights of consumers: “A person shall be prohibited from concluding any agreement or carrying out any activity that prejudices
consumers’ essential rights.”

Article 2. Right to health and safety; Correct information and data; Free selection of products; Personal dignity and respect of religious values;
Information relating to rights; Access to legal actions; Compensation for damages; Many specific obligations of a technical nature such as the
disclosure of specific information;

Proposed revised law of 2014 Three new rights: Protection in distance sales, in financial services and in cross-border sales;
Supplier shall comply with standards and sell for fair price - refund, replace, return and recall
as appropriate; Cooperation with Consumer Protection Agency staff.

Law 7, 2017, on Consumer Protection Act;

Article 3b. Supplier prohibited from violating consumer rights; Availability of goods and services without damage; Access to “complete and
correct information” displayed on goods or services; “Clear and complete information before completion of supply process”; Selection without
undue pressure; Proof of purchase; Prosecution of infringements and compensation; Information on suppliers. Supplier also has obligations:
Quality assurance and fitness for purpose; Respect for religious values; After sales service; Disclosure; Recall and refund; Negative obligations
not to infringe intellectual property; No arbitrary contract terms.

Lebanon

Law of 4 February 2005, on Consumer Protection Law;

Article 3. Consumer health and safety; Fair and non-discriminatory treatment; Information; Exchange repair or refund if goods are non-
compliant; Compensation for damages when used under proper conditions. Supplier obligations are not expressed generically; Disclosure.
Article 18. Contracts interpreted in favour of consumer; Article 26. Desist from named unfair contract terms; Article 27. Spare parts and after
sales; Article 38. Compliance with standards; Article 44. Product recall; Article 48. Negative obligations (such as counterfeit, non-compliance);
Business has to consent for inspectors to enter premises unless specific override.

Law No. 31-08 , on Consumer Protection;

Preamble details consumer rights as: Information; Protection of economic rights; Representation; Withdrawal from contracts; Choice; The right
to be heard.

Obligations are not generically stated but comprehensively itemized; Article 18. Unfair contract terms listed. Detailed provisions on consumer credit.

Tunisia

Law 92-117 of 7 December 1992, relating to the protection of consumers;

Safety, fairness, information, guarantee; Choice, withdrawal, compensation, invoice/receipt; All listed but neither as set of consumer rights nor
supplier obligations.

State of Palestine

Law No. 21-2005, on Consumer Protection;

Obligations mainly expressed as consumer rights. Article 3. 1. Health and safety; 2. To fair treatment without discrimination; 4. To live in a
clean and safe environment and obtain compliant goods and services; 5. Free choice of goods or services, fair transactions with assurance of
quality and reasonable price and right to refuse coercive transactions; 6. To access correct information; 8. Replacement and repair of goods and
redemption of price, compensation for non-compliance; 9. Proof of purchase; Article 10. Product liability; Article 11. Product recall; Article 15.
Accuracy of adverts; Article 18. Universal licensing; Article 19. Refund and replace; Article 22. Prohibitions; Article 24. Basic contract formats.

Source: UNCTAD MENA programme Inception Report 2015 and national legislation.
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There is a great deal of convergence between different
MENA countries in both the content of the rights (for
consumers) and obligations (on business). The detailed
implications are discussed later. What follows now is a
discussion on the salient features from Table 1.

Product safety is a common term and usually applies
with reference to national product standards, although
particular standards are not necessarily listed and
the legislation can be vague on whether a product is
considered dangerous.

Alongside product safety, there are provisions for
“product defect.” This is where a product is not labelled
as dangerous but simply fails to function as it should. Both
product defect and product safety include measures to
“refund, replace and return” (to quote the Egyptian draft
law of 2014), and in the case of dangerous products,
also to “recall.” This latter measure is enforced by strong
sanctions in the event of non-compliance.

An interesting element of product safety in MENA is
that there is wide acceptance of the principle of “joint
and several liability” through the production and supply
chain. However, the effect is sometimes diluted by
exemption from liability in the event of ignorance of
defects on the part of the supplier or manufacturer.
This is the case, for example, under the new Jordanian
Consumer Protection Act (Article 20). The Palestinian
legislation equally appears to limit supplier liability if
the retail supplier can shift responsibility upstream.
There are also elements of the Egyptian legislation on
advertising that have similar dynamics. In practice, pre-
market knowledge concerning defects is very difficult to
prove. This situation makes prosecution by consumer
protection agencies, or individual consumers, very
difficult. There is a reliance on product safety standards
but weaker liability provisions than exist, for example, in
the European Union where “strict liability” is now widely
accepted. There is less requirement to prove negligence
or bad faith on the part of the supplier. The difficulties of
product liability policy and the possible course of action
for business are discussed below in Section 5.

Product and transaction information features
prominently in the legislation such as product
characteristics, safety warnings, price display, labelling,
advertising, and indications of terms and conditions.

Unfair contract terms are sometimes described in
translation from the Arabic as “arbitrary” and these
feature in the consumer protection acts. This informs
business that it is beneficial to know which contract
terms are not allowed. Even so, there always exists the

danger of new abuses evolving as technology advances.
MENA follows other jurisdictions by emphasizing the
need to guarantee consumer transactions.

One “traditional” issue which is now gaining importance
for environmental reasons is after sales service and
spare parts - both are highlighted in MENA and also
feature in the UNGCP.

A common administrative requirement is the obligation
- on the part of the business - to allow access to
inspectors. This may be, for example, to take samples
for analysis. Clearly, cooperation is required with the
agents of the Consumer Protection Agency.

MENA jurisdictions generally enable consumers to
take legal proceedings against suppliers whether in
their own right, or through consumer associations.
This can be either individually or collectively, but it
involves a heavy reliance on court mechanisms. What
seems to be missing is a right for consumers to request
consumer protection agencies to take up cases at
judicial level, or provision for judicial review to that
effect. There is also little evidence of the development
of Alternative Dispute Resolution (ADR) mechanisms.

Other features of legislation in the region include
measures against counterfeit products and respect for
religious values. The nearest equivalent to the latter in
Western societies would be measures taken to protect
public decency in the content of advertising or broadcast
material - often dealt with through self-regulation. There
are general references to a requirement for fair prices,
which is seldom observed in legislation within the
OECD countries as price controls have been gradually
abandoned outside of the public utility sectors.

Observation 1: The above issues, whether phrased
as consumer rights or trader obligations, are
commonly referred to as “horizontal problems.”
These relate to business conduct and can be
problems encountered across all, or many, sectors
and/or forms of transaction. They are, therefore,
commonly incorporated within consumer protection
framework legislation covering consumer
transactions as opposed to sectoral regulations,
which tend to govern a given activity such as
financial services, food, pharmaceutical products,
etcetera. This division between horizontal and
sectoral issues is a good base for cross-industry
bodies like the chambers of commerce to set out
general principles for business in their jurisdictions,
while drawing on the United Nations Guidelines. The
principles are elaborated upon below in Section 3.
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3. COMPLIANCE IN THE MENA REGION AND UNITED
NATIONS BUSINESS PRINCIPLES

3.1 NONCOMPLIANCE AND SANCTIONS

There is a heavy emphasis in the MENA consumer
protection acts on criminal sanctions, including
imprisonment. Table 2 below sets out the strong
punitive element in the legislations of the region.

In the context of competition law, the MENA Guide
to leniency programmes states the following:
“While criminal law may impose substantial fines on
companies, sanctions on individuals and more, it

Table 2:
Sanctions in MENA legislation

Algeria

serves as a reflection of societal judgement directed at
improper conduct. Criminal law prosecution, however,
imposes higher costs and constraints. The higher
standard of proof required, the greater the demand for
more resources.”?® As the last sentence implies, there
is a danger that the threat of criminal prosecution could
have the perverse effect of failing to secure conviction
because of the amount of evidence that is required. In
extreme cases, imprisonment may be justified, but as
part of a spectrum of sanctions.

Law No. 09-03 of 25 February 2009, on Consumer Protection and Repression of Frauds;

Articles 68-70. Prison or fines: misinformation, non-delivery, description; Falsification rendering dangerous; Article 79. Disposal of confiscated
goods, trading while suspended; Products causing loss of life; Articles 72-74. Fines; Article 76. Product safety; Article 75. Respect of guarantee;
Article 77. After sales; Article 78. Labelling; Article 81. Consumer credit; Articles 86-93. Transactional fines.

Law 67 of 2006, on Consumer Protection;

Graduated fines if terms of Consumer Protection Act are violated. Doubled for recidivism;

Proposed revised law of 2014

Consumer safety endangered or harmed: imprisonment for 1 year or more and graduated fine;
“Rigorous imprisonment” in the event of death; Imprisonment for obstructing Agency staff.

Law 7 2017, on Consumer Protection Act;

Graduated fines or imprisonment for contravening the act. Permanent or temporary exclusion in event of recidivism.

Lebanon

Law of 4 February 2005, on Consumer Protection Law;

Article 105. Prison or fines in the event of transgression of Article 11. Misleading advertising; Article 108. Fines or imprisonment for sale or
manufacture of non-compliant products (safety) if “the non-compliance has been brought to his attention, or was supposed to be brought...”;
Or failure to recall or warn; Article 109. Fine or prison for adulteration; Article 110. Fine and/or imprisonment if death or iliness (for more than
10 days) even if alert issued; Articles 111 and 112. Misleading description results in fine or imprisonment; Imprisonment for weights and
measures offence (Articles 113, 115 and 116) for sale of counterfeit with prior knowledge; Article 114. Fines for failure to label; Article 121. All
sanctions can be doubled for recidivism; Court can suspend trader permanently or temporarily even if license not required.

Law No. 31-08, on Consumer Protection;

Article 173. Fines for violations of Consumer Protection Act. Detailed fine tariffs: Articles 174-7; Articles 178-180. Advertising; Articles 181-182.
Distance sales; Article 183. Special offers; Article 184. Pyramid sales; Exploitation of vulnerable consumers punishment by imprisonment;

Article 186. Consumer credit.
Tunisia

Law 92-117 of 7 December 1992, relating to the protection of consumers;

Fines and/or imprisonment: Article 32. Product safety; Article 33. Conduct of transactions and fines; Articles 35-36. Honouring of guarantees;
Article 38. Penalties doubled in case of recidivism; Article 41. Penalties can include closure of business premises, permanently or temporarily.

State of Palestine
Law No. 21-2005, on Consumer Protection;

Article 27. Fines and imprisonment over wide range: non-compliant products; Linked purchases; Failure to display prices; lllegal food imports;
Fines for failure to sign in Arabic; Article 28. Specifications, weights and measures; Fines or prison; Article 29. Counterfeit: fines or prison.

Source: UNCTAD MENA programme Inception Report 2015 and national legislation.
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3.2 UNGCP SECTION IV. PRINCIPLES FOR
GOOD BUSINESS PRACTICES

Below is the actual wording (italicized) of the principles
a) to f), and each one is followed by observational
commentaries. The aim here is not to propose
changes in law but to see how business might
relate to consumer protection generally. The forums
most suited to discussing these ideas would be the
Consumer Protection Councils that exist in many
jurisdictions.

UNGCP GL 11. The principles that establish
benchmarks for good business practices for
conducting online and offline commercial activities
with consumers are as follows:

a) Fair and equitable treatment. Businesses should
deal fairly and honestly with consumers at all stages
of their relationship, so that it is an integral part of the
business culture. Businesses should avoid practices
that harm consumers, particularly with respect to
vulnerable and disadvantaged consumers.

” o«

The key terms here are “culture,” “equitable,” “harm,”
and “vulnerable and disadvantaged.”

Culture: “Business culture” has become something
of a cliché but nevertheless contains substance
when relating to attempts to go beyond a narrow and
legalistic interpretation of responsibility and towards
a more “internalized” set of ethics. Professor Hodges
concludes that “Avoiding problems before they
arise...is far more effective than trying to address future
behaviour ex-post an individual disaster in the hope that
that might affect things in the future. When an adverse
event occurs, we should aim to learn from it and apply
the lessons ex-ante in relation to future activity, but not
expect that punitive responses wil, by themselves,
have much effect on general future behaviour. In fact
we should establish systems and cultures so that we
constantly learn from events and ideas on how to
improve performance and reduce risk.”2®

The value of the above approach is that it can apply
to businesses of any size and not just to companies
advanced in management expertise. However, culture
goes beyond simply learning from mistakes and also
concerns ethical obligations that transcend the kind
of industrial logic which was revealed by the financial
crisis in 2008. The justification given at that time by
large companies for the numerous dishonest practices
that emerged was that they were legal. The fact that
law and ethics do not coincide is clearly indicated
by the United Nations Commission of Experts of the
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President of the General Assembly on Reforms of the
International Monetary and Financial System. This is
also known as the Stiglitz Committee, after its chair.

Pointing to product development in the financial
services sector, including complex “derivatives,” the
committee found that “While there has been innovation,
too much innovation was aimed at regulatory, tax and
accounting arbitrage, and too little at meeting the
real needs of ordinary citizens...Financial regulation
must be designed so as to enhance meaningful
innovation that improves risk management and capital
allocation.”” The products in question were legal -
being a clear demonstration of the limitations of the
law in a sophisticated economy. They were equally
developed in major companies with full access to
law and management science, neither of which
prevented them from adopting the practices, which
the United Nations termed “dubious.” This illustrates
that businesses throughout the MENA region have no
need to assume that business ethics are steadfast for
large companies. These principles are relevant at all
levels - even small traders may apply them instinctively
rather than “scientifically.”

Does the appeal for a greater “moral” approach sound
naive? Perhaps. Nevertheless, it also reflects the shift
that was seen during the early part of this century
away from a “rules based regulation” and towards a
“principles based regulation.” The OECD/G20 high-
level principles on consumer protection in financial
services are an example.?® The European Union saw a
shift from a “duty to trade fairly” towards an “obligation
not to trade unfairly.” One consequence was national
legislation in the United Kingdom which, encouraged
by the European Union’s Unfair Commercial Practices
Directive (EU2005/29), developed the concept of the
“unfair relationship test.” According to such a test, a
court could then set aside a credit agreement if it found
the relationship between lender and borrower to be
unfair after having considered all the circumstances,
including those of the borrower. Nevertheless, a
recent review of the Directive has found that it requires
precise rules in order to endorse principles.®

Recommendation 2: Business may consider
how it can suggest ways to shift consumer
protection towards ethical principles into which
specific practices can fit, thus moving away from
an assumption that literal conformity to rules is
equivalent to good business conduct. This is not
intended to displace the role of government, but
to help develop ethical foundations for legislation.
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Equitable treatment: There are three issues regarding
equitable treatment. The first is covered by GL 11 a)
and concerns the “vulnerable and disadvantaged”
consumers. Few MENA countries make explicit
reference to vulnerable consumers within their consumer
protection acts. Morocco is an exception and this can
be found in Article 184 of the Consumer Protection Act
of 2008. It should always be considered an offence
to knowingly exploit the ignorance of vulnerable
consumers. An example is to entice them into buying
a product which they do not need, or trapping them in
an abusive contract. The European Union’s evolution
towards a more qualitative assessment of the personal
relationship between consumer and provider is a
safeguard for vulnerable consumers.

Recommendation 3: In anticipation of legislative
measures to protect vulnerable consumers,
businesses could issue their own codes of
practice to protect specific groups. This might
include disabled persons, the semi-literate
sectors of society, displaced populations and
children - many of whom now have access to the
internet.

The second issue relates to the lack of explicit
references to e-commerce in legislation in the MENA
region. Here businesses can make a contribution
by providing clear information that any transaction
via electronic means comes with the same level of
protection as more traditional transactions. However,
consumer surveys in many countries have found that
e-commerce may in practice be less protected than
traditional transactions, perhaps because of the lack of
face-to-face contact.*® One further concern is that as
transactions become more electronic and “migrate” to
mobile phones, then many people with limited literacy
skills may be exposed to contracts which they simply
do not understand, either because of the language or
because of the technicalities of what can be displayed.

Business codes such as those developed by ISO
could respond to these issues in ways which are more
precise than legislation. For example, in 2017, the
publication ISO 12812 appeared, titled Core banking
— mobile financial services. Its General Framework
(ISO 12812-1) has full international standard status
and the goal of the standard is to “Promote consumer
protection mechanisms including fair contract terms,
rules on transparency of charges, clarification of liability,
complaints mechanisms and dispute resolution.” In the
event of a breach of security, the particularly crucial
reference to liability is reinforced in Part 2, titled “Security
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and data protection for mobile financial services, TS
12812-2.” The relevant paragraph reads, “The liability
arising from any breach of privacy should extend beyond
actions taken directly by the Mobile Financial Service
Provider (MFSP) and include other handlers of the
information including authorized agents. MFSPs should
put in place an effective mechanism guaranteeing the
security of customer information and accepting liability
for breaches even when attributable to their authorised
agents.” This is, in turn, further strengthened by
reference in an Informative Annex (Liability Policy) to
the OECD 1999 E-commerce Guidelines (and updated
in early 2016), which supports limitations of consumer
liability for unauthorized or fraudulent use of payment
systems. This is discussed further in Section 5 below.

As discussed in the sister Guidelines on Consumer
Protection: Agency Structure and Effectiveness,
consumer protection law in the MENA region is not
always explicit in covering e-commerce, but it is vital
that it is understood to do so. As most of the issues
covering transactions are common to both e-commerce
and offline transactions, it should be presumed that
both categories are covered by consumer protection
acts.

Recommendation 4: Business organizations
as well as governments could state in clear
terms in their published guidance documents
that both online and offline transactions are
covered by consumer protection acts. This will
prevent unscrupulous merchants from claiming
otherwise. In addition, businesses could
unilaterally adopt non-statutory standards such
as those produced by ISO in order to protect
consumers in e-commerce.

A third potential source of inequity is where there might
be a difference between sectoral and generic consumer
protection legislation. When consumer protection
legislation is drafted, it should be proofed in order to
determine whether or not there is a conflict with the
sectoral legislation. If so, then it should be made obvious
which scenario will prevail. An example of this in Article
24 of the 2017 Jordanian Consumer Protection Act
which states “In addition to the relevant legislation, the
provisions of this Law shall apply to suppliers submitted
to sectoral regulatory bodies.” In other words, the
Consumer Protection Act will supersede sectoral law in
the event of a contradiction. This might seem drastic but
in practice it will likely provide clarification that contract
terms in the banking sector - which are regulated under
banking legislation - should also be fair under the terms
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of the Consumer Protection Act.®! This will, hopefully,
increase the provisions covering banking rather than be
contradictory. Generic consumer protection can act as
a baseline for sectoral consumer protection measures
- not forgetting that the consumer protection legislation
can also supplement for those sectors and transaction
types that do not have any specific legislation.

Recommendation 5: Business associations have
an important contribution to make in clarifying
the interface between sectoral and generic (often
referred to as “horizontal”) legislation to their own
members and consumers. Documents to that
effect could be developed in consultation with
government.

Harm: When it comes to product safety, while the
legislation is often general to the point of vagueness, the
specific issues become far more technical. Under such
a scenario, it may actually be better to adopt technical
standards in advance such as those developed by
ISO. For those sectors, there are some relatively simple
suggestions that would be favourable for the enterprises
themselves, helping them to improve customer care by
the adoption of the relevant ISO standards. This would
avoid the need to wait for legislative time to be dedicated
to these sectors. These are discussed in detall later in
Section 5 in terms of going “beyond compliance.”

UNGCP GL 11b). Commercial behaviour.
Businesses should not subject consumers to illegal,
unethical, discriminatory or deceptive practices, such
as abusive marketing tactics, abusive debt collection or
other improper behaviour that may pose unnecessary
risks or harm to consumers. Businesses and their
authorized agents should have due regard for the
interests of consumers and responsibility for upholding
consumer protection as an objective.

As principle b) largely overlaps with the above principle
a) - in terms of their content on “abusive” practices - the
focus now is on “marketing.”

Marketing: As shown in Table 1, sales practices are
commonly regulated by consumer protection legislation
in the MENA region by, for example, incorporating a
cooling-off period that allows consumers to reconsider
a decision made away from the actual business
premises (See Article 36 of the Moroccan Consumer
Protection Act 2008, and Article 55 of the Lebanese
Consumer Protection Act 2005). Misinformation by
the supplier, or other misconduct in the sales process,
may be grounds to nullify a contract or a sale (see the
Moroccan Consumer Protection Act, Article 26). Any
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further provisions within the legislation would be helpful
when there is the risk of ambiguity. For example, the
State of Palestine has a provision in its Consumer
Protection Act (Article 3), stating the consumer’s right
to “refuse coercive transactions.” It is assumed that this
means the right to retract from any such transactions.
This is not unlike the aforementioned United Kingdom'’s
“unfair relationship test,” which can be applied by the
court on the consumer’s behalf.

Recommendation 6: There is nothing to stop
suppliers from voluntarily incorporating the best
practices from within the MENA region, and under
circumstances whereby they are not obliged to
apply them by law. Sometimes the consumer
protection acts are vague and voluntary
undertakings can reassure consumers on detailed
provisions and can lead to a market advantage -
subject, of course, to such undertakings being
honoured.

In terms of business awareness of consumer
protection, several commentators from the region have
indicated that businesses seemed better informed
about competition law than actual consumer protection
law. Business could make an important contribution
with regards to setting standards of conduct and
good practice voluntarily while minimizing the need
for regulatory intervention. However, the shear range
of consumer protection legislation - and not just
the consumer protection acts - can make it difficult
for businesses to become fully aware of the range
of measures they may face. A useful contribution
that business organizations could make would be
to list problem areas and how best to avoid them. A
good example is unfair contract terms. They would
benefit from having a “Guide” that lists the terms to
be discouraged in the hope that consumers do not
become trapped in contracts; and their specific rights
ought to be safeguarded such as the right to a cooling
off period before agreeing to a purchase when made
outside of the commercial premises. A list of examples
of typical unfair contract terms that are covered by the
European Union are emphasized further in Box 2 below.
This could also be adapted to the MENA context.

Recommendation 7: The list below could be
issued by business, possibly in cooperation with
government and consumer associations, about
which contract terms to avoid. It could also be
used in a more simplified form for consumers
and the media.
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Box 2:
Unfair contract terms

The Annex to the European Union Unfair Contract Terms Directive contains illustrative terms which include:

Excluding or limiting the legal liability of a seller or supplier in the event of the death of a consumer or
personal injury to the latter resulting from an act or omission of that seller or supplier;

Inappropriately excluding or limiting the legal rights of the consumer vis-a-vis the seller or supplier or
another party in the event of total or partial non-performance;

Permitting the seller or supplier to retain sums paid by the consumer where the latter decides not to
conclude or perform the contract, without providing for the consumer to receive compensation of an
equivalent amount;

Requiring any consumer who fails to fulfil his obligation to pay a disproportionately high sum in compensation
(for example, disproportionately high early redemption fees for bank loans);

Authorizing the seller or supplier to dissolve the contract on a discretionary basis where the same facility
is not granted to the consumer;

Enabling the seller or supplier to terminate a contract of indeterminate duration without reasonable notice
except where there are serious grounds for doing so;

Enabling the seller or supplier to alter the terms of the contract unilaterally without a valid reason which is
specified in the contract;

Enabling the seller or supplier to alter unilaterally without a valid reason any characteristics of the product

or service to be provided;

e (Obliging the consumer to fulfil all his obligations where the seller or supplier does not perform his;

e Excluding or hindering the consumer’s right to take legal action or exercise any other legal remedy, particularly
by requiring the consumer to take disputes exclusively to arbitration not covered by legal provisions.

Source: European Union Unfair Contract Terms (UCT) Directive (93/13/EEC).

By no means is this list exhaustive; , for example,
“tie-in” contracts, whereby a consumer is tied to one
agent for repair and maintenance following the sale
of a product, are not included. This certainly is an
issue which could intensify as the “Internet of Things”
develops.® Such contract terms may be disallowed
under competition policy. What is being suggested
here is not necessarily a copying of the above UCTs
but that a guide to the legislation can be used as a
“living document” to be adapted to new UCTs.

UNGCP GL 11c). Disclosure and transparency.
Businesses should provide complete and accurate
information regarding the goods and services, terms,
conditions, applicable fees and final costs in order
to enable consumers to make informed decisions.
Businesses should ensure easy access to this
information, especially to the key terms and conditions,
regardless of the means of technology used;

This area is adequately covered in the legislation
throughout the MENA region. Worldwide, however,
there are growing doubts about the effectiveness of
disclosure with regards to the Terms and Conditions
(T&Cs). This is because so many consumers do not
read them. Consumers cannot be expected to read
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and understand all disclosed information. It must be
pborn in mind that one sixth of the world’s population
is illiterate. Also, much of the disclosed information is
so complex that it is impossible for many consumers
to fully comprehend the terminology - as was
demonstrated during the financial crisis of 2008 when
many consumers in developed markets suffered from
the misselling of financial products. Organizations,
such as the OECD Consumer Policy Committee, are
moving away from relying on such advance disclosure
of terms and conditions and towards accepting that
consumers do not read them, and this will have
consequences in policy-making.

For example, Professor Gail Pearson, Chair of the
International Law Association, points to the shift
occurring in Australia. There, the notion of the
consumer as “the autonomous rational individual
making free choices” has since changed and adopted
the position that individuals who are vulnerable in the
face of aggressive supplier behaviour require protective
measures. “In addition to enforcement litigation, the
regulator can require firms to substantiate claims
made about products, make enforceable undertakings
including compliance programmes, issue public
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warning notices, and bring actions for compensation
on behalf of consumers. In addition to the regulator,
courts and tribunals, there is an extensive system of
self-regulation notably through codes of conduct and
external dispute resolution. "

An enquiry in 2014 by the Australian government into
the financial system explored the limits of contractual
freedom based on disclosure and concluded that
there were shortcomings in disclosure as a regulatory
tool. In fact, much of the disclosure was ineffective
and behavioural biases challenge the notion that
individuals are rational. This further limits the utility of
disclosure. It also stated that financial literacy is not
the sole answer. Nevertheless, it was recommended
that more innovative forms of disclosure were needed
while also increasing product issuer and seller liability
for product design and distribution.3*

The MENA region legislation relies heavily on
disclosure for consumer protection - as many other
jurisdictions also do throughout the world. It is difficult
to know precisely how effective it is and, in any case,
no-one is seriously advocating the withdrawal of such
requirements. But there are strong arguments for
simplifying the Terms and Conditions - many of which
are suspected as being deliberately obscure and,
therefore, incomprehensible for consumers. There
is much good practice emerging from the United
States and in favour of “Summary Boxes.” These are
simplified Terms and Conditions and are often referred
to as the “Schumer Box,” named after the Senator
who proposed such changes. However, it is important
to note that this did not prevent the financial crisis of
2008 from developing in the United States.

Recommendation 8: Business can make a
contribution by simplifying the Terms and
Conditions and by ensuring that they do not
benefit from consumer ignorance in order to
conduct their business. Even if this may only have
a modest impact on consumers, it has a certain utility
for regulators who also have difficulty in keeping pace
with proposals.

UNGCP GL 11d). Education and awareness-
raising. Businesses should, as appropriate, develop
programmes and mechanisms to assist consumers
to develop the knowledge and skills necessary to
understand risks, including financial risks, to take
informed decisions and to access competent and
professional advice and assistance, preferably from
an independent third party, when needed.
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There is widespread support for such programmes
in the MENA region and elsewhere. However, there
are risks too; the first is that of a conflict of interests
when consumer education can become a form of
marketing. Businesses should be able to contribute
their expertise - but their contact with consumers
through such programmes should be mediated
by consumer educators who do not carry such a
conflict.

Furthermore, thereis aneedto respondtothe evidence.
There exist the same reservations regarding consumer
awareness and education as in the disclosure of
Terms and Conditions. These are explored further in
the UNCTAD Consumer Protection Manual.*® The idea
that all consumers can be fully aware all of the time is
unrealistic. As stated, many consumers have reading
difficulties and as transactions often occur on small
computers and mobile telephones, the difficulties of
comprehension may actually increase. So, as with
disclosure policy, the burden of consumer protection
cannot be transferred to consumers. The regulatory
bodies still have an important role in guarding against
abusive business practices.

Recommendation 9: Business should participate
in consumer education while avoiding conflicts
of interest and indirect marketing. Consumer
education programmes should be mediated
by educators and not become a substitute for
regulatory oversight.

UNGCP GL 11e). Protection of privacy.
Businesses should protect consumers’ privacy
through a combination of appropriate control, security,
transparency and consent mechanisms relating to the
collection and use of their personal data.

The key term here is not only “privacy” but also
“security.” They are discussed at some length in the
Guidelines on Consumer Protection: Agency Structure
and Effectiveness.

The recognition of privacy and security as consumer
issues have grown hugely in recent years - as
demonstrated by their inclusion in the revised UNGCP
in 2015. It is increasingly recognized that a situation
of total security is unrealistic and, therefore, reducing
the security risks is seen as a priority to building
consumer trust. The experiences of businesses
worldwide are showing how those companies
which have demonstrated a commitment to limiting
consumer liability in the event of a breach of security
have performed very well.
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However, as discussed in the Guidelines on Consumer
Protection: Agency Structure and Effectiveness under
e-commerce, the MENA region seems to be lagging
behind in this regard in spite of some progress being
made in Morocco and Tunisia. There are advances
being achieved in legislative terms which require the
cooperation of business.

UNGCP GL 11f). Consumer complaints and
disputes. Businesses should make available
complaints-handling — mechanisms  that  provide
consumers with expeditious, fair, transparent,
inexpensive, accessible, speedy and effective dispute
resolution without unnecessary cost or burden.
Businesses should consider subscribing to domestic
and international standards pertaining to internal
complaints handling, alternative dispute resolution
services and customer satisfaction codes.

Table 3:
Dispute resolution under consumer protection acts in the MENA region

Algeria

The revised UNGCP entails a notable shift in this domain
from “redress” to “dispute resolution.” Indeed, there
is a notable increase in references to the latter which
was absent in the previous version. This suggests an
intention to place greater emphasis on the development
of alternative methods of resolving issues rather than
on “redress,” which generally implies greater use of
judicially obtained compensation. Such change is in
line with the terminology of the OECD 2007 publication,
tited Recommendation on Consumer Dispute
Resolution and Redress.*® Additionally, it acknowledges
the increase in dispute resolution systems since the last
revision of the Guidelines in 1999.

Dissatisfaction with court procedures in many countries
has led to the spread of ADR techniques and systems
such as arbitration, mediation and conciliation - all of
which employ third party intermediaries.

Law No. 09-03 of 25 February 2009, on Consumer Protection and Repression of Frauds;

Articles 22 and 23. Consumer association access to judicial proceedings; No reference to non-judicial dispute resolution.

Law 67 of 2006, on Consumer Protection;

Article 2. Consumer right to bring legal action “with expeditious and easy procedures at no cost.” Article 17. Dispute settlement committee to
settle disputes between “consumers, suppliers, or advertisers subsequent to summoning them to appear for defence”; Presided by judge plus
“person with substantial related experience” selected by Minister on nomination of CPA Board. Decisions can be challenged in court of appeal;

Proposed revised law of 2014

Consumer associations have right to go to court; Also right to receive complaints and settle amicably.

Law 7 2017, on Consumer Protection Act;

Article 15. Among functions of consumer associations: “Mediation to resolve disputes between consumer and supplier as agreed by the parties.”

Lebanon

Law of 4 February 2005, on Consumer Protection Law;

Article 82: Dispute settlement for small claims; Larger sums go to dispute settlement committee; Article 83. Mediator appointed by Ministry of
Economy and Trade; Article 86. Convenes meeting; Mediator may refer case on to attorney general if illegal acts; Article 97. Dispute settlement
committee: membership judge, industry and consumer association representatives; Takes longer or unresolved cases. Fees payable, legal

representation not necessary. Decision treated as legal judgment.

Law No. 31-08, on Consumer Protection;

Article 157. Federation of Associations can take action in court. No reference to non-judicial dispute resolution.

Tunisia

Law 92-117 of 7 December 1992, relating to the protection of consumers;

No reference to non-judicial dispute resolution.
State of Palestine

Law No. 21 2005, on Consumer Protection;
No reference to non-judicial dispute resolution.

Source: UNCTAD MENA programme Inception Report 2015 and national legislation.
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The pattern of dispute resolution in MENA is quite
distinct and contains some encouraging signs which
business would be advised to follow. Firstly, the issue
is current and there are extensive references being
made to redress and dispute resolution in MENA.
However, it is generally seen as operating through the
courts or through the consumer protection agencies.
As shown in Table 2 above, there are many references
in the consumer protection acts to the rights of
consumers to take legal action, and to be represented
by consumer associations. Associations sometimes
have the right to promote dispute settlements
informally - as are the cases in Egypt and Jordan.
Or, disputes can be settled by dispute committees of
the consumer protection agencies - with Egypt and
Lebanon being such examples.

Some jurisdictions make no reference to non-judicial
mechanisms. The closest wording to ADR is to be
found in the Egyptian Consumer Protection Act. In
Article 2 there is a reference to the “essential right”
of consumers “to bring legal actions for any matter
related to the violation of consumers’ rights....with
expeditious and easy procedures at no cost.” The
reference to “legal” actions, however, demands
caution as the actions could become formalized and
this is one of the major barriers to consumer access.
ADR systems have developed into more formal
frameworks of consumer or sectoral Ombudsmen
in some jurisdictions. This is discussed in the sister
volume aimed at consumer protection agencies.

From here on, this guide focuses on business initiatives
that resolve consumer complaints before they reach
external ombudsmen, or ADR mechanisms. In other
words, the aim is to determine what businesses can
do to prevent disputes from escalating and being
referred to from the very outset.

In-house dispute resolution: One advantage of
having effective independent complaint systems - such
as the ADR or Ombudsmen - is that their presence and
activities provide an incentive for traders to operate
effective in-house consumer complaint functions.
Virtually all consumer ADR schemes require a consumer
to contact the trader first before being able to access
the scheme. Sometimes this encompasses a specific
time period in which the trader can try to resolve the
issue. If traders do not make efforts to resolve issues
this will put them in a bad light should any further
efforts at mediation arise. Indeed, the Ombudsmen
have stated that a failure of a company to deal with
complaints places them at a distinct disadvantage.
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It should always be a requirement that traders respond
fairly, quickly and openly to customer feedback,
queries and complaints - and in line with the above
Guideline 11 ). Many businesses have customer care
departments that treat such concerns seriously while
aiming for high levels of customer satisfaction. This
is especially the case where a competitive market
exists and maintaining a high reputation is seen as
important. International standards (such as I1SO)
support customer care and complaint systems. A high
volume of consumer contacts are enquiries that can
usually be resolved in a few minutes — they may not be
“disputes” at all but run the risk of becoming so if they
are not handled sensitively and promptly. In-house
care and complaint systems should not, however, be
portrayed as being independent ADR or Ombudsman
schemes.

Online dispute resolution: Many online traders
have built-in “online dispute resolution” (ODR)
arrangements. ODR mechanisms may take various
forms varying from arbitration panels, composed of
legally-qualified individuals, to automated proposals
which are generated by algorithms and based on
the sum of money that both parties would most likely
accept - according to statistics and crowd-based
“jury” decisions.®” With the growth of e-commerce,
it was equally a natural progression that dispute
resolution and redress would also move online. The
United Nations Commission on International Trade Law
(UNCITRAL) extended its earlier work on commercial
arbitration and e-commerce to help ODR systems
when dealing with cross-border e-commerce.® Of
note, there is no a priori reason for ODR to be restricted
to online transactions and, assuming that the parties
can communicate electronically, ODR could also be
used to resolve disputes around offline transactions.
Indeed, in early 2016, the European Commission set
up a new Online Dispute Resolution ODR platform
which is not restricted to online transactions.

Faced with doubts about the cost-effectiveness for
PayPalin the United States of investing ADR, aresearch
team using large data sets generated by the system,
analysed ODR results and found, unexpectedly,
that “users who....went through the ODR process
increased their usage of the marketplace regardless
of outcome.”® The biggest subsequent increase in
market participation by consumers came from those
consumers who settled their cases amicably, slightly
greater in fact than those whose cases were upheld.
It is interesting to note that even those who lost
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their cases later registered an increased subsequent
involvement. The only group whose participation in
the market decreased were those whose resolution
process took a very long time — a result that echoes
the long standing complaints about the “hassle factor”
of court proceedings. This confirms the familiar pattern
that the worst possible response to discontented
consumers is to ignore them.

Do these ideas appear farfetched in the MENA
context where there is still relatively low use of the
internet? This seems like a weak argument for not
investing in ODR given its remarkable rise - not just
in telecommunications and information technology
around the world in less developed regions than
MENA (such as sub-Saharan Africa), but also
access to the internet through mobile telephony.
Underserved areas are leap-frogging the expensive
stage of fixed line communications and, as a
result, are managing to provide access to relatively
poor populations, including displaced persons for
whom the internet is becoming a flexible form of
communication.

Recommendations: Our suggestions regarding
dispute resolution are two-fold. On the one hand,
the development of ADR systems that operate
independently outside of business are welcomed
- and these are still under development within the
MENA region. Furthermore, when faced with the vast
numbers of complaints being dealt with by some ADR
schemes and Ombudsmen, the need for internal
dispute resolution mechanisms within companies is
also to be encouraged. This would permit them to
filter out the more routine cases. To some extent, ODR
systems fall into both categories depending on the
precise governance.
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The diversification and spread of consumer ADR
schemes has been accompanied in some countries
by a demand for quality criteria against which ADR,
Ombudsmen or other consumer-trader dispute
resolution schemes can be evaluated and regulated. The
European Commission drafted a set of criteria which are
listed in Directive 2013/11/EU and having been based
on earlier and widely accepted Recommendations
from 1998 and 2001. The criteria include access,
independence and impartiality, transparency and
low cost. The in-house systems do not have to be
bound by such criteria in the same way. For example,
independence by definition is not attainable for an in-
house system, although it should endeavour to be fair.
But if in-house systems operate effectively they will
prevent the more public Ombudsmen/ADR systems
from being overwhelmed - as occurred in some
jurisdictions during the financial crisis.

Recommendation 10 a). Mechanisms that are
created in-house, such as voluntary dispute
resolution, would contribute greatly to better
customer relationships and a resolution to
disputes at an earlier stage. Making the courts
the locus of resolution for disputes immediately
sets the bar too high for most consumers and
escalates disputes to the most intense level from
the outset.

Recommendation 10 b). As ADR mechanisms
develop outside of businesses, then the latter
are encouraged to cooperate and participate.
However, while suitable ADR mechanisms can
be in the interests of business, the passing on of
cases to Ombudsmen when they should be dealt
with in-house, has created unnecessary burdens
for businesses and consumers.
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4. BUSINESS PARTICIPATION IN CONSUMER
PROTECTION POLICY

There is a wide involvement of business in stakeholder
consultation in the MENA region. This takes the form
of the formal associations such as the chambers of
commerce and industrial federations - sometimes
taking care to include a range of business sectors such
as farmers in Jordan and Lebanon and the advertising
syndicate in Lebanon.

There are dangers that business may see such
membership as an opportunity to lobby. There
are also risks that government may see itself as
waiting to be lobbied, leading towards a collusive
relationship. Equally, both sides could perceive the
forums as opportunities to learn from each other;
government wanting to avoid perverse policies due
to unforeseen consequences of particular regulatory
measures, while business seeking to acquaint itself
better with knowledge of consumer protection. It has
been indicated while discussing the United Nations
Principles for Good Business Practices how the

national consumer protection councils could provide
excellent discussion forums.

Special care should be taken so that small traders
and producers are included as far as possible in such
discussions. Another group for possible consideration is
the state-owned enterprise sector. Many operate services
of strategic importance such as power and water, while
being businesses themselves under the terms of the
United Nations Guidelines. In such circumstances, other
businesses will then find themselves in the role of being
both fellow businesses and consumers of the services
provided by state-owned enterprises.

Recommendation 11: The participation of
business in the Consumer Protection Councils
is to be welcomed and encouraged. The two
functions of consultation between government
and business and regulation by government
need to retain their distinct character both as
important public functions.

Table 4:

Business involvement in consumer protection policy in the MENA region

Algeria
Law No. 09-03 of 25 February, 2009, on Consumer Protection and Repression of Frauds;

Article 24. National Council for Consumer Protection (CNPC) to make policy proposals; Membership and competences set out in regulation.
Decree 12-355. No reserved place for business, small businesses and commerce represented through ministries.

Law 67 of 2006, on Consumer Protection;

Article 13.Agency Board of Directors, 15 members nominated by minister: One from the Chamber of Commerce; One from the Association of Egyptian
Industry; Three members with related experience; Three-year terms, renewable once; See also Article 17 on Dispute Settlement Committees.

Jordan
Law 7 of 2017, on Consumer Protection Act;

Article 9A. Consumer Protection Council: Chaired by minister; Members: Jordan Chamber of Commerce, Jordan Chamber of Industry, Federation
of Farmers, two representatives of the private sector; Two-year terms renewable once; Article 10. Wide range of functions.

Lebanon
Law of 4 February 2005, on Consumer Protection Law;

Article 60. Conseil National de Consommation under Ministry of Economy and Trade; Chambers of Commerce, industry and agriculture,
Industrialists Association, advertising syndicate.

Law No. 31-08, on Consumer Protection;

Article 204. Independent Consultative Council; Article 205. Membership and role fixed by legislation; Described as “recently created” (in 2015);
Five members of consumer associations, five from business associations; 16 ministerial representatives.

Tunisia
Law 92-117 of 7 December 1992, relating to the protection of consumers;

Article 15. National Council envisaged; Membership under law of 2004: 33 members; 15 national organizations not explicit place for business;
NB: Also Institut national de la consommation.

State of Palestine
Law No. 21-2005, on Consumer Protection;

Listed in definitions. Article 4 of Consumer Protection Act. Members of Consumer Protection Council: Chamber of Commerce, industrial
federations, Union of Contractors, Businessmen’s Association, power of request to minister.

Source: UNCTAD MENA programme Inception Report 2015 and national legislation.
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5. GUIDANCE TO BUSINESS: BEYOND COMPLIANCE?

Such debates on consumer policy sometimes overlook
the capacity for business to take action and to improve
standards autonomously, regardless of the need for
compliance. Private companies and public enterprises
such as utilities are turning to internationally recognized
standards both for their substantive benefits and for
the improved public image which follows from their
adoption. Product standards are widely referred to
- without the need for listing them all in detail - in the
legislation covering the MENA region. This usually comes
in statutory form, binding standards with legal sanctions
in the event of non-compliance. In some cases reference
is made in the consumer protection act itself, whereas in
others there is a separate standards act - as in Algeria,
Jordan and the State of Palestine with the latter making
frequent reference in the Consumer Protection Act. All
the countries invoke standards in their legislation but not
necessarily according to international standards.

Specific reference to international standards is not a
requisite and States may decide to incorporate their
substance into their national standards in full, or in part.
The inclusion of all the countries throughout the region in

Box 3:

the membership of ISO - through their national standards
bodies - draws attention to international standards as,
indeed, does the commercial pressure that results from
trade flowing both inwards and outwards. The judgment
as to the best way to proceed in this regard will vary in the
light of the development of standards in each jurisdiction.
The benefit for business is that if they consider standards
and their public attribution to be advantageous, then
they can adopt them unilaterally.

5.1 INTERNATIONAL STANDARDS AND
UNGCP

Box 3 below details how the ISO standards function,
and many have corresponding and specific standards
also covered in the UNGCP document. In particular,
there is a focus on Guideline 5, being the most
quoted of the “legitimate needs” of consumers. This
is intended to indicate to the reader the relevance of
the standards. Consumer representatives took part in
the development of many of the standards through
Consumers International, and often supported by the
ISO Consumer Policy Committee (COPOLCO).

IS0 standards and UNGCP “legitimate needs”

The legitimate needs which the UNGCP guidelines are intended to meet are as follows:
UNGCP GL 5a). Access by consumers to essential goods and services; And UNGCP GL 5b). The protection of

vulnerable and disadvantaged consumers;

ISO 24510, 2007, reaffirmed in 2013. Activities relating to drinking water and wastewater services. Guidelines for
the assessment and for the improvement of the service to users:

e guidelines for satisfying users’ needs and expectations;

e service to users assessment criteria;

ISO 50007. Energy services. Guidelines for the assessment and improvement of the energy service to users, 2017:

e guidelines for satisfying users’ needs and expectations;

e assessment criteria for energy service to users;
ISO 14452. Network services biling, 2009:

Covers water, energy, telecoms networks and includes non-metered provision.
UNGCP GL 5c). The protection of consumers from hazards to their health and safety;

ISO 22000. Food safety management series:

The overall objective of following internationally consistent guidance is to produce safer consumer products,

and thereby:

a) reduce the product safety risks to consumers;
b) reduce the risks to suppliers of product recalls;

¢) provide consumers with the information they need in order to make informed choices with respect to the safe

use and disposal of consumer products;

d) assist governments by improving the safety of consumer products.
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ISO 22005. Food safety management systems-requirements for any organization in the food chain:
— to plan, implement, operate, maintain and update a food safety management system;
— to demonstrate compliance with applicable statutory and regulatory food safety requirements;

— to evaluate and assess customer requirements and demonstrate conformity with those that relate to food
safety;

— to effectively communicate food safety issues to their suppliers, customers and relevant interested parties in
the food chain;

— to demonstrate conformity to relevant interested parties.

ISO 22005, 2007. Traceability in the feed and food chain. General principles and basic requirements for system
design and implementation;

ISO 10377, 2013. Consumer product safety. Guidelines for suppliers:
The standard describes how to:

e dentify, assess, reduce or eliminate hazards;

e manage risks by reducing them to tolerable levels;

e provide consumers with hazard warnings or instructions essential to the safe use or disposal of consumer
products.

UNGCP GL 5g). Availability of effective consumer dispute resolution and redress;
ISO 10002, 2014. Quality management. Customer satisfaction. Guidelines for complaints handling in organizations:*

® enhancing customer satisfaction by creating a customer-focused environment that is open to feedback,
including complaints and their resolution, and enhancing the organization’s ability to improve its product and
customer service;

e recognizing and addressing the needs and expectations of complainants;
e providing complainants with an open, effective and easy-to-use complaints process;
e analysing and evaluating complaints in order to improve the product and customer service quality.
UNGCP GL 5i). The promotion of sustainable consumption patterns;
ISO 14000 Environmental management series:
The series includes practical guides for SMEs to satisfying legal and other requirements;
ISO 14044, 2006. Life cycle assessment: specifies requirements and provides guidelines for life cycle assessment;

ISO 14067. Carbon footprint, 2013. Greenhouse gases and the carbon footprint of products. Requirements and
guidelines for quantification and communication;

ISO 14046. Water footprint, 2014. Environmental management, water footprint - principles requirements and
guidelines.

UNGCP GL 5j). A level of protection for consumers using electronic commerce that is not less than that afforded
in other forms of commerce;

The ISO/IEC 27000 series helps organizations keep information assets secure such as financial information and
intellectual property;

ISO/IEC 27001, 2013. Information security. Information technology. Security techniques. Information security
management systems — Requirements.

UNGCP GL 5k). The protection of consumer privacy and the global free flow of information;
ISO 27002, 2013. Information technology. Security techniques. Code of practice for information security controls.

* Not applicable to disputes referred for resolution outside the organization.
Source: UNCTAD based on ISO 2017.
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Box 4:
Examples of IS0 standards in MENA region

In Egypt, Juhayna Food Industries saw a 70 per cent increase in manufacturing efficiency between 2008 and
2012 as a result of the adoption of ISO standards. Average annual revenue rose by 3.3 per cent - attributable
to the implementation of the standards. The international standards used were: ISO 9007 Quality management
systems — requirements; ISO 14001 Environmental management systems — requirements and guidance; and
ISO 22000 Food safety management systems — requirements in the food chain. Direct benefits to consumers
were seen arising from, for example, diminished delivery times and, therefore, reducing the risk of shortage
and of product deterioration in transit. Non-conforming products in the market also declined. Clearly gains of
the magnitude calculated above allow plenty of room for both consumers and producers to see the benefits
— the classic “win-win” situation. Benefits can be derived from cost reduction, improved marketing, entry into
export markets and the development of new products.

In Jordan, Petra Engineering produces air-conditioning, ventilation and heating systems. They export to many
Middle Eastern countries and the United States. Applying generic standards under the ISO 9000 and 14000
series - as well as sector-applicable European Union Directives - have resulted in benefits equivalent to 4.2 per
cent of annual revenue. The largest savings come from purchasing from certified suppliers and reducing the

need for inspection. In this way, one certificate helps generate another.
Source: ISO, 2012, “Economic Benefits of Standards; International Case Studies” Vol. 2.

Box 4 draws upon the implementation of ISO
standards in the MENA region.

Observation 2: There exists the ever present
possibility of companies adopting standards
voluntarily. This is especially relevant in instances
where legislation is yet to keep up with evolving
technology.

These examples are intended to demonstrate how
mutual benefit to consumers and businesses can be
arrived at through voluntary action on the part of the
companies. There are incentives for adoption in terms
of advantages in the market place - and this will be
discussed in the final discussion on liability policy.

5.2 LIABILITY POLICY

Product liability is evolving rapidly as more attention
is being paid to services and to “intangible products”
such as those transmitted over the internet. There is
also anew element emerging in the “Internet of Things.”
This terms refers to the operation of manufactured
products controlled through the internet - more often
than not at distance. It is difficult for legislators to
keep up with these developments, partly for technical
reasons but also for legal ones too, as computer
software is subject to intellectual property law while
other goods and services are governed by consumer
protection law.

For Maria Lazarte, an ISO expert, the lack of consumer-
awareness on the part of producers poses problems
for privacy in particular, noting how “The heart of the
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problem lies in the fact that, from the start, much of
the day-to-day equipment used by consumers in
their daily lives is being brought to market with little or
no regard for consumer issues like privacy and data
protection.”° Privacy rapidly becomes a security issue
because of the risk of theft of consumers’ financial
data. Although the growth of e-commerce is dramatic,
it is clear that it is still being held back by consumer
fears regarding security - in particular as far as cross-
border transactions are involved. Business needs to
address these concerns further up the production
chain and there are means to do so.

In the case of goods and services provided by
multinational companies - or where international third
party platforms are used for transactions even without
legislation - the way is open for companies to gain
market advantages in two ways. These are through
“privacy by design” as suggested above, and by
making public commitments to standards of conduct
reinforced by certain codes of behaviour wherever
they operate. Liability policy can be a part of the latter
approach, where legislation is not adequate.

Limited consumer liability in e-commerce: Of
particular significance is the cross-reference in GL 65 of
the UNGCP to the OECD E-commerce Guidelines. The
latter were revised in 2016, just three months after the
UNGCP revision.*! These address business regarding
the key issues of security and liability in the event of
a breach. Paragraph 49 of the OECD Guidelines
requires businesses to “manage digital security risk and
implement security measures for reducing or mitigating
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adverse effects relating to consumer participation
in e-commerce.” In paragraph 40 of Section E on
Payment, it calls on businesses to “implement security
measures...commensurate with payment related risks,
including those resulting from unauthorized access
or use of personal data, fraud and identity theft.”
Governments are called upon in paragraph 41 to work
with stakeholders, including, but not only businesses,
“to develop minimum levels of consumer protection
for e-commerce payments, regardless of payment
mechanism used.” This last point is significant given
the increasing diversification of e-commerce payment
methods into mobile payments for example.

The importance of liability is demonstrated by the
history of “chargeback” - now widespread in Europe
and North America - under which the consumer has
the right to pursue a claim against the card issuer as
well as the Internet trader. This means, for example,
that if goods fail to be delivered then a claim for a refund
of the full cost can be lodged against the card issuer in
the event of the Internet trader not responding. When
this was initiated under consumer credit legislation
during the 1970s and 1980s, it was strongly resisted
as a regulatory imposition. As cross-border purchases
have become increasingly more frequent, it is now
considered as a market advantage. In short, it is seen
as an incentive for the consumer to use credit cards.

The limitation of consumer liability by third party
platforms has also been a major market advantage for
market operators offering this service. This is the case
of Alibaba’s successful development of Alipay in China,
as a third party “escrow” system where the funds paid
by the consumer are retained from disbursement to
the provider until the goods and services have been
delivered to the satisfaction of the consumer. Alipay’s
“escrow” system is generally regarded as a key
component in Alibaba’s rapid expansion.

Paragraph 41 of the OECD Guidelines endorses
limitation of liability for consumers in the event of a
breach of security. It is written that “Governments
and stakeholders should work together to develop
minimum levels of consumer protection for
e-commerce payments, regardless of the payment
mechanism used. Such protection should include
regulatory or industry-led limitations on consumer
liability for unauthorized or fraudulent charges, as well
as chargeback mechanisms, when appropriate.” As
a practical example of the measures envisaged, the
European Union Payment Services Directive reduces
consumer liability for non-authorized payments to
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50 Euros from the previous threshold of 150 Euros.*?
The Directive also tightens the security measures
that need to be applied to all electronic payments. In
particular, the use of strong customer identification is
a requirement.*®

The OECD Guidelines widen the scope of guarantee
beyond chargeback. In paragraph 41 it is also
explained that “The development of other payment
arrangements that may enhance consumer confidence
in e-commerce, such as escrow services, should
also be encouraged.” The reference to “escrow” is
significant in the context of the Chinese experience
mentioned above, although it is also used in other
varied jurisdictions, including Argentina and California.*

Recommendation 12: Limiting consumer liability,
as recommended by the OECD E-commerce
Guidelines and endorsed further by the UNGCP,
offers a relatively simple way for consumer
confidence in e-commerce to be enhanced. It
could prove to be a business opportunity, despite
having initially been seen as an imposition. Were
businesses to accept liability they would send
a signal to consumers about their confidence.
Equally, they would also have strong incentives
to maximize security.

“Traditional” product liability: For electronic
transactions, the recommendations in the OECD
Guidelines limit consumer liability. In contrast, in the
case of traditional products, it is producer liability that
has been limited in the past by exceptions such as the
“development risks defence,” which maintains - in the
cases of products under development - that it would
be unreasonable to assume that the manufacturer
could envisage all the potential difficulties that might
emerge with use. Such exceptions have led some legal
experts to regard tort law as having “long ago ceased
to have any relevance to establishing monitoring or
improving levels of safety or performance.”

As product standard harmonization has gathered
pace around the world, most notably in the European
Union in the context of market integration, some
experts have expressed concern that it will generate
a levelling down of standards. Within the European
Union, this issue has led to the balancing shift towards
“strict product liability” with less emphasis on actual,
or potential prior knowledge of product defects on
the part of the supplier. In simpler terms, it has been
described - in the case of the Brazilian consumer code
- as a change in contractual theory away from the “guilt
principle.”#® “Strict liability” refers to the responsibility
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of any, or all, parties along the manufacturing chain.
[t makes a party legally responsible for damages,
regardless of culpability and without need to prove
fault, negligence, or intention. The aim is to channel
liability towards the party best placed to control the
product and insure the risk involved. Joint and several
liability means that this risk is shared upstream from
the consumer under conditions of normal use of the
product.

The clauses on product liability in the laws of the
MENA region are reasonably up to date in the sense
of establishing joint and several liability along the
production chain. However, they are very variable in the
extent to which they incorporate the shift envisaged by
the Brazilian example away from the “guilt principle.”
For example, in the Jordanian Consumer Protection
Act of 2017, the reference in Article 20 to causality
and awareness of a defect on the part of the supplier
imposes a burden of proof on consumers. Here, it is
stated that “Liability may be joint between suppliers
who have caused or are aware of a defect in a good or
service sold to the consumer.” In contrast, the Algerian
Consumer Protection Act imposes a simple obligation
to release products onto the market which are safe
under normal use, or in conformity with any standards
— the matter of prior knowledge as a condition of
liability is not introduced. Chapter 4 of the detailed
Moroccan Law 24-09 on Product Safety imposes a
general duty to trade safely, and even if the product
is found to comply with the required standards, the
producer may still be liable.
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As product standard harmonization evolves and legal
debate remains unresolved, the need for a general
framework of protection will become more widely
discussed, especially as an already complex debate
will be influenced by the development of the Internet
of Things. Business would be well advised to take
initiatives directly.

Recommendation 13: In recognition of the
difficulty of developing safety standards and
liability policy for all goods and services - and
in the absence of comprehensive product
standards - businesses could unilaterally adopt
relevant international standards for goods and
services, such as the ISO, IEC, as listed in Boxes
3 and 4, and develop methods of risk assessment.

In the meantime, businesses must continue to exercise
due diligence, assisted by access to international
alert systems such as RAPEX in the European Union
and the OECD Global Recalls Portal, which enhance
information sharing across jurisdictions and support
regulators and businesses in taking corrective actions.
Businesses and consumers can use the OECD portal
to check whether there are safety concerns about
the products they intend to buy, or distribute. This is
particularly useful in the context of online purchases
across borders.

Recommendation 14: Businesses can improve
the tracking of emerging hazards from around
the world, which will help them to move quickly
to address problems.
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6. CONCLUSION

6.1 1S STRONG CONSUMER PROTECTION

IN THE INTERESTS OF BUSINESS?

A central question for all business is does having
a strong corporate consumer protection policy
yield better economic results? In 2010, The United
Kingdom Office of Fair Trading commissioned
a survey of businesses based within the United
Kingdom. It found that “61 per cent of businesses
saw organizational benefits as a result of enforcement
of consumer protection law (more likely among large
businesses) with the most commonly cited benefit of
enforcement being that it created a level playing field,
followed by its positive impact on customers (in terms
of more satisfied customers and greater confidence
in the sector).”” What emerged from these Office of
Fair Trading surveys was the importance of reputation
for businesses among consumers and the influence of
competitors, which can be a driver of compliance. No
business wishes to see its competitors doing well by
cutting corners to gain an unfair advantage.

There is a potential danger of overlapping enforcement
mechanisms where sectoral consumer protection
law and generic consumer protection acts may
overlap. Clearly, it would be undesirable for inspection
mechanisms to be triggered from two inspectorates
covering the same company. For example, in the
event of complaints about a telecoms company it
would be inefficient to have separate investigations
by the Consumer Protection Agency and also the
Telecoms Regulator. It would be far better to have a
single process which could involve both agencies, or
have one delegate powers to the other. Coordination
will be necessary to avoid redundant inspections that
serve neither the consumer nor the business interest,
and bring government inspection processes into
disrepute. “Strong” consumer protection should mean
being effective in terms of results, and also being
much more than merely assertive.
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The concern that heavy reliance on penal sanctions
may be counterproductive because criminal sanctions
require high standards of proof has been noted.
However, and as Hodges acknowledges, “where people
break rules or behave immorally, people expect to see a
proportionate response.”*® Retribution (punishment) is
one aspect of regulation but by no means the only one.
One could argue that the best deterrent is that which is
not used because it has not been necessary.

6.2 CAN BUSINESS DO WELL BY DOING
GOOD?

Some commentators take the view that ethical
business, as exemplified by CSR, is a contradiction in
terms. While some regard business ethics and CSR as
forms of corporate public relations,* others - perhaps
most notoriously Milton Friedman, the late economist -
regard it as a subversion of business objectives. There
are potential pitfalls that are safeguarded against by the
principle set out by the European Union that Corporate
Social Responsibility should go above and beyond legal
obligations. This is particularly important in the context
of consumers as so much consumer protection is
already subject to extensive legal obligations.

Is there an answer to the overriding question as to
whether business can do well by doing good? There
exists extensive literature on this subject, but only
recently is it being synthesized. A literature review of
167 studies undertaken by Harvard Business School
and the universities of California and Michigan,
concluded that “after 35 years of research, the
preponderance of scholarly evidence suggests a
mildly positive relationship between corporate social
performance and corporate financial performance and
finds no indication that corporate social investment
systematically decreases shareholder value.”*®

This reinforces our hope here that business will aim to
adopt some of the suggestions made in this volume.
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