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1I. INTRODUCTION

ernment, as well as for corporations and individual 

commerce has increased over the last decade, 

I. INTRODUCTION

Economy

Share of popula-
tion having mail 

delivered at 
home (2012 or 
latest, per cent)

Share of individu-
als with credit 

cards (15+, 2011, 
per cent)

Share of individu-
als using Internet 

(2013 or latest, per 
cent)

Secure servers per 
1million people 

(normalized, 2013)

UNCTAD e-
Commerce Index 

value
Rank

Chile 94 22.8 61.4 73.9 63.0 39

Uruguay 93 27.1 58.0 72.1 62.5 40

Brazil 81 29.2 58.0 69.9 59.5 47

Argentina 93 21.9 54.1 67.6 59.1 48

Costa Rica 98 12.2 47.5 72.5 57.6 52

Dominican 
Republic

99 12.2 45.0 61.5 54.5 57

Mexico 91 13.0 43.5 63.7 52.8 60

Bolivarian 
Republic of 
Venezuela

93 10.4 44.1 56.6 51.0 63

Colombia 60 10.2 51.27 65.6 46.9 71

El Salvador 95 5.3 25.5 60.9 46.7 72

Ecuador 68 10.2 35.1 63.0 44.1 76

Guatemala 95 6.9 16.0 58.1 44.0 77

Peru 56 10.0 38.2 61.9 41.5 82

Panama 25 10.7 45.2 73.5 38.6 84

Honduras 75 5.3 18.1 55.1 38.4 85

Nicaragua 44 2.5 13.5 54.4 28.6 98

Plurinational 
State of Bolivia

19 4.1 34.2 54.9 28.1 99

Haiti 40 1.8 9.8 37.7 22.3 107

Table 1.  UNCTAD B2C e-Commerce Index 2015

Source: 

sary to achieve a secure and reliable environment 
characterized by transparency, respect for pri
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 and in 

 in the fol

and information security,

 
 

A. STATUS OF CYBERLEGISLATION 
IN THE LATIN AMERICAN 
COUNTRIES

Country

Electronic 
transactions/ 

electronic 
signatures

Consumer 
protection

Protection of 
personal data

Intellectual 
property

Domain 
names

Cybercrime and 
information 

security

Argentina

Plurinational 
State of Bolivia

Brazil

Chile

Colombia

Costa Rica

Cuba

Ecuador

El Salvador

Guatemala

Haiti

Honduras

Mexico

Nicaragua

Panama

Paraguay

Peru

Dominican 
Republic

Uruguay

Bolivarian 
Republic of 
Venezuela

Table 2.  Status of cyberlegislation in the countries of Latin America, 20157

Source: 
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ELECTRONIC TRANSACTIONS/ELECTRONIC 
SIGNATURES

not apply the model laws, and one country has no 

electronic customs transactions to be carried out in 

CONSUMER PROTECTION

to information in commercial transactions made over 

associations and chambers of commerce have de

Value Item Description

Facilitates e-commerce The legislation is in line with international best practices adopted by international 
organizations, such as the United Nations Commission for International Trade 
Law, the World Intellectual Property Organization, the World Trade Organization, 
the International Telecommunications Union, the Ibero-American Data Protection 
Network, the Inter-American Committee against Terrorism of the Organization 
of American States, the Council of Europe and the Organization for Economic 
Cooperation and Development.

Partially facilitates e-commerce There is some legislation on the subject, but it is not consistent with 
international best practices. It needs to be brought in line with normative 
standards.

There is no legislation

Normative Values:
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Source ,  

 

PROTECTION OF PERSONAL DATA

INTELLECTUAL PROPERTY

 represents one of the most 

DOMAIN NAMES

 



5II. REPORT ON LEGISLATION IN THE LATIN AMERICAN COUNTRIES

member countries to create mechanisms for combat

CYBERCRIME

bercrime and have amended their substantive and 

response teams and have adopted the recommenda

the parties in connection with the adoption of meas

The aforementioned instruments represent the most 

their national policies, of the substantive criminal laws 

 

cultural, economic, social and political spheres while re
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prosecution and punishment of those behaviours so 

other international instruments such as the Council of 

 which was 

adopted at the Third Summit of the Community of 

obedience to the rules of international law, in relation 

bercrime, and in particular, create mechanisms for the 

B. A MULTIPLICITY OF 
INITIATIVES FOR PROMOTING 
INTERNATIONAL COMMERCIAL 
TRANSACTIONS IN THE 
REGION

These measures have proved to be compatible across 

the different divisions of individual states or of different 

payment mechanisms and personal data protection, 
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teroperability of the customs systems in the different 

The adoption by member States of the technical 

20

Source
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Source: 

Country

1 2 3 4 5 6 7

Development of 
platform for issuing 

DCOs (eligible entities)

Development of 
platform for receiving 

DCOs
the test DCO system

Internal approval 
(validation of the DCO 
signature in the DCO 

system)

External approval 
(validation of the DCO 
signature in the DCO 

system)

registration 
in 

production 
DCO 

system 

Production 
(validation 
of the DCO 
signature 

in the DCO 
system)In process Completed In process Completed In process Completed In process Completed In process Completed

Argentina X X X X X X

Plurinational 
State of 
Bolivia

X

Brazil X X X X X X

Chile X X X X

Colombia X X X X X X

Cuba X X

Ecuador X X X

Mexico X X X

Panama X X

Paraguay X X

Uruguay X X X X X

Bolivarian 
Republic of 
Venezuela

Country Exports Imports In development

Argentina - - X

Brazil X X

Chile X - X – in development. Incorporation of services: to supplement 
exports and initiate imports

Colombia X X Constant improvement: inclusion of other services, in addition to 
exports and imports

Costa Rica X - X – Incorporation of services: imports

Ecuador X X

El Salvador X - X – Incorporation of services: imports

Guatemala X -

Honduras - - X

Mexico X X Constant improvement: inclusion of other services

Nicaragua - - X

Panama X - X: in development. Incorporation of services: to supplement exports 
and initiate imports

Paraguay X - -

Peru X X Constant improvement: inclusion of other services in addition to 
exports and imports

Dominican Republic - - X

Trinidad and Tobago X X X – in development. Incorporation of other services: imports

Uruguay X X X – supplementing exports and imports

Table 4.  Development of the Single Window for Foreign Trade in Latin America and the Caribbean  (2014)

Source
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countries such as Colombia, which has had an op

contributed to the considerable development of the 

intellectual production and systematization of the doc

 and 

 within the 

important that those countries that have not yet done 

sociations and includes a standard of best practices 

The adoption of data protection laws that comply 
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ARGENTINA

public, their acceptance, the formation of contracts 

between parties both of whom are physically present, 

as well as between parties that are not, and the time 

Under the Commercial Code, indeterminate offers to 

Several of the provinces have made this law appli

ment additional to the aforementioned limit must be 

II. REPORT ON LEGISLATION IN THE 
LATIN AMERICAN COUNTRIES
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sumer contracts, includes a section on special types 

that a contract be made available in written form, 

contract with the consumer or user is supported by 

Several articles in the Code allow for the use of “elec

establishes without a doubt the identity of the author 

date on which the product is delivered or on which the 

to information in connection with transactions con

to service contracts by electronic or other remote 

able to store or print such terms and conditions, and 

that it must be clearly stated that the contract can be 

terminated at the discretion of the consumer or user 

provides that commercial establishments that provide 

pictures of tourist attractions must meet certain re

 

 

 

 

• 

• 
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• 

• 

• 

ellite 

• 

BOLIVIA (PLURINATIONAL 
STATE OF)

which can be implemented and publicized by means 
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any information contained in and transmitted in the 

of the information contained in them shall constitute 

tions conducted and recorded in the computerized 

products and services provided by electronic means 

the duties of users and consumers and the duties of 

of administrative complaints and on forms of redress, 

or body corporate is entitled to demand compliance 

for the protection of privacy, of the Code of Constitu
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vide personal data must be informed in advance that 

who will be the potential recipients of the information, 

the identity and domicile of the person responsible 

or relevant procedures and may not be reported, as

provides that any individual or body corporate that 

automated means, in public or private records or da

• 

• 

• 

• 

• 

bitration Centre and the Conciliation and Commercial 

sonal data in order to meet its commitments in the 
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BRAZIL

documents, applications and support for applica

ity of public or private electronic documents produced 

federal levels and the different sectors of society, and 

and void and may be sanctioned by the competent 

Code, they may also be liable to criminal prosecution if 

they are found to have committed any of the offences 

databases, formats or records, when the provider is 

aware or should be aware of such inaccuracy, which 

such as the duty to provide product information, in

of the product, the terms of the contract and the ben

their contact information, such as telephone number, 
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the physical address of the company and the proce

concluded and payment is applied and recorded, the 

the terms of acceptance, as well as the conditions for 

protect consumers in transactions conducted on 

croaches on such protection shall be null and void, 

the inviolability and secrecy of private communications 

controls for the protection of minors, as well as the 

implementation of security measures and procedures 

connection with the provision, transmission, switch

information and communications, unless, in the latter 

case, there is a court order in connection with a crimi

which entitles a person to receive information on his 

data shall be made available only pursuant to an in

the Code prohibits the supply of mass information on 

by court order, as well as the inviolability and secrecy 

personal data, which may only be used for purposes 

must be stated separately from the other clauses of the 

of records, personal data or communications by pro

at least one of those actions occurs on the national 
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data and secrecy of private communications and of re

• 

• 

• 

• 

• 

addresses in the country, which are coordinated by 

resolution process, under which rules are set for 

and related systems that are perpetrated with elec

mechanism, in order to obtain, manipulate or destroy 

produces, offers, distributes, sells or disseminates 

ishes anyone who receives commercial or industrial 

neutrality and preserve stability, security and func

applications must also maintain the relevant records 

cal limits of their service and within the time frame 

The most important bills currently under discussion in 
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clearance and carry out all procurement transactions 

The automation of various procedures by the Na

whereby the National Customs Service implements a 

CHILE

carry out acts, enter into contracts and issue docu

dure, provides for the inclusion of additional proof 

of authenticity for electronic documents that are not 
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means it provides for consumers to identify and cor

of the communication, the identity of the sender and 

shipments be suspended, after which time they shall 

communication and prohibits the interception, open

tion provided by the Constitution, a number of laws 

are to be used in any operation or set of operations 

or technical procedures, whether automated or not, 

moral characteristics of persons or to facts or circum

stances of their private lives, such as their personal 

consented or the information is needed in order to 

within the limits of national security or the national in

improper treatment of personal information, without 

the case may be, as ordered by the court that is com

or monitor such materials, as well as from the obli
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• 

• 

• 

• 

• 

• 

• 

• 

domain name must be resolved in accordance with 

disputes are submitted, resolved and processed in 

accordance with the arbitration procedure laid down 

accordance with established procedure and to imple

effort to preserve the privacy of users, provide pro

service, which is punishable with a short prison sen

tion service, which is punishable with a short prison 
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COLOMBIA

incorporates a number of provisions from the UN

nature and evidential value of information provided in 

entities, which are now accredited by the National 

trative procedures and formalities in State entities and 

in private entities that carry out public functions or pro

to facilitate the relationship between private persons 

for policy in the areas of rationalization, standardiza

tion and automation of procedures to prevent the 

the actions of public administration and reduce the 

Service is authorized to oversee, in coordination with 

nate the need for the concerned party to be physically 

activities, authorizes notarial services and consulates 
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and sets rules on various aspects of the issuance of 

electronic sales invoices, as well as on their validity, 

administrative procedures connected with advance 

information and act with loyalty and prudence in of

persons to have access to, update and correct infor

data contained in databases, whether administered 

interests of Colombia, as well as data maintained for 

personal or domestic use and data that are only circu

the date on which the overdue amounts are paid or 

removed from the databases of the entities maintain

have access to such information maintained by credit 

must authorize the use of his or her personal data, as 

• 
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• 

• 

• 

• 

• 

ellite 

• 

Colombia has implemented a number of public poli

however, the fact that entrepreneurs still have not 

the proliferation of provisions applicable to businesses 

COSTA RICA

deals with the formation of contracts between pre

sent parties and absent parties, the time and place 

ent, reliable and secure use of electronic documents 
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the use of electronic communications in public con

be used by the central administration in all admin

ures to enable citizens to use electronic means to 

payments, carry out transactions and oppose admin

or online communication and telecommunications for 

information on their life or private activities may be the 

private, that are administered for the purpose of dis

lations shall determine the applicable fee which may 

that the parties responsible must implement to pro
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lishes those cases in which the liability of providers of 

be limited in respect of the materials cached or trans

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

ellite

moval policy establishes that in the case of a dispute 

remove the domain name when ordered to do so by 

incomplete data, improper use of data or any other 

unauthorized means accesses, erases, deletes, modi

committed to the detriment of the systems used by 

CUBA
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ment of certain behaviours that are harmful to the 

property, so that the two systems are considered in

• 

• 

• 

on servers in Cuba, independently of whether they are 

tre is responsible for the proper administration and 

is a distributed, hierarchical and scalable service with 

behaviours that violate consumer protection rules, in
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cally, protection of personal data and activities of 

Code is also under review which would cover various 

cybercrimes, as well as a proposals on amendments 

DOMINICAN REPUBLIC

whether contractual or not, that are based on the use 

nection with the transmission and receipt of data 

transactions and services associated with electronic 

and credit card transactions, as well as any other tan

stipulates that in any interaction with a public entity 

rule on authorization and accreditation procedures, 
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vide documentation of the delivery of the product 

or service to the consumer or user, or have such 

documentation provided to a duly authorized repre

period of three days for the consumer to reconsider, 

sumer a minimum trial period of seven business days 

sonal data contained in archives, public records, 

issue reports, whether public or private, as well as 

their information and correct or destroy data that un

that all commercial electronic communications must 

munications must include the name or business, 

mail address for replies, so that the recipient can send 

commercial communications that have not been re
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recipient has or has had a prior commercial relationship 

also prohibits communications that are sent, directly 

productions, for the period and in the manner stipu

• 

• 

• 

• 

• 

• 

• 

• 

eration between the State and the private sector at the 

crimes, as well as provisions for rapid and reliable in

malicious codes, user data, diversion of contracted 
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contained in an information system or its components, 

forward or resend commercial communications with 

maliciously, with false information, the identity of the 

access sites, such as chat sites, public directories, 

electronic addresses, or of a domain name, and inten

communications from any combination of such ac

account holder or the operator of the access site, and 

ECUADOR

criminal sanctions for failure to comply with such pro

this form of data the same value as that of a written 
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entities, State institutions and public corporations to 

citizens, promote interaction with private businesses, 

services and contribute to transparency, participation 

of truthfulness, reliability of information, privacy and 

preference for retrospective [rather than preventive] 

computers and other means produced as a result of 

truthful, clear, timely and complete information on 

cates his or her acceptance of electronic records or 
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the use, purpose, source and destination of their infor

personal information may disseminate the archived in

sitive information is involved, the information may not 

piled directly or indirectly from the use or transmission 

decide what information will be shared with third par

of public and private sector institutions that currently 

• 

• 

• 

• 

• 
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produces, disseminates or publishes personal data, 

access without consent to a computer, telematic or 

munications or computer data pursuant to a court 

those channels have the necessary controls and se

curity measures and elements to prevent fraudulent 

information security, a national cybersecurity incident 

EL SALVADOR

several times,

the formalities to which contracts must conform, are 
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tiable transferable securities in an electronic record 

vance for electronic transactions, since it incorporates 

interact with customs systems, and to prevent its 

systems to certify the information transmitted, which 

each authorized user will have a pair of interconnected 

the contract, in the case of contracts made remotely, 
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information about a consumer, either to providers or 

dated or inaccurate information within no more than 

ten days from the date on which they receive a re

formation on such transactions may be disclosed only 

service to maintain information on users of institutions 

included in a data service administered by a duly ac

sector that are authorized to operate as data services 

that deposits of securities received by depositories 

discoverers, inventors and improvers of productive 

deems any permanent or temporary electronic stor

those carried out as part of mercantile activity or for 

purposes connected therewith, that are contrary to 

• 

• 

• 
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• 

ellite

• 

•  

• 

to a reliable and accurate database with contact in

information and communication or telematics systems 

associated with public, social, administrative, emer

Service or its databases, that the Customs Service 

communications systems in order to obstruct any 
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Salvador also needs to set up a national computer se

GUATEMALA

whether contractual or not, that is based on the use of 

model laws on electronic commerce and on electronic 

that must be met by electronic communications and 

the elements that must be present in the formation 

chandise and measures to protect consumers in 

that documentation and information related to mer
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thereto, allow the use of electronic means for interac

tional mandate to protect the interests of consumers, 

date on which the contract was concluded when this 

was done remotely, especially by telephone or at the 

provide special treatment for online transactions with 

private correspondence and of telephone, radio, ca

ble and other communications by means of modern 

cord, and the purpose of such information, as well as 

or any other type of public record, and the purpose 

for which the information is collected, as well as to 

in the information systems developed as part of their 

sensitive information or sensitive personal information 



40 Study on the harmonization of cyberlegislation in Latin America

munication, broadcast or distribution of a protected 

rental of copies of protected literary, artistic or scien

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

 

tional computer security incident response team which 

creation and operation of the national computer secu

HAITI

portant area of opportunity that should be borne in 
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to publish, reproduce, perform, adapt, disseminate, 

• 

• 

• 

• 

• 

interception of communications, cybercrime and ac

HONDURAS
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records, documents, invoices, sent and received mail, 

natures, which have the same validity on electronic 

services to include purchases made by electronic 

purchases and reverse auctions carried out by cen

acts related to chattels, real estate, commercial 

transactions and administrative procedures, includ

does not mention the use of electronic media for cus

toms clearance and related procedures, but does 

made via postal mail, telecommunications and elec
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associations, and arbitration procedures and mecha

establishes mechanisms to ensure the protection, 

respect for restrictions on access to reserved informa

anyone to provide personal data that could cause 

correct or update it or to remove false information or 

public access to computer databases via telecommu

 

ered in isolation are not inventions, and therefore are 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

electronic documents of another contained in net
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pervised institution, or in order to cover up, distort or 

maliciously modify credit or debit transactions, direct 

steal money by electronic transfer from one account 

MEXICO 

laws have been amended to provide for the use of 

or creditors to record documentation whereby liens, 
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use of electronic media for interaction with the fed

administrative manual on these matters, so as to en

and promote practices that will ensure information se

authorities to use electronic means in a variety of pro

that can serve as a basis for seal of trust systems con

sistent with international best practices, such as the 

individuals from false or inaccurate personal informa

collect and process personal data, independently of 

tection system that is consistent with international 

• 

• 

• 

• 

• 

• 

ellite
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• 

providers of telecommunications services, whether 
they be concessionaires, licensees or providers of ap
plications and content services, to enable authorities 

communications, users and devices in connection 

operation system can be put underway that will unify 

frame has yet been set for the process at the state 
level, but it is hoped that the Code will eliminate the 

on Cybercrime, as well as the recommendation of the 

accede to the Convention on Cybercrime, but has not 

deployment of connectivity infrastructure and the crea

NICARAGUA

ments with respect to documents contained in data 
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have full probative value, provided the mechanisms 

public institutions follow standards of economy, trans

achieve prompt and effective solutions to problems 

procurement system, to monitor the actions of con

nisms and procedures for the use of electronic or 

nancial institutions from liability for viruses, fraudulent 

nancial services by electronic means and attributes 

transactions and outlines the information that must 

be provided to consumers prior to the conclusion of 

cal domicile, electronic address and other means for 
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and provided by consumers in online transactions and 

electronic payments, as well as to send the consumer 

the sales contract with full information on terms and 

inviolability of their residence, correspondence and 

communications of all types, as well as access to 

cal media, the disclosure of which is an invasion of 

consists of sensitive personal data or information re

data, electronic personal data, sensitive personal 

transfer of personal data to countries or international 

or transfer private information of their clients or users 

in a manner that is appropriate, proportional and nec

essary in respect of the scope and the purposes for 

serious and establishes administrative sanctions, in

to include technical documentation and user manu

measures in order to permit unauthorized access to a 
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stipulates that mathematical methods or computer 

domain names, business names, denominations of 

• 

• 

• 

• 

• 

• 

• 

• 

• 

ellite

• 

similar media used for electronic communications or 

without authorization promotes, facilitates, authorizes, 

The Criminal Code also punishes the unauthorized 

use of computerized records of another or unauthor

tional means, of information, data, written or electronic 

the issue of cybersecurity and establish a national 

preliminary proposal for a special law on protection 

PANAMA
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tronic transactions between private parties and with 

certain commercial internet transactions, primar

competent authorities of other countries, provided 

missible as evidence and have the same probative 

of the manner in which an electronic document has 

tion, which provides further support for the formation 

porates several measures from the United Nations 

modernize the electronic systems used to provide 

The Constitution mandates that everyone has the 
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communications, which may not be intercepted or re

this prohibition renders the results of such interception 

dice to any criminal liability that may be incurred by 

selves contained in public and private databases and 

databases, or in private databases when such data

the inviolability of the information deposited in data

• 

• 

• 

• 

• 

• 
t

for software and databases and to elaborate on con

  

to computer systems, as well as the interception of 

electronic communications, with harsher penalties 

licit disclosure of industrial secrets and unauthorized 
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PARAGUAY

provides for providers of intermediation services, data 

validity of contracts concluded by electronic means 

documents with respect to documents contained in 
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National Customs Service to be replaced by proper 

resolution has not been incorporated into the coun

or conventional limitation by consumers and over

actions between providers and consumers for the 

distribution, sale, purchase or other form of commer

telecommunications services, the principal elements 

that permits consumers to identify providers and the 

product or service purchased within the time, of the 

or users, in a transparent, clear and simple manner, in

formation about the security of the means of payment 
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resolutions, but has not yet incorporated them into its 

access to any information and data on themselves or 

Habeas data

place of birth, marital status, occupation or profession, 

to personal and family privacy of the parties or of third 

recovery devices on terminals, they must inform con

sumers or users fully and clearly about the use and 

purpose of such devices and offer them the option of 

services online must inform consumers or users of the 

purpose and treatment of their personal data, in ac

recipients of the data supplied and to those responsible 

to prevent loss, alteration and access by unauthor

ized third parties to the data supplied by consumers 

not act as a mediator or arbitrator or intervene in dis

debit or credit cards and other electronic means of 



55II. REPORT ON LEGISLATION IN THE LATIN AMERICAN COUNTRIES

for data protection also needs to be updated in order 

PERU

modernization of the State and improvement of public 

motely, offers, withdrawals, acceptances and all other 

contractual statements are considered to have been 

or other similar means, they are presumed to have 
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rity of electronic documents and the identity of their 

The National Supervisory Commission for Companies 

izes the use of electronic means for communications 

administrative procedures and formalities by secure 

transfer or any medium that meets the conditions es

der to promote development and facilitate customs 

ties involved in international trade and transport to 

the United States and Canada, as well as the com



57II. REPORT ON LEGISLATION IN THE LATIN AMERICAN COUNTRIES

the same mechanisms of form, place and means em

they have furnished users, in timely fashion, a copy 

ditions, and they must provide information on their 

The Code also prohibits unsolicited and persistent ad

Code stipulates that all establishments that are open 

Complaints and provide consumers with the neces

sary support to enable them to record their complaints 

information detrimental to the competitive process by 

of personal data to countries that do not provide suit

a manner that is suitable, proportional and necessary 

serious, and establishes administrative sanctions, in

tions and protects the authors of databases in terms 
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• 

Treaty

• 

tervene or record telephone communications or 

ruvian computer security incident response team, 

URUGUAY

manifests and customs declarations, is incorporated 
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lence of print documents with respect to documents 

also authorizes authorities in the different branches 

documents, simple computer passwords, electronic 

There have also been a number of decrees establish
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withdraw his or her acceptance or annul the contract 

to information in online commercial transactions, was 

Habeas Data 

personal data and the free movement of such data, 

a level of protection that has been endorsed by the 

No data user may possess personal data other than 

publish, translate, adapt, transform, communicate or 
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Code, provides prison sentences for anyone interfer

on crimes related to fraud or deception conducted 

ted to the parliament a bill on cybercrime, which will 

BOLIVARIAN REPUBLIC OF 
VENEZUELA
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of the physical medium and whether it comes from in

They also establish rules that must be observed in 

service provider, must be delivered personally and 

standards, plans and procedures to be followed by 

for the cultural, economic, social and political develop

ized services, electronic delivery services, electronic 

similar media, directly and in real time, transactions 

system and to operators of credit, debit, prepaid and 

payments and transfers to third parties, in a secure 

decision calls for the implementation of multiple au

thentication measures to protect data in the course of 

entities to use electronic, computer and telematic 

documents reproduced by electronic, computer, op

tical or telematic media have the same validity and 

production capacity and ensure transparency in the 

tion of a standard of interoperability that will enable 

tities to develop interoperable information systems 
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administrative actions by electronic means, use elec

dures at the national, state and municipal levels, in 

trollers and users, as well as to promote national 

informatics, critical infrastructures, interoperability, se

entirely on the basis of electronic documents, and the 

procedures and sanctions, economic crimes, their 

fered, for the consolidation of the socialist economic 

and, for certain offences, can even lead to revocation 

tent, or content that condones violence, crime or use 

to the information and data on themselves or their as

all persons to protection of their honour, private life, 
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in order to protect the honour and personal and family 

reputation of persons and on the defence of the na

that their information will be collected in automated 

the use of their information and the security measures 

applied to protect the information, records and ar

violability of private communications and to adopt the 

ations, inventions or discoveries of those who invent, 

of producers, manufacturers or merchants to phrases 

The National Telecommunications Commission ad

of which is to provide comprehensive protection of 

any of their components, or actions carried out with 
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on criminal sanctions a number of computer crimes, 

information on clients, and appropriation of informa

the responsible party has not been tried for the action 

curity, which is made up of four national subsystems, 

order to comply with its commitments as part of the 

to review and update its substantive and procedural 
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