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Post-industrial economies, where information is a
key asset, are also known as “information econo-
mies”. An important asset of the information
economy is personal data, primarily in the form of
data about customers and potential customers.
Indeed, during the dot.com boom, much of the
value ascribed by stock markets to companies was
based on the personal data they held, that is mil-
lions of registered users (read future customers),
rather than on the products and services they had

sold.

In information economies the task of protecting
data is of paramount importance. While secure
storage and transparent use are important for

many categories of public information, managing
personal data also involves important issues of pri-
vacy and the related need to strike a balance
between privacy and the various needs to transmit
personal data. The transmission of such data is
fundamental for the conduct of e-business, but it
needs a great deal of trust and confidence. With
the growth of computing, the expanded use of the
Internet and the extensive use of other technolo-
gies which facilitate the creation of data trails, pri-
vacy threats or at least the fear of them have sub-
stantially increased. Therefore, some form of legal
protection of privacy is important for generating
trust in e-commerce.

Various laws govern the processing of personal
data, including those relating to intellectual prop-
erty and consumer protection, and, most obvi-
ously, laws protecting privacy. Different jurisdic-
tions adopt various approaches to the problem of
data protection, and this poses problems of har-

A recent example of this is the case of India. India has been extremely successful in developing an outsourcing industry, from
basic data entry processing to more sophisticated services such as customer call centres and financial services, based on a
literate workforce and a developed computer and communications infrastructure.! Indian businesses have attracted a wide
range of Western companies, from financial services to utilities, to relocate various business processes to the sub-continent.
However, concerns have recently been voiced in the European Parliament about the vulnerability of personal data being trans-
ferred under such outsourcing arrangements.: Some view outsourcing as a process that effectively circumvents European reg-
ulatory safeguards. As a consequence, the Indian National Association of Software and Service Companies has recently been
pressuring the Indian Government to take regulatory action to help forestall any reaction from Europe. i

Another example can be found in Kenyan practice. Ms. Mugure Mugo, the founder of PrecissPatrol, a Kenyan outsourcing
enterprise dealing with IT services, has already received requests from European-based clients specifically wanting to know
the enterprise’s policy on the collection and security of collected data.”” She recognizes that the fact that Kenya does not have
specific data protection laws may constitute a barrier to the development of the country’s e-business.

I See further chapter 5, “Business process outsourcing services for economic development”, pp. 135-152, in UNCTAD (2003).

ii Bennet M (2004a).
" Bennet M (2004b).
YUNCTAD 2003., p. 143 et seq...



monization, especially in the case of transborder
flows of data. Privacy laws governing the process-
ing of personal data are particularly comprehen-
sive in Europe. In European jurisdictions it is for-
bidden to transfer data to a jurisdiction that does
not provide adequate protection. The “adequacy
provision” could affect countries that do not pro-
vide such protection in their business with Euro-
pean countries.

Developing countries that want to participate in
the information economy, and thus facilitate the
free flow of information from developed to devel-
oping countries, have therefore to consider the
need for laws protecting personal data.

This chapter is divided into six sections. Section A
puts the question of data protection in context.
Section B defines the various categories of per-
sonal data. Section C presents the privacy princi-
ples, the basis for data protection regulation. Sec-
tion D deals with the regulatory approaches taken
by the various jurisdictions, explaining why each
jurisdiction has chosen a specific approach and the
consequences of such a choice. Section E considers
the question of transborder transfers of data, high-
lighting the interest of developing countries, and
section F presents the results of a questionnaire on
data protection legislation and offers some policy
recommendations for developing countries.

As stated in the Universal Declaration of Human
Rights, privacy is a fundamental human right.
Respect for privacy is viewed as a prerequisite to
enable citizens to fully develop as individuals as
well as to participate in society, although what is
considered to constitute the concept of privacy
and its boundaries may differ widely between cul-
tures and societies. For some, the threat of inter-
ference is perceived to lie primarily in government
and public administration. For others, the private
sector is seen as an eqtual or even greater threat, as
customer data have become an increasingly valua-
ble asset.

Privacy as a right must coexist with and be bal-
anced against other individual rights, such as the
right of expression (Article 19 of the Universal
Declaration), which is the basis for free media as
well as with broader societal concerns, such as the
threat to national security from terrorism.! The

potential tensions between security and privacy
needs is illustrated by the recent dispute between
the United States and the European Union about
the disclosure of passenger data by European air-
lines to US law enforcement agencies.

A right to privacy is generally enshrined in
national legal systems at the constitutional level,
although there is increasing recognition that a
more rigorous and detailed legal framework is
often required. The Justice Ministers of the mem-
ber States of the Commonwealth, for example,
recently adopted a Model Privacy Law to assist
individual members in establishing such a frame-
work.?

Legal recognition of the importance of privacy
extends beyond human rights conventions and
constitutional protections. Under the WTO-
administered General Agreement on Trade in
Services, for example, the general obligation to
remove measures that discriminate against or
restrict trade in service is subject to certain general
exceptions, which include "the protection of the
privacy of individuals in relation to the processing

and dissemination of personal data".*

While privacy has always been a concern, with the
growth of computing in the 1960s and 1970s,
there was widespread anxiety that the capabilities
of computers with regard to the processing of
information would engender a new threat to
privacy, as noted by a report commissioned by the
UK Government in 1975:

“The speed of computers, their capacity to
store, combine, retrieve and transfer data,
their flexibility, and the low unit cost of the
work which they can do have the following
practical implications for privacy:

(1) they facilitate the maintenance of exten-
sive record systems and the retention of data
on those systems;

(2) they can make data easily and quickly
accessible from many distant points;

(3) they make it possible for data to be trans-
ferred quickly from one information system
to another;



“No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon his
honour and reputation. Everyone has the right to the protection of the law against such interference or attacks”

(4) they make it possible for data to be com-
bined in ways which might not otherwise be
practicable™

In response to these perceived threats, Govern-
ments and international organizations began to
consider the need for a regulatory regime tailored
specifically to address computer-derived threats to
privacy. Within Europe, such regulation became
known as “data protection” legislation. Data pro-
tection laws do not map neatly onto a privacy
framework, but rather represent a range of differ-
ing interests. A broad distinction has to be made
between “interests that relate to the quality of
(personal) information and information systems”,
such as accessibility and reliability, and “interests
pertaining to the condition of persons as data
subjects® and to the quality of society generally”,
such as privacy, autonomy and democracy.” As a
consequence of this broad range of interests, data
protection laws cannot be seen as simply a subset
of privacy law, but rather as a distinct but overlap-
ping topic, also addressing data security issues.

More recently, as individuals, businesses, organiza-
tions and public authorities carry out an ever
wider range of activities across the Internet, con-
cern has again arisen about the potential threats to
privacy from this online environment. This con-
cern relates to personal data being made available
on the Internet, and the monitoring of an individ-
ual's Internet-based activities.

In the first scenario, whether or not an individual
uses the Internet, data collected from him/her
may subsequently and increasingly be processed
and made available on the Internet. A national tel-
ephone directory, for example, once placed on a
server connected to the Internet becomes available
to the world, thus resulting in potential exposure
of a qualitatively different nature from that arising
from the publication of the traditional physical
directory. This qualitative shift can also be seen in
respect of personal data contained in public regis-

ters, personal data that relate to our lives as citi-
zens. For example, eligible voters in an area are
traditionally listed in registers available for inspec-
tion from public offices. This information is now
available on CD-ROM or the Internet. As a result,
there has been a huge surge in demand for it from
marketing companies, which regard “public” per-
sonal data as a valuable resource. In such situa-
tions, the Internet is basically a new medium
within which personal data can be used and
abused. The nature of the Internet facilitates the
unfettered transmission of data around the world,
with the potential to circumvent national regula-
tions. In this respect, the concerns expressed with
regard to the Internet echo those expressed in the
early days of computing.

The second category of threat concerns the ability
to obtain personal data arising from the online
activities of data subjects when using an Internet-
based service, such as e-mail,® the Web, Usenet or
P2P applications. One aspect of this threat stems
from the current insecurity of the Internet as a
communications mechanism. Data subjects are
generally not fully aware of the risks associated
with disclosing personal information over the
Internet. A second component relates to personal
data arising from the monitoring of a data sub-
ject's Internet transmissions and connections, such
as the websites visited and hypertext links fol-
lowed. The collection of such information, partic-
ularly over time, can enable a detailed profile of an
individual's preferences to be constructed.

In addition to the Internet, other technologies
have a potential to pose privacy threats. For exam-
ple, mobile phones and fixed lines may allow the
identification and the location of the person who
is calling. An Australian writer who has exten-
sively written on new technologies identified as
PITs (privacy-invasive technologies) calls this
trend data-trail intensification (through identified
phones, stored-value cards and intelligent trans-
portation systems).”



With the expanded and extensive use of comput-
ing, the Internet and other technologies, the fear
of privacy threats has substantially increased.
According to a Wall Street Journal/NBC poll, 29
per cent of Americans ranked the loss of privacy
as their primary concern for the 21 century.'
According to the study entitled “The new e-gov-
ernment equation: Ease, engagement, privacy and
protection”, conducted by Hart-Teeter Research,
more than 60 per cent of Americans who use the
Internet are interested in using e-government, but
they express concern that dealing with govern-
ment over the Internet may compromise their pri-
vacy.!! To react to these perceived fears, there is a
strong need to build trust and confidence. Leaving
aside the technological ways to do so, through
data security mechanisms such as encryption, this
chapter will focus on the legal ways to protect pri-
vacy, thus generating trust in e-business.

Before analysing the information privacy princi-
ples, which constitute the point of departure for
data protection regulation, it is important to gain
an understanding of what such principles are
designed to protect -in other words, what is con-
sidered to be “personal data”.

The concept of personal data is very broad and dif-
ficult to pinpoint. Personal data encompass any
and all data that relate to an individual and that
could be used, either directly or indirectly, to
identify him or her. This includes information
such as a name and birth date, which would per-
mit direct identification of an individual, but may
also include information such as a telephone
number or a job title, which could be used, indi-
rectly, to identify an individual.’? In some juris-
dictions, protection is extended to legal persons,
such as companies and trade unions, as well as
individual natural persons.

The types of personal data collected can be
grouped into three general categories: consensual,
non-consensual and sensitive data. These catego-
ries are outlined and explained below. It should be
noted that while only certain data will constitute
sensitive data, virtually all data can be categorized
as either consensual or non-consensual data.

Consensual data are data that are obtained directly
from an individual, with the individual's knowl-
edge as to why it is being collected, and by whom,
and with the individual's consent for its use,
whether express or implied. For these to be truly
"consensual data" the consent itself should be spe-
cific to the purpose provided, freely given and
informed. Often, individuals provide these data
when performing tasks such as filling out an appli-
cation form, subscribing to a service or entering
into a contract. They are data that an individual
allows to be collected and used for certain speci-
fied purposes. In some instances, consent is
implied from the fact that the individual has pro-
vided the data in order to enter into or fulfil a con-
tract after having been informed accordingly.
Under other circumstances, the data subject's con-
sent can be implied from the fact that the person
giving such consent has not objected to any pur-
pose or further transfer after having been
informed of them and given the opportunity to
object to the processing. This implied consent pro-
cedure is termed an "opt-out" procedure. Under
an "opt-out" procedure, the data may be used for
the purposes specified, unless the individual indi-
cates that he/she does not agree with this. How-
ever, implied consent may not be appropriate in
many circumstances, and explicit consent should
be obtained. One clear circumstance is where the
data are of a sensitive nature, a category of per-
sonal data that is addressed below. Here the data
should be obtained via an "opt-in". Under an "opt-
in" procedure, the data may be used for the rea-
sons given only where the individual affirmatively
indicates this is acceptable. This is the standard for
consent to use of sensitive data in many countries,
notably the European Union (EU) member States.

Non-consensual data are data obtained without
the knowledge or consent of the individual. These
data may be consensual data reorganized accord-
ing to certain criteria, such as geographical loca-
tion, gender or income level, and then sold in the
form of marketing lists to various companies or
organizations. Non-consensual data may also be
data collected as part of a transaction, such as what
items were bought or what service was ordered,
the price range of the items or service, the styles
or options, and any other data that may be part of
the transaction. Non-consensual data are often



combined with data from various sources to com-
pile a more complete profile of the data subject.

A consumer may consent to the collection of per-
sonal data for specific purposes, and yet considera-
ble amounts of valuable data may be collected
through the transaction process. For example,
data about the style of clothing bought, the col-
ours, sizes, brands, general price range of each
item, and payment method are all collected as part
of the transaction. These data is collected without
the express consent and perhaps without the
knowledge of the consumer, and allow the online
retailer to create a marketing profile of the con-
sumer. This profile can then be used in-house, or
sold to marketing agencies or manufacturers.

Trace data are unique to the online environment.
Although non-consensual data, they are usually
obtained directly from the individual but without
the individual's knowledge. Trace data are data
that are obtained by tracking an individual's use
of Internet-based services. The data, depending on
how they are collected, may include information
on what websites were visited, which pages were
viewed and how long an individual spent on a cer-
tain page of a website. The data collected will
include information such as the IP address the
consumer is using, the programs his/her compu-
ter is running, other sites visited, hypertext links
clicked on, the computer's time zone, and possi-
bly the e-mail address of the person using the
computer.

Trace data are often collected through the use of
“cookies”, which are unique identifiers that web
servers will place on an individual's computer. In
essence, a cookie is a serial number for a compu-
ter that allows the web server to retrieve records
regarding that computer from the web server's
databases. Cookies will often be used by a web-
site to recognize a certain computer Or user,
allowing automatic log-in, or to facilitate a faster
consumer transaction by identifying the user and
automatically charging a purchase to the con-
sumer's credit card information already on file
with the website, such as Amazon's “1-Click”
transaction service. However, trace data may also
be collected through the use of other technolo-
gies called “web bugs” and “spyware”. Like cook-
ies, these data-gathering tools operate in the back-
ground, without the user's explicit knowledge. A
web bug is a graphic placed on a web page, or
even in an e-mail message, that is designed to

gather information on visitors to a website or on
the individual(s) who read the e-mail. Web bugs
are generally invisible, as they are added to web
pages as part of the elements of the site and are
usually only 1 pixel-by-1 pixel in size. Spyware is
generally software that is automatically installed
on an individual's computer system. It is usually
designed to collect information without the user's
knowledge and permission and, if so configured,
to forward the information about software being
used and the browsing and purchasing habits of
the user to a specified data collection facility.

Sensitive data are data considered by policy mak-
ers and legislators to reveal fundamental aspects of
our private lives, and therefore require a higher
level of protection to prevent privacy infringe-
ments. This may include requirements for data
controllers! to obtain explicit rather than implied
consent, enhance the security measures imple-
mented and further limit the types of processing
that may be carried out. Such enhanced protection
is deemed necessary because discriminatory use of
the data could substantially infringe an individ-
ual's privacy.

What is considered “sensitive” may obviously
vary significantly between jurisdictions, reflecting
different cultures. In the United Nations' “Guide-
lines for the Regulation of Computerized Personal
Data Files”, for example, Principle 5 prohibits the
processing of certain types of data: "data likely to
give rise to unlawful or arbitrary discrimination,
including information on racial and ethnic origin,
colour, sex life, political opinions, religious, philo-
sophical and other beliefs as well as membership
of an association or trade union, should not be
compiled". !

Under European Union law, personal data used in
particular contexts have also been subject to spe-
cial regulatory treatment. In the telecommunica-
tions sector, for example, data relating to an indi-
vidual's use of telecommunication services (e.g.
number called, call duration and location data) are
considered to pose increased risks to an individ-
ual's privacy and are therefore subject to addi-
tional legal protections. In the United States,
financial data and data relating to a person's choice
of video rental are considered sensitive enough to
merit specific legislative protection.



There has been significant activity at an interna-
tional level towards the recognition of a set of
international data protection principles. In the
early 1980s, the Council of Europe and the Organ-
isation for Economic Co-operation and Develop-
ment (OECD) adopted a number of measures, and
the United Nations followed in 1990 with “Guide-
lines for the Regulation of Computerized Personal
Data Files”.1

Since most of the data protection regulation has
been developed around the same fair information
practices (or privacy principles), a description of
such regulation should be preceded by an analysis
of those principles. They set limits to processing,
that is the performance of such operations as col-
lection, handling, use and transfer of personal data
that can be done manually as well as electroni-
cally, although electronic processing is generally
perceived as presenting the greater risk to privacy.
The principles also address the transfer of personal
data to parties in places that do not have similar
protection.

The privacy principles are present in the interna-
tional instruments mentioned above as well as in
relevant national legislation. They have also been
adopted by the private sector in self-regulatory ini-
tiatives (see further below). Thus, despite the legal
meaning they may assume according to the spe-
cific instruments in which they are enshrined,!®
one may consider their uniform repetition as evi-
dence of diuturnitas (the practice of States), one of
the basic features of general international law, the
other being opinio iuris ac necessitatis (acts must
occur out of a sense of obligation). If the second
element is also present, the principles would then
be binding on all States, regardless of their inclu-
sion in national laws.

The advantage of a principles-based approach to
the regulation of data protection is the avoidance
of technological redundancy. The principles
should therefore be as applicable to the Internet as
they were to the introduction of computer tech-
nology, in other words they should be technologi-
cally neutral. It is the mechanisms by which such
principles are complied with that obviously
change in response to the new threats and oppor-
tunities created by the changing technological
environment. These principles of good practice
are set out below.

Collection of personal data should be done fairly
and lawfully. Fair collection means that an indi-
vidual should be informed, at the moment of col-
lection, of the contemplated uses of that data (see
also the transparency principle below). The law-
fulness of data collection may be specified in dif-
ferent ways. Some jurisdictions, generally com-
mon-law-based, state that the collection of data is
lawful provided that it is not in breach of any
existing legal obligation governing the use of
those data (e.g. confidential information). Other
jurisdictions, generally civil law, restrict the con-
cept of lawful collection further by stating that
collection is only lawful where the data subject
has given his/her consent or some other specified
and limited criteria are met (e.g. the collection is
necessary in order to perform a contract on
behalf of the data subject). Consent is not gener-
ally considered meaningful unless it is freely
given and the individual has been given adequate
information about the nature of the processing
activity, such as the purposes for which the infor-
mation will be used, to whom it may be disclosed
and any consequences that may result from with-
holding information or permission to use.

The collection of personal data should be limited
to data that are adequate and relevant for the
specified purpose or purposes. Since computers
can hold vast amounts of data easily and rela-
tively cheaply, there may be a tendency to collect
excessive information from, or about, a data sub-
ject without a specific need. In addition, such
data should be retained only for the minimum
period of time needed to accomplish the pur-
pose(s) for which the data are collected.”” Data
destruction procedures may be as important for
the protection of an individual’s privacy interests
as the process of data collection and retention.
For instance, billing data should in principle be
retained only for the period during which the bill
may be challenged or the payment pursued.

There should be no disclosure, transfer or other
use except those needed to achieve the purposes
specified when the data were collected. Obvious
exceptions to this principle may be where the



secondary use is required by law or for some
other public interest, such as the investigation
and detection of crime. Personal data should be
used only in a manner consistent with expecta-
tions. Individuals provide data, or allow data to
be collected, for a certain specific purpose. Data
should be used only for that purpose, and should
be further used or communicated only if this is
necessary in order to accomplish the original

purpose. '

Personal data that are collected and stored should
be accurate and reviewed periodically to ensure
that they are kept accurate and up to date. This
principle is an example of where the privacy inter-
ests of the individual should overlap with those of
the entity, whether public or private sector, which
is processing the data.

In line with the concept of “fair” collection noted
above, individuals should be informed of the pur-
pose(s) for collecting data, who will be using the
data, who is in charge of protecting those data,
and, if applicable, any contemplated transfers of
the data and to whom.

Individuals should have the right to inquire
whether their personal data are being used and
the right to obtain a copy of all personal data col-
lected and maintained that relate to them. There
will be certain exemptions to the granting of such
access, for example where the information would
also reveal personal information provided by
another party, whose privacy interests also need
to be considered. Individuals should also be given
the right to have inaccurate data corrected.!’

Individuals should have the right to object to
the processing of the personal data relating to
them in certain situations, such as where serious
damage or distress results, or for specified pur-
poses, such as use for direct marketing activi-
ties.

Personal data should not be transferred to third
parties unless the individual was informed that
such disclosure may take place and provided that
it can be ensured that the data will be given the
same level of protection by the recipient as was
provided by the sender. This is particularly an
issue where data are transferred between jurisdic-
tions that have different legal frameworks.

Appropriate security measures should be imple-
mented to protect against risks presented by the
collection, use and storage of an individual's per-
sonal data, whether from accidental loss, damage
or disclosure or deliberate interference. This may
require the use of organizational measures, such as
the appropriate screening and training of employ-
ees; technological measures, such as encryption
and access controls; and physical measures, such as
preventing computers from being stolen. The
appropriateness of the security measures applied
will depend on the nature of the data concerned
(e.g. sensitive data), the purposes for which they
are being used, the availability of the protection
mechanisms and their cost, relative to the risks
involved.

Data controller compliance should be ensured
through a system of enforcement, which includes
the ability of a data subject to seek redress for
breach of the principles in the processing of his or
her personal data. The implementation of substan-
tive rules controlling the ways in which personal
information can be collected, processed and dis-
closed is obviously insufficient in and of itself.
There is also a need for a procedural framework
that ensures that such rules are complied with and
that remedies are available for non-compliance.

The German State of Hesse enacted the first law
directed specifically at the protection of personal
data in 1970. Laws in Sweden and the United
States followed soon after. Throughout the rest of
the 1970s most developed nations followed suit,



enacting some form of privacy or data protection
legislation themselves. However, by the late 1970s
the differences in the provisions of these various
national laws had created the threat of obstacles to
the free flow of information between countries,
potentially stifling economic growth. To create
more coherent and uniform laws, intergovern-
mental organizations such as the OECD and the
Council of Europe outlined common data protec-
tion principles to be followed by member States.
The principles outlined by those two organiza-
tions are the foundation for most national legisla-
tion in place today.

In 1980 the OECD concluded a study that culmi-
nated in the creation of the OECD Council Rec-
ommendation Concerning Guidelines Governing
the Protection of Privacy and Transborder Flows
of Personal Data?®. The Guidelines established
eight basic "privacy principles”, which apply to
any information relating to an identified or identi-
fiable natural person, cover both the public and
private sectors, and encompass all types of data
processing.

The Guidelines require that member countries'
data protection standards provide equivalent pro-
tection. If a member country does not provide
equivalent protection for certain categories of
data, the Guidelines provide for the implementa-
tion of legitimate restrictions on transfers of those
categories of data to that member country.

The Council of Europe's Convention for the Pro-
tection of Individuals with regard to Automatic
Processing of Personal Data? is similar to the
OECD Guidelines in that the principles also
apply to both the public and the private sector. It
differs from the OECD Guidelines in that it
applies only to automated data processing. They
also differ in their emphasis: the Convention
stresses the privacy of the individual, while the
OECD Guidelines emphasize the desire to ensure
the free flow of information.

Although the two organizations are in general
agreement as to the nature of privacy principles,
the OECD Guidelines are non-binding in law,
whereas the Convention is an instrument of pub-
lic international law, which signatory member

States are obliged to implement through the adop-
tion of national legislation reflecting the Conven-
tion's provisions. Moreover, the means by which
the provisions are given effect in national law vary
from State to State.

The United Nations adopted a measure addressing
the human rights aspects of the use of computer
technology some ten years after the OECD and
Council of Europe. In 1990, the General Assem-
bly adopted a set of “Guidelines for the Regula-
tion of Computerized Personal Data Files”.??
These Guidelines are divided into two sections.
The first section covers "Principles concerning the
minimum guarantees that should be provided in
national legislations". These principles echo those
put forward by both the Council of Europe Con-
vention and the OECD Guidelines. The second
section considers the “Application of the Guide-
lines to personal data files kept by governmental
international organizations”. This requires that
international organizations designate a particular
supervisory authority to oversee their compliance.
In addition, it includes a “humanitarian clause”,
which states that "a derogation from these princi-
ples may be specifically provided for when the
purpose of the file is the protection of human
rights and fundamental freedoms of the individual
concerned or humanitarian assistance".

Such a clause is intended to cover organizations
such as Amnesty International, which hold large
amounts of personal data of prisoners, but would
be wary of sending information out to a data sub-
ject on the basis of an access request made while
the person was still imprisoned.

The UN Guidelines also provide for the principle
of non-discrimination, according to which sensi-
tive data should not be compiled at all. The power
to make an exception to the principles contained
in the Guidelines is severely limited and a national
supervisory authority should have the power to
impose sanctions for non-compliance.

The OECD and Council of Europe principles
established the fundamental principles of fair
information practices for the protection of per-
sonal data. However, the approaches taken by
states to implement these principles into national
legislation have developed along three different



lines. The conflict between these approaches is
centred on methodology and scope, and not on
basic privacy principles. The three basic
approaches developed to implement data protec-
tion principles are comprehensive regulation, sec-
toral regulation and self-regulation/co-regulation.

A comprehensive regulatory approach essentially
builds on the Council of Europe model of omni-
bus or universal protection. This approach
requires the creation of a general law promoting
fair information practices. In addition to laying
out rules establishing the parameters for collec-
tion, use and dissemination of personal data in
both the public and private sectors, the law must
provide individuals with the right to receive con-
firmation as to what data, if any, are maintained
about them and the right to have those data recti-
fied if they are incorrect or incomplete. The most
important aspect of the comprehensive approach,
from the individual/consumer's perspective, is the
requirement that prior to the collection or use of
any personal data, the individual must be notified
of what data will be collected and how they will
be used. Consent for that processing must usually
be obtained. The goal is to give individuals greater
control over their personal data. This is the
approach taken by the European Union in Direc-
tive No. 95/46/EC of 24 October 1995 on the
Protection of Individuals with regard to the
Processing of Personal Data and on the Free
Movement of Such Data, otherwise known as the
Data Protection Directive.?

Supervision of the implementation and enforce-
ment of the law on a national basis, as well as of
compliance with it, is conducted by a national
supervisory authority or regulator. This author-
ity also acts as the guarantor of individual rights
and must therefore be empowered to act inde-
pendently of other government bodies. At a min-
imum the supervising body's powers must
include the powers of investigation and interven-
tion, particularly in cases of complaints from
individuals, and the power to engage in legal pro-
ceedings. In some countries, such as Germany,
the comprehensive regulatory approach requires
each data controller to appoint an “in-house
supervisor”. The duty of this supervisor is to
identify, monitor and analyse the purposes and
practices of processing within the company,
organization or association in which he or she

operates. The supervisor is also legally responsi-
ble for ensuring that an individual's rights are
protected, and he/she should therefore be
endowed with sufficient authority to act autono-
mously from the rest of the organization, since
the controller is directly accountable to the
national oversight body, not to the organization

for which he/she works.

Until recently South American countries gener-
ally did not have legislation regulating data protec-
tion, but now a number of countries from the
region have been re-evaluating their legislative
regimes as they pertain to the protection of per-
sonal data, partly because of the EU Data Protec-
tion Directive. As a result, some South American
countries follow the comprehensive approach. On
11 November 2003 a judge in Buenos Aires issued
the first injunction under the Argentine data pro-
tection law.?*

Because of the nature of the comprehensive
approach, the transfer of personal data to coun-
tries where the data are not provided the same
level, or an adequate level, of protection is pro-
hibited. This is to prevent circumvention of the
law through the use of a third-party country, and
to protect the rights of the individual in their
personal data. For data to be transferred to a
country with less than adequate protection, the
individual must consent to the transfer or
arrangements must be made, either via contract
or some other method, to ensure that the data
will receive the requisite protection (see further

below).

The sectoral approach does not opt for the use of
all-encompassing legislation, and instead relies on
localized legislation. The theory behind a sectoral
approach is that over-regulation by the Govern-
ment will stifle growth and innovation. The belief
is that markets should be allowed to self-regulate,
with the Government only stepping in to provide
protection in areas where there is a high risk of
harm if data are misused, such as the financial sec-
tor or in the case of data relating to health or chil-
dren. A typical example of a country following
this approach is the United States; other countries
following this approach are Japan, Singapore and
Barbados. It can be argued that the sectoral
approach stands as its own model of data protec-
tion.



In the sectoral approach there is no national over-
sight agency. The general trend among countries
following this approach has been to enact legisla-
tion in the public sector, protecting individuals
from governmental abuse of personal data, while
leaving the private sector relatively regulation
free. The creation, implementation and enforce-
ment of rules, and the imposition of sanctions for
violation of those rules, are left to individual sec-
tors or industries. Where data protection rules are
imposed in a sector or implemented voluntarily,
they will usually take into account some of the
privacy principles outlined in the OECD Guide-
lines or the Council of Europe Convention, but
these rules will apply only within the specific sec-
tors where they are enacted or to the extent that
they are voluntarily enforced. Various companies,
especially in the United States and Canada, have
publicly adhered to the Guidelines. Recently, Sin-
gapore adopted a Model Data Protection Code
establishing minimum standards for the private
sector.”” However, the basic assumption in a sec-
toral approach is that where there is no governing
legislation, regulation or code of conduct, there is
no legal protection.

Generally, national legislation is enacted to pro-
vide greater protection in the financial, telecom-
munications and medical sectors. In addition,
most professions, such as doctors, accountants,
lawyers and bankers, are bound by strong confi-
dentiality practices. The failure of many organiza-
tions in the United States to embrace meaningful
self-regulation led the Federal Trade Commission,
the agency responsible for oversight of undertak-
ings' compliance with stated privacy policies as a
fair trade practice, to assert the need for more
comprehensive privacy regulation.

The self-/co-regulatory approach can be consid-
ered a hybrid of the comprehensive and sectoral
approaches. Like a comprehensive approach, a
self-/co-regulatory approach centres on universal
legislation at a national level that provides individ-
uals with rights in their personal information, and
protects these rights by regulating collection, use
and transfers of personal data. The primary differ-
ence between the two approaches is the manner in
which the data protection principles are imple-
mented. Under a self-/co-regulatory approach,
creation, implementation and enforcement of data
protection regulations, including rules, codes of

conduct and/or legislation, are left to individual
industries and are overseen by a privacy/data pro-
tection agency. This agency ensures compliance
with the rules and is responsible for handling com-
plaints and resolving disputes. On top of this sec-
toral approach is national legislation that is appli-
cable across the board, providing a minimum level
of protection to all individuals in their personal
data. Industries that do not implement their own
codes or rules are then subject to the standards of
this legislation. Examples of countries implement-
ing a self-/co-regulatory approach are Australia,
New Zealand, South Africa and the Republic of
Korea.

The self-/co-regulatory approach, like the omni-
bus approach, typically establishes a national over-
sight agency that is endowed with considerable
power and authority. This agency may be the
main oversight body for all legislation dealing
with privacy and/or data protection that encom-
passes both the public and private sectors. This is
unlike the sectoral approach, where some areas of
legislation are governed by one national body
while others may govern other areas.

The result of a self-/co-regulatory approach is that
individuals are assured that their personal data will
receive a minimum level of nationally mandated
protection, but the standards may differ between
industries or sectors. The differing levels of pro-
tection among the various sectors and industries
may work to restrict or complicate flows of data
from one sector or industry to another. However,
this approach may also permit the industry-spe-
cific codes or rules to reflect its realities or particu-
larities. This helps avoid regulation that is exces-
sive or unnecessary in an industry or that just does
not fit and thus would be unduly costly or act as a
barrier to commerce.

Transborder flows of data result from an expan-
sion of international trade, globalization and the
emergence of the information economy, and is an
inevitable aspect of the use of Internet-based serv-
ices. However, such transfers may result in an
infringement of the privacy rights of an individ-
ual, when data are moved from a protective
regime to a jurisdiction without such legal protec-
tions.



The primary goal of data protection legislation is
to protect the personal data of those who live
within the borders of that jurisdiction, which
could be compromised if data were allowed to be
transferred outside the country to a jurisdiction
where the protection requirements are less oner-
ous, in effect circumventing individual rights. To
avoid this, countries that have data protection
laws have adopted rules regulating transborder
transfers of data. The degree of regulation will
obviously vary according to the regulatory
approach taken. Therefore, prior to any transbor-
der transfer of data those seeking to transfer the
data must be aware of, and understand, any laws
applicable to them that govern such transfers.

The comprehensive approach is generally the
most restrictive with regard to transborder trans-
fers of data. Owing to the protective nature of
the comprehensive approach, transfers are pro-
hibited unless the country or jurisdiction to
which the data are transferred offers what is con-
sidered to be “adequate” or “equivalent” protec-
tion. In that connection, certain safeguards must
be in place to ensure the continued protection of
personal data. Exactly who will make determina-
tions of adequacy may vary depending on how
the comprehensive system is established. In the
first instance, determinations may be made by
the exporting data controller, on the basis of the
specific circumstances, with the national supervi-
sory authority exercising regulatory oversight.
Alternatively, the authority may issue ex-ante
general determinations for specific jurisdictions
or sectors of activity.

Determinations of adequacy are generally based on
the type of data being transferred and the kind of
protections that are afforded to those data: the
more sensitive the data, the greater the protections
required. The protections may be legal, contractual
or in some other binding form, but must be suffi-
cient to ensure the continued protection of the
transferred data.

To be adequate, the protections must also be
enforceable; data protection rules are only effec-
tive if they are followed in practice. It is there-
fore necessary to consider not just the content of
rules applicable to personal data transferred to a

third country, but also the procedural mecha-
nisms in place to ensure the effectiveness of such
rules. This will include considerations of eco-
nomic and political stability, the viability of regu-
latory or judicial systems, and examination of
other socio-political aspects that may result in a
lack of security. Thus, the adequacy of another
country's data protection rules should be deter-
mined on the basis of the content of the rules and
on the basis of the means and entities used to
ensure their proper application. For the time
being the EU has made findings of adequacy for
Argentina, Hungary, Switzerland, Canada and
for those US organizations that have subscribed
to the “safe harbour” arrangement.?

The sectoral approach is generally the most
relaxed with regard to transborder transfers of
data. This is due to the desire to let markets
adjust themselves, with little or no governmen-
tal intervention. However, in many countries
sector-specific legislation or regulations have
been enacted to provide protection for certain
types of personal data. The sectors traditionally
regulated are the financial sector and the health
sector. Thus, any transfers of data regarding
financial data or health data are likely to have
restrictions that must be complied with. The
restrictions will generally require that notifica-
tion of the transfer be provided, and possibly
that consent be obtained prior to the transfer.
The key aspect in a sectoral approach is not nec-
essarily the type of data that is being protected,
but the sector where the data originated. For
example, financial information may be protected
only if it is a regulated financial services pro-
vider that collects and uses it. The same applies
to health information: it must be collected and
used by a regulated healthcare institution or
insurer under the sectoral legislation. Canada has
adopted this solution: its legislation contains no
explicit reference to international data transfers,
but it requires that any transfer to any third
party result in continued protection under Cana-
dian privacy standards. This permits parties to
such transfer to make protective arrangements
suitable to the circumstances, thus avoiding the
burdens and negative impact of overly restric-
tive data flows.



The rules regarding transborder transfers of data
under the self-/co-regulatory approach are similar
to those under a comprehensive approach. The
overarching national protection provided in this
approach establishes a level of protection for all
individuals. Transborder transfers of any data of
any individual must meet the standards set out by
national law. This level is generally on a par with
that of the comprehensive approach: there must
be an adequate level of protection. However, a
self-/co-regulatory approach will often differ from
a comprehensive approach in how determinations
of adequacy are made. While there is oversight on
a national level in a self-/co-regulatory approach,
individual sectors are generally responsible for
adopting standards and making determinations of
adequacy. The result is that where a comprehen-
sive approach will look at the level of sensitivity
of data to determine what is necessary in order for
protection to be considered adequate, a self-/co-
regulatory approach may look at the sector where
the data originated in order to determine ade-
quacy. This is similar to a sectoral approach. For
example, under a self-/co-regulatory approach
financial data generated by a financial institution
may receive greater protection than financial data
gathered from a voluntary survey, even though it
may be the same data.

The self-/co-regulatory approach differs from the
sectoral approach in that the data collected via the
survey are still guaranteed a level of protection
prior to any transborder transfers. This is most
likely not the case in a sectoral approach.

The three approaches to data protection outlined
above are approaches traditionally taken by indus-
trialized countries in an effort to protect personal
data yet allow for the free flow of information.
While data protection legislation is generally
designed to be effective domestically, restrictions
on transborder transfers of data can obviously
have a direct effect on other countries. This is par-
ticularly true in many developing countries,
where legal infrastructures often offer little protec-
tion, if any, for personal data. This may have a
detrimental effect on many developing countries,
as their domestic business such as data processing
and call centres may be limited owing to restric-

tions on transfers of data from developed coun-
tries. Depending on the approach adopted by the
country where data are sought to be transferred
from, there are several options for developing
countries.

As discussed above, under a comprehensive
approach the transborder transfers of personal
data are limited to countries providing adequate
protection. There are several ways, however, in
which an adequate level of protection may be pro-
vided: by the country enacting similar legislation,
through contractual measures, or through “safe
harbour” arrangements.

As explained above, the primary focus in a deter-
mination of adequacy is whether sufficient protec-
tions are available and whether those protections
are enforceable. Of course, the easiest way to ver-
ify this is to ascertain whether the country seeking
to receive data has adopted similar comprehensive
legislation. In such instances, a determination of
adequacy is generally a relatively simple matter,
and once such a determination is made restrictions
on transborder transfers are either abolished or
significantly minimized.”’

However, for many developing countries a com-
prehensive legislative approach may be too restric-
tive and burdensome. An alternative option may
be to enact legislation, regulations or administra-
tive rules in a specific sector, such as the telecom-
munications or financial sector, that are sufficient
to be considered to provide adequate protection,
allowing data to be transferred to data controllers
within that sector.

When enacting legislation is not feasible, transbor-
der transfers of data may still be facilitated on an
individual basis through the use of contractual
measures. Organizations that wish to receive data
from a country with a comprehensive approach
can enter into a contract, which then obligates the
organization to take proper measures to ensure
the protection of the data. The Council of Europe
and the European Union have both adopted
model contracts designed to facilitate the transfer
of personal data,?® as well as various industry
organizations, such as the International Chamber
of Commerce.”’

In some instances, arrangements may be made
between countries with comprehensive legisla-
tion and countries following a sectoral approach



to allow for transborder transfers of data. These
are termed "safe harbour" arrangements. A safe
harbour arrangement is designed to create a
workable set of rules that organizations in a
country with a sectoral approach can voluntar-
ily adhere to, and that are recognized as provid-
ing adequate protection by a country with a
comprehensive approach.’® Essentially, this
involves voluntary compliance with the fair
information processing principles, plus an agreed
enforcement regime operated, for example, by a
consumer protection body (e.g. the US Federal
Trade Commission). Organizations that partici-
pate in a safe harbour arrangement are then
placed on a publicly available list, which allows
individuals, organizations, and other countries to
know which organizations may and may not
receive data transfers.

The sectoral approach to data protection has tradi-
tionally been considered to be much friendlier to
developing countries. This is because such an
approach generally offers fewer barriers to trans-
border transfers of data. However, as more coun-
tries adopt a comprehensive approach to data pro-
tection, this approach may result in the data flows
to developing countries being threatened. As dis-
cussed previously, even wunder the sectoral
approach, there are often regulated sectors that
may have more restrictive protective measures,
typically the financial and health sectors. For
transfers from these sectors to be allowed, proper
measures must be taken, such as enacting similar
protection or entering into contractual obliga-
tions, much like under a comprehensive approach,
only more limited in scope.

With respect to transborder transfers of data to
developing countries, a self-/co-regulatory
approach is similar to that of a comprehensive
approach: there must be adequate protection.
Therefore, the three options available under a
comprehensive approach -namely, enacting legisla-
tion, contractual remedies or safe harbour arrange-
ments are available here as well. However, where
a comprehensive approach has essentially two
standards, for regular data and sensitive data, a co-
regulatory approach may permit variations of
those standards, depending on the industry or sec-
tor. An adequate level in one sector may not be
adequate in another. Thus, individual undertak-
ings in an industry that would not meet the other
country's sector standards might need to put in
place contractual arrangements.

To complement the analysis above, the
UNCTAD secretariat developed a questionnaire
that was circulated through a note verbale to
member States. Governments were invited to
complete the questionnaire and to provide
UNCTAD with a copy of their national legisla-
tion on the issue of data protection.

The survey asked whether the country had
adopted any regulation on privacy matters. Ques-
tions were designed to identify the approach cho-
sen by the country while regulating data protec-
tion. Other questions looked at the various
categories of data to see whether they were regu-
lated differently (for example, computer-based
records versus manual records, sensitive data ver-
sus non sensitive data). Some questions explored
the manner in which privacy rights were imple-
mented and the possibilities given to individuals to
access and modify their data. Finally, a specific
question inquired about the situation regarding
commercial trade secrets.

Responses to the questionnaire were received from
the following countries: Argentina, Belarus, Bul-
garia, Colombia, Croatia, Czech Republic, Den-
mark, Dominican Republic, Egypt, Estonia, Fin-
land, Guatemala, Italy, Jordan, Latvia, Lebanon,
Lithuania, Malta, Mexico, Monaco, Morocco,
Myanmar, Pakistan, Panama, Philippines, Repub-
lic of Moldova, Romania, Russian Federation, Ser-
bia and Montenegro, Slovenia, Suriname, Turkey,
Ukraine, Uruguay and Venezuela.

Before some of the results of the survey are
described, it is important to state that certain
responses were vague or contradictory. Thus, the
results of the survey confirm the lack of awareness
regarding the various implications of data protec-
tion issues. Moreover, various countries noted
that since the data protection laws were adopted
recently, there is still no experience in their imple-
mentation. Also, some data protection authorities
or agencies are not yet fully operational.

In all countries that answered the questionnaire,
with only two exceptions, the protection of pri-



vacy is established at constitutional level. While
the constitutional protection may be important,
it is by no means sufficient in itself, as the imple-
mentation of the good practice principles (dis-
cussed above) is not guaranteed. Some countries
stated that even though they do not have specific
data protection legislation, some form of protec-
tion may be derived from other legislation.
Other countries indicated that they have sectoral
legislation and are in the process of drafting a
more comprehensive law on data protection. The
rationale stated for more comprehensive legisla-
tion is the desire to have internationally recog-
nized standards that would facilitate international
trade.

The majority of the countries that answered the
questionnaire have adopted a comprehensive
approach, but this result probably does not
reflect the global situation as most of the coun-
tries adopting the omnibus approach are Euro-
pean or South American. In some of these coun-
tries, in addition to a general law protecting the
privacy of data subjects, there are specific regula-
tions for specific professions or services. The sec-
tors for which in most legislation there are spe-
cific provisions are always the same: banking,
lawyers, notaries, statistics, archives, health, mili-
tary and police, intelligence services, taxation and
scientific research. Interestingly, in some coun-
tries, besides primary omnibus legislation on data
protection there are codes of conduct and profes-
sional practice. These codes do not in principle
have binding force and therefore represent a very
flexible instrument whose application could be
envisaged in other fields.

The same sectors that also receive specific legislative
consideration under the comprehensive approach
are the only ones normally regulated according to
the sectoral approach. Only two countries have
adopted a sectoral approach.

Another large group of countries have chosen a
self-/co-regulatory approach. Even among coun-
tries adopting a similar approach some differences
are noteworthy. For instance, while in some coun-
tries it is possible to access and have corrected per-
sonal information relating to a specific sector (i.e.
banking or legal), the same is not possible in other
countries. Also, the remedies available to individu-
als to redress any infringement of data protection
rules vary enormously, but this may also depend
on the peculiarities of the domestic legal systems.

Finally, it should be noted that security concerns
play a role in the regulation of data protection:
more than one State mentioned them as an impor-
tant limitation on rights to privacy.

The right to privacy is not a new concept, and has
been solidified over the years through incorpora-
tion into numerous treaties, conventions and dec-
larations. As e-commerce has developed, so have
the means to amass, exploit and retrieve greater
amounts of personal information. Although this
may seem a threat to our privacy, in many regards
it may be viewed as beneficial. It is this paradoxi-
cal contrast between keeping personal informa-
tion private, while allowing use of that informa-
tion to generate business and facilitate e-
government, that is at the heart of the current data
protection debate. Regulation that permits indi-
viduals to control the use of their personal infor-
mation may limit to some extent the information
available and has a cost with regard to implemen-
tation. On the other hand, failure to provide ade-
quate protection may allow greater use of such
information, but also dissuade many consumers
from utilizing Internet-based services and inhibit
information flows from protective regimes to
non-protective regimes.

Thus, policy makers from developing countries
need to understand the implications of the differ-
ent interests at stake and make an attempt to bal-
ance them.

Awareness of data protection issues should be fur-
ther promoted, since, as shown by the survey,
there is still some confusion about the nature,
importance and implications of those issues. This
could be done through efforts to educate the pub-
lic on their privacy rights, to educate business
about how to comply with privacy regulations
and to assist companies in establishing privacy
policies.

Regardless of the regulatory approach adopted to
address data protection issues, every effort should
be made to enact a technologically neutral regula-
tory framework, capable of responding to the rap-
idly evolving online environment.

When examining the regulatory response of devel-
oping countries to the issue of protecting personal



data, it is obviously necessary to distinguish
between the policy drivers that dictate and under-
pin the regulatory framework and the regulatory
mechanisms and tools utilized to achieve them. In
terms of policy drivers, the demand for develop-
ing country Governments to address the issue of
protecting personal data may primarily originate
from a domestic agenda or from developments

abroad.

At a domestic level, data protection will generally
be focused more on concerns about the use and
abuse of personal data by the public sector, rather
than by the private sector. The value of an individ-
ual's data is obviously directly related to a nation's
state of economic development, the sophistication
of private sector activity and the purchasing
power of consumers. Personal data as an asset are a
particular feature of service sector economies, spe-
cifically the information economy, not agrarian or
industrializing economies. Of the two broad
groupings of interests represented under the con-
cept of data protection, the interests pertaining to
individuals as citizens, protected from arbitrary
governmental interference or participating in the
democratic process, generally drive domestic calls
for data protection regulation.

The pressure for a regulatory response to protect
personal data may arise from developments
abroad. As noted in the introduction, developing
countries may perceive a need to address issues of
data protection to facilitate their participation in
the global information economy, so as to ensure
that an absence of protection does not constitute a
barrier to the flows of data between developed and
developing economies. We saw at the beginning of
the chapter the example of the Indian outsourcing
industry. The Indian National Association of Soft-
ware and Service Companies has exerted pressure
on the Indian Government to take some form of
regulatory action to help forestall any reaction
from Europe”! Moreover, after the adoption of
the Data Protection Directive, the possibility of
restrictions on the transfer of personal data from
the EU has been an added impetus for countries
such as Australia, Canada®, Philippines® to put
in place or at least try to work out comparable
data protection schemes.

The rationale for drafting a new piece of legisla-
tion on data protection given by the Ministry of
Energy, Communications and Multimedia of
Malaysia reflects both domestic concerns and

international  developments. The legislation

should promote the country as:

1. A communications and multimedia hub
where the national adoption of e-based
transactions is expected to be high;

2. A premier investment centre for the com-
munications and multimedia industry;

3. A premier test-bed for applications of
information and communications technol-
ogies;

4. A preferred trading partner in the commu-
nications and multimedia industry that
provides international standards of per-
sonal data protection.*

Whether calls for data protection regulation pri-
marily reflect domestic concerns or are a reaction
to the legal situation in other countries, Govern-
ments will obviously need to consider the appro-
priate regulatory approach comprehensive, secto-
ral or self-/co-regulatory.

e The first consideration will involve the
identification of the major trading partner.
If the partner is, for instance, the United
States, there might not be the need to adopt
stringent or comprehensive regulation as in
the case in which the major trading party
would follow the EU approach.

e The cost of regulation will then be a critical
factor. The cost associated with a compre-
hensive or omnibus approach, specifically
the establishment of a dedicated regulatory
authority, will generally be excessive for
most developing countries, especially if
borne by the private sector through licens-
ing or notification fees. However, in terms
of addressing privacy concerns vis-a-vis pub-
lic sector infringements, an authority inde-
pendent from government will generally be
necessary in order to provide the necessary
trust and assurance as regards its activities.
The regulatory authority may not have an
exclusively data protection remit, which
mitigates the costs involved.>

e A sectoral regulatory response may be
appropriate to address specific uses and
abuses of personal data, whether driven by
domestic or foreign concerns. In the tele-
communications sector, many developing
countries have established regulatory
authorities as part of an ongoing liberaliza-



tion process within the sector.’® Also, in the
financial sector, nearly all countries main-
tain a distinct regulatory regime, which may
address the protection of consumers of finan-
cial services, as well as the wider strategic
economic aspects of the sector. These new or
existing regulatory bodies may be capable of
embracing data protection and privacy issues
within their spectrum of duties.

Whilst a self-regulatory or co-regulatory
approach may be appealing in terms of min-
imizing the public costs of regulation, its
success depends on a sufficiently strong and
active private sector, willing and able to
fund the regulatory activity. It is unlikely to

be appropriate in terms of the public sector
use of personal data.

Governments of developing countries, espe-
cially those that are members of regional
economic groupings, should be encouraged
to establish cooperative relationships, so as
to increase their capacity to deal with pri-
vacy and data protection issues.

¢ In addition to a regulatory approach, volun-

tary adherence to privacy principles should
be promoted both in the private and in the
public sector. This could be done through
the introduction of flexible instruments such
as codes of conduct or guidelines or through
the promotion of trust mark initiatives.



Argentina: Constitution, articles 18, 19, 33 and 43; Civil Code, art. 1071; Data Protection Law n. 25.3297/
2000 and its Regulatory Decree n.1558/2001

Belarus: Constitution, art. 28; Law on Electronic Documents n. 357-3 of 10 January 2000; Decree of the
Council of Ministers on State Programme on Informatisation n. 1819 of 27 December 2002; Presidential
Decree n. 195 of 6 April 1999 amending Some Issues of Informatisation

Bulgaria: Constitution, articles 30, 32, 33, 34, in State Journal n. 56 of 13 July 1991, amended in State Jour-
nal n. 85 of 26 September 2003; Law for the Protection of Personal Data, in State Journal n. 1 of 4 January
2002; Law on Telecommunications, in State Journal n. 88 of 7 October 2003; Law for the Electronic Doc-

ument and Electronic Signature, in State Journal n. 34 of 6 April 2001, amended on 29 December 2001

Colombia: Constitution, articles 15 and 20; Telecommunication Decree n. 1900 of 1990; Resolution n. 575
of 7 December 2002

Croatia: Constitution, art. 37; Law on the Protection of Personal Data

Czech Republic: Constitution, art. 3, available at http://www.psp.cz/cgi-bin/eng/docs/laws/constitu-
tion.html; Charter of Fundamental Rights and Freedoms, available at http://www.psp.cz/cgi-bin/eng/
docs/laws/charter.html; Act 101 of 4 April 2000 on the Protection of Personal Data and on Amendment

of Some Related Acts, available at http://www.uoou.cz/eng/101 2000.php3

Denmark: Constitution; Act on Processing of Personal Data n. 429 of 31 May 2000; Access to Public
Administration Files Act n. 572 of 19 December 1985; Financial Business Act n. 453 of 10 June 2003

Dominican Republic: Constitution, art. 8; General Telecommunication Law n. 153 of 27 May 1998
Egypt: Constitution

Estonia: Constitution, available at http://www.president.ee/eng/ametitegevus/;

Personal Data Protection Act of 12 June 1996, published in State Journal I 1996, 48, 994, available at
http://www.esis.ee/i1st2004/103.html

http://www.esis.ee/legislation/protection.pdf

Finland: Constitution, section 10, available at http://www.om.fi/21910.htm; Personal Data Act n. 523 of
1999; Act on the Protection of Privacy in Working Life, n. 477 of 2001; Act on the Protection of Privacy
and Data Security in Telecommunications n. 565 of 1999

Guatemala: Constitution, articles 19, 22, 25 and 28

Italy: Constitution, articles 2, 14 and 15; Personal Data Protection Code, Legislative Decree n. 196 of 30
June 2003

Jordan: Constitution, articles 7, 10 and 18; Statistic Law n. 8 of 2003; Criminal Law n. 16 of 1960; Labour
Law n. 8 of 1996; Telecommunication law n. 13 of 1995



Latvia: Constitution, art. 96, Personal Data Protection Law of 23 March 2000, available at http://
www.dvi.gov.lv

Lebanon: No laws provided

Lithuania: Constitution, articles 22 and 25; Law on Legal Protection of Personal Data n. IX-1296 of 21 Jan-
uary 2003, available at

http://www3.Irs.lt/cgi-bin/preps2?Condition2 = 208886& Condition2

Malta: Constitution, art. 32, available at http://www.gov.mt/frame.asp?1=28&url=http://justice.gov.mt/;
Data Protection Act n. XXVI of 2001

Mexico: Constitution, articles 7 and 16; Federal Law of Transparency and Access to

Public Governmental Information, published in the Official Journal on 11 June 2002, available at http://
www.ifai.org.mx/transparencia/ LFTAIPG.pdf;

and further regulations, available at http://www.ifai.org.mx

Monaco: Constitution, art. 22; Law on the Treatment of Nominal Information n. 1.165 of 23 December
1993 and its Regulatory Decree n. 13.327 of 12 February 1998

Morocco: Constitution, preamble and article 11; Code of Public Freedoms; Criminal Code, as amended
by Law n. 07/03; Press Code

Myanmar: No laws provided
Pakistan: Constitution

Panama: Constitution, art. 29; Law n. 24 of 22 May 2002, on Credit Transactions operated by the Elec-
tronic Systems, published in the Official Journal n. 24,559 of 24 May 2002; Law n. 68 of 20 November
2003 on the Right to Privacy of Patients; Law n. 9 of 1998 on Banking

Philippines: Constitution; Bank Secrecy Law

Republic of Moldova: Constitution; Law on Access to Information, n. 982-XIV of 11 May 2000, published
in the Official Journal nn. 88-90 on 28 July 2000

Romania: Constitution, art. 28; Law n. 676 of 21 November 2001 on the Processing of Personal Data and
the Protection of Privacy in the Telecommunications Sector; Law n. 677 of 2001 on Persons’ Protection
regarding Processing of Personal Data and the Free Movement of those Data

Russian Federation: Constitution, articles 23 and 24; Federal Law on Information, Informatization and
the Protection of Information n. 24 of 20 February 1995 as amended by Federal Law n. 15 of 10 January
2003; Federal Law n. 17 of 3 February 1996 on Banks and Banking; Federal Law n. 2124-1 of 27 December
1991 on Mass Media; Federal Law on Health Protection n. 5487-1 of 22 July 1993

Serbia and Montenegro: Constitution, articles 18 and 20

Slovenia: Constitution, art. 38; Personal Data Protection Act n. 8, published in the Official Journal n. 59/
99, 57/2001 and 59/2001; Criminal Code, art. 154

Suriname: Constitution, art. 17; Personnel Act n. 195 of 1962 as amended by State Journal n. 77 of 2003 on
Confidentiality Duties for Government Officials; Act on the Supervision of the Bank and Credit System
n. 63 of 1986



Turkey: Constitution, articles 20, 21 and 22; Law on the Right to Information n. 4982 of 9 October 2003
Ukraine: Constitution, articles 31 and 32; Law on the Protection of Information in Automatized Systems

Uruguay: Constitution, articles 7, 28, 29, 72 and 332; Law on the Press n. 16099 of 3 January 1989; Law on
Statistics n. 16616 of 20 October 1994; Decree on Financial Intermediation n. 15.322 of 17 September

1982; Law on Banking n. 16.696 of 30 March 1995; Decree on the Clinical History of Patients of 30 Sep-
tember 2003

Venezuela: Constitution, articles 28, 47, 48, 60 and 143; Law on Messages of Data and Electronic Signa-
tures n. 1204 of 10 February 2001, published in the Official Journal n. 37 of 28 February 2001



Australia: http://www.privacy.gov.au/

Austria: http://www.dsk.gv.at/

Belgium http://www.privacy.fgov.be/

Canada: http://www.privcom.gc.ca/

Cyprus: http://www.privireal.org/countries/cyprus.htm
Czech Rpublic: http://www.uoou.cz/

Denmark: http://www.datatilsynet.dk/

Finland: http://www.tietosuoja.fi/

France: http://www.cnil.fr/

Germany: http://www.bfd.bund.de/

Greece: http://www.dpa.gr/

Guernsey: http://www.dpcommission.gov.gg/

Hong Kong (China): http://www.pco.org.hk/

Hungary: http://abiweb.obh.hu/abi/

Iceland: http://www.personuvernd.is/tolvunefnd.nsf/pages/index.html
Ireland: http://www.dataprivacy.ie/

Isle of Man: http://www.gov.im/odps/

Italy: http://www.garanteprivacy.it/garante/navig/jsp/index.jsp
Japan: http://www.soumu.go.jp/english/index.html
Jersey: http://www.dataprotection.gov.je/

Latvia: http://www.dvi.gov.lv/

Liechtenstein: http://www.sds.llv.li/

Lithuania: http://www.ada.lt/

Luxembourg: http://www.cnpd.lu/

Malaysia: http://www.ktkm.gov.my/

Malta: http://www.dataprotection.gov.mt/page.asp?p=1368&l =1
Mexico: http://www.ifai.org.mx/

Netherlands: http://www.cbpweb.nl/

New Zealand: http://www.privacy.org.nz/

Norway: http://www.datatilsynet.no/

Poland: http://www.giodo.gov.pl/

Portugal: http://www.cnpd.pt/

Republic of Korea: http://www.kisa.or.kr/english/

Romania: http://www.avp.ro/



Slovakia: http://www.dataprotection.gov.sk/buxus/generate_page.php3?page id=1
Spain: https://www.agpd.es/index.php

Sweden: http://www.datainspektionen.se/

Switzerland: http://www.edsb.ch/

Thailand: http://www.oic.thaigov.go.th/eng/engmain.asp

United Kingdom: http://www.informationcommissioner.gov.uk/

United States of America: Federal Trade Commission, not a data protection authority, http://
www.ftc.gov/

Council of Europe: http://www.coe.int/T/E/Legal affairs/Legal co-operation/Data_protection/
European Union: http://europa.eu.int/comm/internal _market/privacy/index_en.htm
International Chamber of Commerce:

http://www.iccwbo.org/home/statements_rules/menu_rules.asp
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Privacy and Human Rights (2003). See http://www.privacyinternational.org/survey/phr2003/threats.htm.

See Article 29 Data Protection Working Party Opinion 2/2004, “on the adequate protection of personal data
contained in the PNR of air passengers to be transferred to the United States’ Bureau of Customs and Border
Protection (US CBP)” (10019/04/EN), available at http://europa.eu.int/comm/internal_market/privacy/docs/
wpdocs/2004/wp87_en.pdf.

For an update on the situation see http://www.eurunion.org/news/press/2004/20040079.htm.

See www.commonwealth.org.
Article XIV(c)(ii).
UK White Paper, “Computers and Privacy” (Cmnd 6353), 1975, at 6.

In many laws, an individual to whom data relate is generally referred to as the “data subject”. “Individual” and
“data subject” are used interchangeably.

See Bygrave L (2002).

One may think of a recent form of unsolicited contact, used as marketing technique, which directly affects indi-
viduals’ privacy -namely, spam.

Clarke R (2001).
“Your best defense against big brother, you”, Wall Street Journal, 24 January 2000.

New e-government study finds ease, engagement, privacy and protection are top priorities, available at http://
www.accenture.com/xd/xd.asp?it=enweb&xd=_dyn\dynamicpressrelease 602.xml.

The question of the protection of databases, which has traditionally received separate consideration by legisla-
tors, is outside the scope of this chapter.

»

In many laws, the entity processing personal data is referred to as a “data controller”, “data user” or “data pro-
cessor”. These terms are used interchangeably.

General Assembly Resolution A/RES/45/95, 14 December 1990.
See subsection: D. 1 below.

Le. binding if contained in an international treaty, and soft law with the value of a mere recommendation if con-
tained in a General Assembly resolution.

For an application of the principle see the 2002 annual report prepared by the Korean Information Security
Agency (KISA) on the state of personal information in the country: the mother of an elementary school student
lodged a complaint because one of the websites she was using for her children’s education required parents to
provide excessive information on the children as part of the mandatory information, (Korea Information Secu-
rity Agency, 2002, p. 45).

A classic example is a travel agent that communicates certain personal data of their client to make and confirm
an airline or hotel reservation for that client. If data are to be used or communicated for a different purpose, the
individual must be notified and such use must be lawful.

To give an example of a possible violation of this principle, one could imagine an organization keeping a list of

undischarged bankrupts that does not seek information on persons discharging themselves from bankruptcy.
See Walden (2003).

Available at http://www1.0ecd.org/publications/e-book/9302011E.PDF.

Available at http://conventions.coe.int/treaty/en/ Treaties/Html/108.htm.

General Assembly Resolution A/RES/45/95. Already in 1989 the General Assembly had adopted some draft
guidelines (General Assembly Resolution A/RES/44/132, 15 December 1989), which were then submitted to
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33.
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36.

the Special Rapporteur of the Commission on Human Rights, Mr. Louis Joined, for a new version which
incorporated the comments received by States and by other organizations.

Published in the Official Journal, L 281, 31.11.1995, available in 11 different languages at: http://europa.eu.int/
comm/internal market/en/dataprot/law/index.htm.

See www.protecciondedatos.com.ar/resolucionspam.htm.

The Singapore National Trust Council is aiming to have all TrustSg merchants full comply with the guidelines
of the code by the end of 2004. See http://www.trustsg.org.sg.

See subsection E. 4 below.

See, for example, Commission Decision of 30/06/2003 on the adequate protection of personal data in
Argentina (O] L 168, 5.7.2003).

The Council of Europe model terms are available at http://www.coe.int/T/E/Legal affairs/Legal co-
operation/Data_protection/Documents/Publications/1ModelContract.asp#TopOfPage. The European Union
model terms are available at http://europa.eu.int/comm/internal market/privacy/modelcontracts_en.htm.

“Model clauses for use in contracts involving transborder data flows”, available at http://www.iccwbo.org/
home/statements_rules/rules/1998/

An example of a safe harbour arrangement is the agreement between the United States and the EU, which is
available at http://www.export.gov/safeharbor.

See the introduction to this chapter.

See the online article of the Privacy Commissioner of Canada, Ms. Jennifer Stoddart, explaining the reasons for
the adoption of the Personal Information Protection and Electronic Documents Act, (PIPEDA), available at
http://www.privcom.gc.ca/speech/2004/vs/vs_sp-d_ 040331 e.asp.

See the concerns expressed by the the co-chair of the security subcommitteee of the Philippine Information
Technology and Electronic Commerce Council ITECC), Mr. Dela Cruz, available at http://itmatters.com.ph/
news/news_04162003c.html.

Available at http://www.ktkm.gov.my/.

In South Africa, for example, privacy issues are considered by the Human Rights Commission, while in
Thailand the Office of the Official Information Commission has responsibility for all aspects of public sector

use of, and access to, information.

See, for instance, the case of Pakistan: one of the stated functions of the Licensing Enforcement Directorate in
the Telecommunications Authority is to “protect consumer rights and ensure privacy of the customers”. See
http://www.pta.gov.pk/ledirectorate/what.htm.





